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Concept:

EC2: Virtual Servers in the Cloud
VPC: Isolated Cloud Resources

Scenarios:

AWS AWS
File Server yWANO vWANO HTTP Server
172.31. 1. 264 172.31. 1. 264 172. 32. 1. 264 172.32. 1. 254

INTERNET

VMWare

vWANO vPC
192. 200, 19. 116 192. 200. 19. 117

1. vWANO and vWANO build acceleration tunnel in AWS Cloud

2. VWANO in AWS build acceleration tunnel with local WANO or vWANO in VMware or vVWANO in
Hyper-V

3. vVWANO in VMware or Hyper-V build acceleration tunnel with other side WANO or vWANO

Configuration:

vVWANO in AWS

1. Create VPC
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'ﬁ"'g AWS - Services

VPC Dashboard * 1 AchieHeL

Filter by VPC:

e E Q Search VPCs and their propert %¢
Virtual Private Name L
Cloud cloud_HQ vpc-b97f09dc

| Your VPCs vpe-1adc277f
Subnets 3
Druta Tahlac

Create VPC *®

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2
instances. Use the Classless Inter-Domain Routing (CIDR) block format to specify your VPC's
contiguous |P address range, for example, 10.0.0.0/16. You cannot create a VPC larger than /16

Name tag | 33Cloud
CIDR block | 172.33.0.0/1g]|

Tenancy The range of IPs to be used for your YPC, in CIDR
format, for example, 10.0.0.0/24. Block sizes must be

between a /16 netmask and /28 netmask
Yes, Create

2. Create subnets
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T AWS Services

hboard = ) I Create Subnet Subnet Actions

Filter by VPC:
None [=] Q Search Subnets and their prop X

Virtual Private Name «  SubnetID « | State

| " I

wiodd 172.32.0.0/24 subnet-f40f4e91 sl

Your VPCs 172.31.0.0/24 subnet-e357cd34 availak
| Subnets 3 172.32.1.0 subnet-f0f4e9a availak

Route Tables 172.31.1.0/24 subnet-0257cd75 availak

Internet Gateways

DHCP Options Sets

Create Subnet %

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). MNote that block sizes
must be between a /16 netmask and /28 netmask. Also, note that a subnet can be the same size as
your VPC.
Name tag | 33.1
VPC vpe-2cf16749 (172.33.0.0/16) | 33Cloud E|
Availability Zone | No Preference [=]
CIDR block | 172331 D.-"24|

The CIDR format to specify the range of IP addresses (e.g., 10.0.0.0/24) in a subnet. The
range of IP addresses in the subnet must be a subset ofthe IP address inthe VPC. Block  yag Create

sizes must be between a [16 netmask and f28 netmask. The size of the subnet can equal
w the size ofthe VPC.
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Create Subnet

Use the CIDR format to specify your subnet's IP address block (e.g.. 10.0.0.0/24). Note that block sizes
must be between a /16 netmask and /28 netmask. Also, note that a subnet can be the same size as

your VPC.

Name tag

VPC

Availability Zone

CIDR block

3. Create internet Gateway

VPC Dashboard
Filter by VPC:

None [=]

Virtual Private
Cloud

Your VPCs
Subnets

Route Tables
DHCP Options Sets
Elastic IPs

Endpoints

33.0

vpc-2cf18749 (172.33.0.0/16) | 33Cloud  [=]

No Preference [=]

172.33.0.0/24

= p Create Internet Gateway

Name

"

Q Search Internet G

Cloud_HQ_Gateway

ateways and X

«| ID

igw-adceTdce

Select an Internet gateway above

igw-1ef3777b

vpe-b9709de (172.32.0.0/16) | ...
vpe-1a4c277F (172.31.0.0/16)

Create Internet Gateway

An Internet gateway is a virtual router that connects a VPC to the Internet.

attach to VPC

Name tag

33Cioud




Attach to VPC

Attach an Internet gateway to a VPC to enable communication with the Internet.

VPC | vpc-2cf18749 (172.33.0.0/16) | 33Cloud

VPC Dashboard = i Create Internet Gateway [V 0 Detach from VPG s & e

Filter by VPC:

None = Q, Search Intemet Gateways and X “ <1 to 3 of 3 Internet Gateways ~
Virtual Private Name -~ D - State - | VPC =
Cloud Cloud HO_Gatewsy  iqu-1ef3777b  attached  vpe-b97f09dc (172.32.0.0116) | c..
Your VPCs igw-adceTdcc  attached vpe-1a4¢277F (172.31.0.016)
Subnets = Coud T attached VpC2CHETAS (17235 0-0H 85—
Route Tables ’—. ‘

I Internet Gateways
DHCP Options Sets
Elastic IPs
igw-Ba4fchof | 33Cloud BN =]

Endpoints
Peering Connections il Summary | Tags
Security 1D: iqw-Badfcbf | 33CIoud Attached VPC ID: ;;)4‘::"202:8745 (TE30008))
Network ACLS State: attached Attachment state: available

4. Create route tables and bind subnet and add default route

VPC Dashboard = . Delete Route Table 3 - % @

Filter by VPC
None Q Search Route Tables and their X ““1to 6 of 6 Route Tables =
Virtual Private Name ~ RouteTable|D ~ Explicitly Associat~ Main - VPC -
Cloud Cloud HQ_Server tb-38413e5d 1 Subnet No vpc-b97109dc (172.32.0.0/16) | c..
Your VPCs @  33Cloud WANO rtb-4e354b2b 0 Subnets Yes vpe-2cf18749 (172.33.0.0/16) | 3.
Subnets E Cloud HQ_WANO tb-0f49366a 1 Subnet Yes vpe-b97f09dc (172.32.0.0/16) | c...
I Route Tables main_route itb-4d 126028 1 Subnet Yes vpe-1ade277f (172.31.0.0/16)
Internet Gateviays pri_route th-OfbdcEBa 1 Subnet No vpe-1ade277f (172.31.0.0/16)
DHEP Opi Set 33Cloud_Server rtb-68324c0d 0 Subnets No vpc-2cf18749 (172.33.0.0/16) | 3..
ptions Sels
Elastic IPs
Endpoints Summary Routes Subnet i Route P Tags
Peering Connections Cancel
Security Associate | Subnet CIDR Current Route Table
Network AGLS subnet-7990d11¢ (172.33.0.0/24) | 33.0 172.33.0.0/24 Main

Security Groups = subnet-3791d0f2 (17233 1.0/24) | 331 172.33.1.0/24 Main =
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VPC Dashboard * Create Route Table l Delete Route Table
4

Filter by VPC

None [=]

Your VPCs

I

Subnets

| Route Tables
Internet Gateways
DHCP Options Sets

Elastic IPs

Endpoints

Peering Connections

Network ACLs

Security Groups -

T & e

Q Sea ite Tables and their ) 1 to 6 of 6 Route Tables
Name « Route TablelD -~ Explicitly Associat~ Main ~ VPC -
Cloud HQ Server rth-36413e6d 1 Subnet No vpc-b97f08dc (17232 0.0/16) | ¢

@  33Cloud_WANO tb-4e354b2b 1 Subnet Yes vpc-2cf18749 (172.33.0.0/16) | 3,
Cloud_HQ_WANO rtb-049366a 1 Subnet Yes vpc-b97f09dc (172.32.0.0/16) | ¢
main_route nb-4d126028 1 Subnet Yes vpe-1a4c277f (172.31.0.0/16)
pri_route rtb-0fbdc8Ba 1 Subnet No vpc-1a4c277f (172.31.0.0/16)
33Cloud_Server 1tb-68324c0d 0 Subnets No vpc-2cf18749 (172.33.0.0/16) | 3

rth-4e354b2b | 33Cloud_WANO NN =

Summary Subnet Associations Route Propagation Tags

Destination  Target Status Propagated

172.33.0.0116 local Active No

Services +

m,
s

VPC Dashboard * ) Delete Route Table Z % e
Filter by VPC:
None =] Q u e X 110 6 of 6 Route Tables
Name + | Route Table ID - Explicitly Associat~ Main ~ VPC >
Cloua Cloud_HQ_Server nb-38413e5d 1 Subnet Mo vpe-b97f03dc (172.32.0.0/16) | ¢
Your VPCs @ 33Cloud_WANO tb-4e354b2b 1 Subnet Yes vpc-2cf18749 (172.33.0.0/16) | 3
Subnets g Cloud_HQ_WANQ tb-0f49366a 1 Subnet Yes vpc-b97f09dc (172 32.0 0/16) | ¢
Route Tables main_route rtb-4d126028 1 Subnet Yes vpc-1a4c277f (172.31.0.0116)
Internet Gateways pri_route ntb-Ofbdc86a 1 Subnet Mo vpc-1a4c277f (172.31.0.0/16)
33Cloud_Server rtb-68324c0d 0 Subnets Mo vpe-2cf18749 (172.33.0.0/16) | 3
DHCP Options Sets
Elastic IPs
Endpoints Caneld m
Peering Connections Destination Target Status  Propagated  Remove I
s 172.33.0.0M16 local Active No (
Secur =
0.0.0.00 Ny

Network ACLs ‘ . o
Security Groups - =

B 33Cloud_Server rtb-68324c0d 1 Subnet Mo vpc-2cf18749 (172.33.0.016) | 3...

rtb-68324c0d | 33Cloud_Server
Summary Routes Subnet Associations Route Propagation Tags
m[ @ Save Successful

Subnet CIDR

subnet-9791d0f2 (172.33.1.0/24) | 33.1  172.33.1.0/24

@ 33Cloud_Server rtb-68324c0d 1 Subnet Mo vpc-2cf18749 (172.33.0.0186) | 3...

Destination Status = Propagated = Remove
172.33.0.0/16 Active Mo
0.0.0.0/0 No ]

Add another route

5. Create instance
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Services
EC2 Dashboard - SRR
Events 4 ;
Tags Qi
Reports
Limits Name v Instance ID ~  Instance State ~ Status Checks
= Cloud_HQ_WAND i-c721bc02 @ running @ 2/2 checks passed
Instances 4 Cloud_HQ_Server i-9190254 @ running & 2/2 checks passed
Spot Requests | Linux i-9206a854 @ running @ 2/2 checks passed
Reserved Instances server 2008 i-b1a30d77 @ running & 2/2 checks passed
- YWOC i-8440=042 @ running @ 2/2 checks passed

AlIs

Bundle Tasks

Select an Iinstance above

wuyuan > Oregon ¥

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review
. H Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system. application server, and applications) required to launch your instance. You can select an AMI provided by AWS. our use
community, or the AWS Marketplace; or you can select one of your own AMIs

Quick Start 1o 4 of 4 Products
‘ , sangfor X
My AMIs
AWS Marketplace @ SANGFOR  Sangfor-vWOC

ek e (0)] 9.2.1 Previous versions | Sold by SANGFOR

Community AMIs Bring Your Own License + AWS usage fees
Linux/Unix, Cent0S Centos 6.5 | 64-bit Amazon Machine Image (AW} | Updated: 811815

~ Categories Sangfor YWOC accelerate the data transfer between the cloud and data center, branch office or end users. It elimiates the negative

effect from limited bandwidth, packst ...
All Categories

More info
Software Infrastructure (4)
¥ Operating System 3";, sANGroR  Sangfor-vilOC-S0Nbps m
*dwa# (0)]9.2.1 Previous versions | Sold by SANGFOR
Clear Filter §2.00/hr for software + AWS usage fees

—_——— - LinuxUnix. CentOS Centos 6.5 | 64-bit Amazon Machine Imaae (AMI) | Updated: 8/4/15

Choose type according to customer's requirement.

wuyuan ¥ on v Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage §. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

(=] zed c3.large 2 3.75 2 %16 (SSD) - Moderate
[ ] c3.xiarge 4 7.5 2X40 (SSD) Yes Moderate
c3.2xarge 8 15 2 X80 (SSD) Yes High
c3.4xlarge 16 30 2x 160 (SSD) Yes High
c3.8xlarge 32 60 2x320 (SSD) = 10 Gigabit =
@ g ge 8 15 60 (SSD) Yes High
2 g2 8xlarge 32 60 2x 120 (SSD) 10 Gigabit
@ r3.large 2 15 1x32 (SSD) - Moderate
@ r3.xlarge 4 30.5 1x80 (SSD) Yes Moderate

Cancel Previous Review and

nch Next: Configure Instance Details

Configure Instance details

.

m



-

» SANGFOR

AWS ~ Services v

1. Choose AMI 2. Choese Instance Type

3. Configure Instance

4. Add Storage

Step 3: Configure Instance Details

Network (j

Subnet (j

Auto-assign Public IP (j

Placement group (j

1AM role

Shutdown behavior (j)
Enable termination protection (i

Monitering (i

EBS-ontimized instance (i)

[subnet-7990d11c(172.33.0.0/24)

VpC-2¢118749 (172 33.0.0/16) | 33CIoud

251 IP Addresses available

[Use sznel'sen'mg (‘Dlsable_)

No placement group

None

Stop
[FlProtect against accidental termination

[FIEnable CloudWatch detailed monitoring
Additional charges apply.

P11 aunch as FRS-nntimized instance

Step 3: Configure Instance Details

Monitoring (i)

EBS-optimized instance

Tenancy

~ Network interfaces (0

Device = Network Interface subnet Primary IP
eth New network interface[=] | subnet-7990d11 172.33.0.254
Add Device

» Advanced Details

Cancel Previous Review an nch Next: Add Storage
Choose storage
[ T] AWS - Services wuyuan v
1.Choose AMI 2 Chooselnstance Type  3.ConfigureInstance  4.Add Storage 5. Taglnstance 6. Configure Security Group 7. Review
Step 4: Add Storage
Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2
Type (i) Device (i) Snapshot (i Size (GiB) (i) = Volume Type (i) 10PS (i) | Delete on Termination (i) = Encrypted (i)
Root [devisdal snap-50d821df 32 General Purpose (SSD) [»]  96/3000 [ Not Encrypted

Add New Volume

[CIEnable CloudWatch detailed monitoring

Additional charges apply.

[ Launch as EBS-optimized instance
Additional charges apply.

Shared tenancy (mulii-tenant hardware)

§.Tag Instance

| 33.0 | us-west-2: [zl

wuyuan v

6. Configure Security Group 7. Review

[z] C create newvrc

Create new subnet

[=]
[

[z] C create new 1AM role

[

Cancel Previous Next: Add Storage

B

Additional charges will apply for dedicated tenancy.

Add IP

Secondary IP addresses

Q Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetfic storage. Learn more about free usage tier eligibility

and usage restrictions.

Tag instance

Cancel Previous Review and Launch Next: Tag Instance

i



1.Choose AMI 2 ChooselnstanceType 3. Configure Instance 4 Add Storage  5.TagInstance 6. Configure Security Group 7. Review

Step 5: Tag Instance

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characiers maximumy

[33¢cloud | 33cloud <)

Create Tag (Up to 10 tags maximumy)

Cancel | Previous Review and Launch Next: Configure Security Group

Configure Security Group

AWS ~ Services

1.Choose AM|  2.ChooseinstanceType  3.Configureinstance 4 AddStorage  5.Taginsiance  6.Configure Security Group 7. Review

Step 6: Configure Security Group
Assign a security group: @ Create a new security group

© Select an existing security group

Security group name:  33Cloud_WANO |
Description:  This security group was generated by AWS and is based on recammends]|
Type (i) Protocol (i) PortRange (i) Source (i) 3
ssH - [ree | [ | Anywnere [+ (<]
Custom TCP Rule [+ [rep | s | [Anywhere [=] [0.0.0.010 [x]
[HTTPS - [rep | [aa3 | [Anywhere [=] [o.0.0 010 [x]
Custom TCP Rule [+ [Tep | |400g | [Anywhere [<] [o.0.0.010 (%]
| Custom UDP Rule [+ juop | |4009 | [Anywhere [+] [0.0.0.010 | Qo
Custom TCP Rule [~ [rep | [5400 - 5410 | [Anywnere [=] p0.0.00 [x]
| Custom UDP Rule [+ |uop | [s400 | [Anywhere [<] [0.0.0.0/0 (<]
it TOD Baia 2] fron I lenoan [ " 1 P

Cancel | Previous [EGENEVENLLRETLE]

Instance has created, but run instance need a key pair, if this is the first time create instance, you
can create a new pair or you can use the key pair created before.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private Key file that you store. Togetner,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
1o obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Create a new key pair [ [=]

Key pair name
[33cloud ]

Download Key Pair

You have to download the private Key file (*.pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created

Cancel

Run instance success



AWS

Services v

Launch Status
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& Your instances are now launching

The following Instance launches have been inftiated: |-

Q Get notified of estimated charges
Create billing aleris to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example. if you exceed the free usage fier).

m

How to connect te your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and

continue to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state. you can eonnect to them from the Instances screen. Find out how to connect to your instances.

¥ Getting started with your software

To get started with Sangfor-vWOC

View Usage Instructions

@® Feedback

@ English

To manage your software subscription

Open Your Software on AWS Marketplace

Privacy P

=7 Terms of

6. view instance status, after initializing we can go on next step.

W AWS ~

EC2 Dashboard
Events

Tags
Reports
Limits

Services v E

Launch Instance Connect | Actions v

QF
Name

33Cloud_WANO

Instances

Spot Requests
Reserved Instances

AMIs
Bundle Tasks

Il

Cloud_HQ_WANO
Cloud_HQ_Server
Linux

server 2008

woe

Pl

~ | Instance ID ~

i-75d34100
i-c721bc02
191900254
# 92062854
i-b1a30d77
184402042

Inctanra: DiiTRAGAIRA 122 TAnA WWARIAY

7~ Allocate elastic IPs(this step just as DNAT, allocate a public IP and NAT to private IP)

5 Aws v

Services v

Status Checks

=z Initializing

Instance State ~

@ running

@ running & 2/2 checks passed
@ running @ 2/2 checks passed
@ running & 2/2 checks passed
@ running & 2/2 checks passed
@ running & 2/2 checks passed

Drivrata 1D 479 272 A 9RA

~ | Public DNS

ec2-52-24-111-205.us-..

ec2-52-26-63-37 us-we

2c2-54-149-118-31.us-..

wuyuzan ¥

@

Public IP

54.68.60.231
5224120144
52.24.111.205
52268337
54.149.118.31

wuyuan ¥

Oregon v

Oregon v Suppo
L
1106 of 6

- Key Name

33cloud
vwano
wwano
sangfor
sangfor

sangfor

Support v

Reserved Instances
= In
AMIs
Bundle Tasks

Volumes

Snapshots

Placement Groups

Key Pairs
Network Interfaces

i

Actions v
Elastic IP ~ Instance +  Private IP Address Scope
54.149.118.31 i-84402042 (wwoc) 172.31.0.254 wpc-1adc277F
5226 8337 i-b1a30d77 (server 2008) 172.31.1.254 vpc-1adc277f
£2.24.111.205 vpe
546860 231 i-c721bc02 (Cloud_HQ_W, 172.32 0254 wpc-ba7f09de
6224 120 144 i-318e0254 (Cloud_HQ_Ser 172.32 1.254 vpc-b8T08de

Select an address above

associate address

L)

Public DNS

L

1to50f5

8c2-54-149-118-31.us-west-2.comp...

ec2-52-26-83-37

us-west-2.compte

_N-.[l



SANGFOR

Associate Address

Select the instance OR network interface to which you wish to associate this IP address (52.24.111.205)

Instance (75484100
or
Network Interface [Search network interface ID or Name tag |
Private IP Address [172.33.0 254" [ @
Reassociation @

Warning

If you associate an Elastic IP address with your instance, your current public IP address is released. Learn more about public
IP addresses .

Cancel Assoclate

AWS + Services v gon ¥ Support ¥
Reserved Instances Allocate New Address Actions v
" o 8 @
=] IMAGES
Q Filter by attributes or search by keyword ® K < 1tosofs > |
AMIs
Bundle Tasks. Elastic IP ~| Instance ~  Private IP Address ~  Scope ~ | Public DNS -
L 54.149.118.31 184406042 (vwoc) 172.31.0.264 vpc-1a4c277F €c2-54-149-118-31 us-west-2 comp
ELASTIC BLOCK STORE
— 52.26.83.37 101230477 (server 2008) 172.31.1.254 vpc-1a4c277 ec2-62-26-83-37 us-west-2.compute.
Snapshots | 5224111208 i-750841b0 (33Cloud WANO)  172.33.0.254 vpe-2¢f18749
= 54.68.60.231 i-c721bc02 (Cloud_HQ_WA 172.32.0.254 vpc-b97109dc
NETWORK & SECURITY 52.24.120.144 1-919e0254 (Cloud_HQ_Serv...  172.32.1.254 vpc-b97109dc
Security Groups
| Elastic IPs = Address: 52.24.111.205 _N—Ru=l
Placement Groups
Key Pairs Elastic P 5224 111.205 Metwork interface D eni-d763b0b1
Netaork iifisriaces Instance  i-75d841b0 (33Cloud_WANO) Private IP address  172.33.0.254
Scope  vpc Network interface owner 476070760629
i L BALI DAL AN NG Public DNS - Allocation 1D eipalloc-027fc567
Load Balancers )

=] AUTO SCALING

8. after associate address, we can use elastic IP visit WANO, but can't use admin/admin login.

A v QEmER QlE-@

(& C O fr @ixhept//52.24.111.205/cqi-

[ 5%

@ -
=]

)

Wl VPC Management Console % | il EC2 Management Console % | [ LoGIN > |+

9. Use puttygen.exe format key pair
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File Key Conversions Help
Key
Mo key.
choose key pair

Actions

Generate a public/private key pair E Generate ;
Load an existing private key file [ Load ]
Save the generated key | Save public key i | . Save private key
Parameters
Type of key to generate:
(71 55H-1 (RSA) @ 55H-2 BSA (71 55H-2 0SA
Mumber of bits in a generated key: 2048
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File Key Conversions Help

Key
Public key for pasting into Open55H authorized_keys file:

zsh-s3 -
AAAABRINzaC Tyc 2ZEAAAADAQABAAABAGCSECkrX1 P JacmFoBowAnwZP Geapfw LIKF |E|

M UvEZmS¥malhu7e FFGTRgz Vulldk THo L2z /R T UOszp+21 022N /mox)gG/B Usvu
+2z WEFBA Wi /GCOWbt 1445Aeefvrd PO Sb Y H Se by Y FingGo O

+KpgBfl/P PO 30nHeiobw TCqeSkGYGI/BUN Sk Likz AD 1w BEAGWmIXM3tv Zg -
Key fingerprint: sshsa 2048 67:5c:df 4F-4b:f-90: 165 1:4d:0F-82:47-44:cc 53

Key comment : impnrted.-openssh-l.ce-_.r

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair [ Generate ]
Load an existing private key file E %uad a
Save the generated key [ Save public key ] [ Save private key ]
Farameters

e o o et download and save ppk file
1 §5H-1 (RSA) @ SSH-ZRSA (") S5H-2 DSA
Mumber of bits in a generated key: 2048

9. Use ppk key pair connect instance.
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Category:
- Bell -~ | Basic options for your PuTTY session |
- Features Specify the destination you want to connect to
3 Wind
gk X Host Mame (or IP address) Port
- Appearance S e L
. Behaviaur B h2. 24111205 o
- Translation Connection type:
- Selection "y Raw () Telnet ) Rlogin @ SSH () Seral I
- Colours :
& Cinnacutn Load, save or delete a stored session
. Data Sawved Sessions
- Proxy
- Telnet : Default Settings i '
- Rlagin 1
& 55H Save
e
- Cipher Delete
- Auth
I & Close window on exit:
cTumnels | 5 Apways ) Never @) Only on clean ext
- Bugs
- More bugs  —
|

% PuTTY Configuration S|
= = =
Categony:
- Bell -~ | Options cortroling 55H authentication |
- Features
= Window [”] Bypass authertication entirely (SSH-2 onty)
- Appearance Display pre-authentication banner {S5H-2 anly)
_?_e; :;;;; Authentication methods
. Seleciion Atempt authentication using Pageant
- Colours ["] Attempt TIS or CryptoCard auth (SSH-1)
= Connection Atternpt "kevboard-interactive™” auth (S5H-2)
E;t; futhentication parameters
Tkl ["] Allow agent forwarding
i 2 [ Allow sttempted changes of usemame in S5H-2
ﬁ—]-- S55H — Private-key file for authertication:
- Kex -E::-sang.fu}lﬁ.wﬁ.‘:ﬁﬂﬁud.pﬁk Browse...
- Cipher
[ @ Auth
. ¥11 .
- Tunnels
- Bugs =
- More bugs  —

| Croms e ——
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login as admin, and then click enter

£P 52.24.111.205 - PuTTY © 4 A B B ees [E=EE =5

login as: .a:irr.'_:'_l
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EP 52.24.111.205 - PuTTY = 4 A B e wswes | (B |

we can use 'username admin password xxx' change admin password , and use this account login

webui

10. After WANO created , we need to add route to other side subnet next gateway is vVWANO.
We can find this VWANO instance ID is  i-75d841b0

BF AWS - Services v  Edit -

Filter by VPC

Filter VPC addresses v Q bi4
None [=]
Address « [nstance |D Network Interface 1D Scope Private Address
52.26.83.37 i-b1a30d77 eni-424d020b vpe 172.31.1.254
= 52.24 120144 i-919=0254 eni-85f322e3 vpe 172.32.1.254
Your VPCs 3
54.149.118.31 i-84402042 eni-20a1e069 vpe 172.31.0.254
Supncts 52.24.111.206 7584100 eni-d763b0b1 vpe 172.33.0.264
Route Tables 54.68.60.231 i-c721bc02 eni-07885961 vpC 172.32.0.254

Internet Gateways
~ i £

DHER GOl Scls Select an address above

Elastic IPs

Endpoints

add route in server subnet route table
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W@ AWS v Services v

VPC Dashboard = ELENERELIEE  Delete Route Table  SetAs Main Table s & @
4

Filter by VPC
Q s ables and their 3 11to 6 of 6 Route Tables
None [=]
Name +  Route Table ID ~ Explicitly Associat~ Main ~ VPC -
Cloud_HQ_Server nb-38413e5d 1 Subnet No vpe-b9Tf09de (172.32.0.0/16) | c..
3 33Cloud_WANO rtb-4e354b2b 1 Subnet Yes vpc-2cf18749 (172.33.0.0/16) | 3
Your VPCs
Cloud_HQ_WANO rtb-0f49366a 1 Subnet Yes vpc-b87f08dc (172.32 0.0/16) | ¢
Subnets main_route 1b-4d126028 1 Subnet Yes vpe-1adc277F (172.31.0.0/16)
Route Tables pri_route nb-0fbdc86a 1 Subnet No vpe-1adc277f (172.31.0.0/16)
@ 33Cloud_Semer rtb-68324¢0d 1 Subnet No vpc-2cf18749 (172.33.0.0/16) | 3
Internet Gateways
DHCP Options Sets =2 5
Cancel Save
Elastic IPs.
Destination Target Status | Propagated = Remove -
Endpoints
172.33.0.0116 local Active No =
Peeting connections 00000 iqu-adich0f Actie  No o
Security _‘ 192 200 19 0/24 [i-750841b0] No [x] ‘

11. disable change Source/Dest check

R B _ i
Launch Instance Connect Actions v
4 o B @

| (stances | Q ity by ey © < 1weats

Spot Requests
Name - Instance ID - Instance State - Status Checks = Public DNS 4 PublicIP ~  KeyMame ~| !
Reserved Instances
_ 33Clou et @ 2/2 checks passed 52.24.111.205 33cloud
AMis Linux @ 2/2 checks passed sangfor
Bundle Tasks ELTIEPRIANel  Launch More Like This & 212 checks passed 54.68.60.231 wano !
m Cloud_HQ_Server Instance State @ 202 checks passed 5224120 144 vwano
i server 2008 patacele @ 2/2 checks passed 262-62-26-63-37 us-we 522683 37 sangfor
Image
Volumes vwoc = ©c2-54-149-118-31.us-.. 54.149.118.31 sangfor
Networking }» | Change Security Groups
Snapshots
« CloudWatch Monitoring b Attach Network Interface v
: Instance: | i-75d841b0 (33Cloud_WANO)  Elas i i - =
ol . Disassociate Elastic IP Address ‘ |
Security Groups C st. C L4
ty s Description Status Checks |~ Monitoring I Gl
Elastic IPs = Manage Private IP Addresses
Instance ID i-75d841b0 Public DNS -
Placement Groups
Instance state  running Public IP 52.24.111.205
Key Pairs
Nefior e e Instance type  c3 xlarge Elastic P 52.24.111.205
. Private DNS  ip-172-33-0-254 us-west- Availability zone  us-west-2a

This is a security policy ,if enable this function, instance will drop packets after check
source/dest ip

vWANO in VMware

1. Add virtual switch
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©7 192.300,18,338 - viphere Client =0 =

File Edit View Inwentory Administration Plug-ins Help

5] ‘@} Home b g5] Inventery b [l Inventory

localhostlocaldomain YMware ESXi,

(f 55-19.114-5.1

(3 WANO-public-19.116
& WinT19.117 il view: | phers Standard Swlch
{3 win7-9.115-5.3 Health Status Networking Refresh Add Networking. Properties
(51 windows2003 Frocessors
& woC-branch-19.113-6.2 Mamorn
Staiice Standard Switch: vSwitchd Remove... Properties...
- itual Machine Port droup — Physical Adapters
3 v Hetwork Q. B vmnico 100 Ful (3
TR B & virtual mathinets)
Hetwodcadanie WOC-branch-19,113-6.2 &
Advanced Settings i @
Power Management e s Y
i S5L-19.114-5.1 54
windows2003 &
Licensed Festures WANO-public-19.116 B
Time Configuration e
mel Po
OIS and Routing 3 Mansgement Network R
Authentication Services ki + 192.200,15.229
Vil Machibe 1 2002:c0c811352 b1 207:69F fe5a1997e
Yirtual Machine Swapfile Location T
Security Profil: FeB: 1 207:697F feSa: 9578
Host Cache Configuration —
System Reesource Allocation
< i |

Recent Tasks Hame, Target or Status centsins: v Clea

(&) 2dd Netwark Wizard

Connection Type
Metwarking hardware can be partitioned to accommodate each service that requires connectivity,

Connection Type
Network Access [ Connection Types
Connection Settings
Sumnmary

&+ wirtual Machine
&dd 3 labeled network ko handle virtual machine network: traffic.

i ¥Mkernel

The YMkernel TCPYIP stack handles traffic For the Following ESKi services: wSphere vMotion, iSC5I, MFS,
and host management.

= Back. | Next = I Cancel
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15 Add Metwork YWizard

¥irtual Machines - Network Access
Virtual machines reach netwarks through uplink adapters attached to vSphere standard switches.

Connection Type Select which wSphere standard switch will handle the netwark traffic For this connection. You may also create a new
Network Access w3phera standard switch using the unclaimed network adapters listed below.

Connection Settings -
Sumimary {* Create a vSphere standard switch peed lebwork: :
7 Use vSwitcho Speed lebwrk
Intel Corporation &2540EM Gigabit Ethernet Controller
I~ B® vonico 100 Full 192,200.19,1-192,200,19.127

m

" Use vSwitchl
" Use vSwitch2
" Use vSwitch3
" Use vSwitch4

Presview;

Wirtual Machine Port Group Physical Adapters
WM Nebwark 2 QB -No adapters

Help | < Back | Mext = I Cancel |

(2 Add Network Wizard =N E=E 4

¥irtual Machines - Connection Settings
Use network labels ko identify migration compatible connections common to two or more hosts,

“onnection Tvpe — Port Group Propetties -
Mebwork Access
Connection Settings Metwork Label: ]C5|
Rummary YLAM ID (Optionall: More (o) |
Presvigw:
Wirtual Machine Port Group Phyysical Adapters
5 g D Mo adapters

Help | < Back | Mext = I Cancel

modify switch properties, enable promiscuous mode
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Processors
Memary
Skorage

v Networking
Storage Adapkers
Metwork Adapkers
Advanced Setkings
Power Management

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Wirkual Machine Startup)Shutdown
Wirbual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Allacation
Agent WM Settings

Advanced Setkings

@vSWitchS Properties

Network Adapters

ree-Allocation
K1

Win7-9,115-5.3
Win7-19.117
Wano-public-19.116

Standard Switch: wSwitch3

irtuzl Machine Port Group
cs

= 1 wirtual machine(s)
branch-wano

Standard Switch: wSwitchs

Virtual Machine Port Group
1c4

Standard Switch: wSwitchS

Farmance

WoC-branch-19,113-5.2

Wirtual Machine Port Group
s

Configuration %

&

Remaove...

Physical Adapters
g Mo adapkers

&

Remaove...

Physical Adapters
Q-B- Mo adapkers

Remave...

Physical Adapters
Q-B- Mo adapkers

Properties. ..

Properties. ..

R

IConFiuuration _Sumrnar y i
3T vawitch 120 Parts []
5 ViFtual Machine ..

Add... | Remaove

—wSphel

& pur| General

— Advan

MTLL)

— Defaul

Secur|

—Policy Exceptions

Promiscuous Mode:
MAC Address Changes:

Farged Transmits:

itchS Properties

raffic Shaping I MIC Teaming i

iAccept

IAccept

Prarm
MAC
Forg
Traffi
Aver
Peak)
EBursh
Failov]
Load
et
Tatif:
Failb
Auckiv]




@ SANGFOR

@ wEnitchS Properties

Ports |Netw0rk Adapters I

&) €5 Properties

" General 3ecurity | Traffic Shaping I NIC Tearning |

Configuration
| fF wswitch
e

| Summary |
120 Ports

Wirkual Machine ... I
1

Remave

Edit... I

add. |

—Port
Tetw
WLAN]

—Policy Exceptions

Promiscuous Mode:

MAC Address Changes;

Arccept

— Effed] Accept

Ledledled

Farged Transmits:

secy Accept

il 1

aranlakad rant

APAIPIIE 1243

2. [File] > [ Deploy OVF Template] > [upload vVWANO ova file] > [ Set virtual machine name >

[ choose storage] > [choose network] > [finish]

Mew ¥
| Deploy OVF Template...

Export *

Report ¥

Browse VA Marketplace...

Prant M aps B

Eat

L

1 WOC-branch-19.113-5.2

Edit View Imwventory Administration Plug-ins Help

[itary

b Inventory

localhost.localdomain ¥Mware ESXI, 5.5.0, 1331820

Getting Starked . Summary - Virtual Machines | Resource Allocabion
Health Stabus MNetworking
Processors
Memaory
Z . Standard Switch: vSwitch0
Storage
- - Wwtual Muchine Por Gr

L3 WM Network

B & virtual machine(s)
WOC-branch-19.113
branch-wano
WinT-9.115-5.3
55L-19.114-5.1

Storage Adapters
Network Adapters
Advarced Settings

Povear Management

Software




)

5. SANGFOR

(|

&) Deploy OVF Template =R ol ==

Source
Select the source location,

Source

OWF Template Details

Mame and Location

Skorage

Disk Format

Ready to Complete Deplay From a file or URL

|ctiUsers| Administrator|DeskboplOCa. 2_EN_vWwoCS000(Z0 | | Browse.., |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a COYDYD drive,

Help | < Back Mext = Cancel
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(|

@ Deploy OVF Template E“E@

Mame and Location
Specify a name and location For the deployed template

Source MName:

OYF Templake Details
MName and Location
Storage

Disk Farmat

Metwork Mapping
Ready to Complete

branch-wano|

The name can contain up ko &0 characters and it must be unique within the inventory Folder,

Help | < Back | Mext = I

Zancel
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&) Deploy OVF Template

Storage

where do wou want to store the wirkual machine files?

Source

OWF Template Details
Marne and Location
Storage

Disk. Forrmat

Metwark Mapping
Ready ko Complete

Select a destination storage for the virtual maching Files:

Marne i Drive Type | Caparity i Provisioned | Free | Twpe | Thin Prov
a 1TE Mon-550 931.25GE  A49.36 GE 281,89 GE YMFSS SL!ppDrte
a datastarel S50 216,00 GB 973,00 MB 215.05GB WMFSS Supparke
C| mn 3

[T Disable Skorage DRS Far this wirkual machine

Select a datastore:

Marme | Drive Type |  Capacity | Frovisioned | Fres | Type | Thin Praeis
< 1 | (3

Help |

< Back

| Mext = I Cancel
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@ Deploy OVF Template

Network Mapping
What networks should the deployed template use?

Source
CVF Template Details Map the networks used in this OYF template to networks in your inventory

Mame and Location
Storage Source Netwarks | Destination Netwarks

Disk Format VM Network W Netwark, |
Network Mapping

Ready to Completa

Cescripkion:

The ¥M Mebwork netwaork, -

Help | = Back | Mext = I Cancel
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@ Deploy OWF Termplate

Ready to Complete

Are these the options wou wank ko use?

JOUrCe

OWE Template Details
Mame and Location
Storage

Disk. Farmat

Mebwork Mapping
Ready to Complete

withen wou click Finish, the deployment task will be started.

Deployment: settings:

OWF file:
Dowenload size:
Size on disk:
Mame:
HostiCluster:
Datastore:

Disk provisioning:
Mekwark Mapping:

CiiUsersh AdministratorDesktopy W9, 2 _EN_wAWOCS000..,
401.0 ME

132.0 GB

11

localhost.

1TE

Thick Provision Lazy Zeroed

"W Metwork” ko "YM Metwork”

- Power on after deplovment

Help |

Cancel

% Back | Finish I

3. Edit network adapter location, adapter 1 is LAN interface , adapter 2 is DMZ interface, adapter

3 is WAN interface

(& 192.200.19.223 - +Sphere Client

File Edit Wiew Inwventory Administration Plug-ins Help
B [ rome b gl ey b @ Dwentory
0P SE 6D E RS R

branch-wano

{5 bran no

3 551911451

(5 WANO-public-19.116
(s Win7-19.117

(fy WinT-9.1155.3

) windows2003

G WOC-branch-19.113-5.2

Recent Tasks

Getting Started !

What is a Virtual Machine?

Avirtual maching is a software computer
physical camputer, runs an operating sy:
applications. An operating system installg
machine is called @ guest operating systy

Because every virtual machine is an isol
environment, you can use virtual machin
warkstation environments, as testing env|
consolidate server applications

Wirtual machines run on hosts. The same|
mary virtual machines

Basic Tasks

[» Power on the virtual machine

3 Edit virtual machine settings

Name Target:

4. power on VWANO, and open console

Status

) branch-wano - Virtual Machine Properties

Hardware ]optms ] RESWEES} Virtual Machine Version: 7

Device Status

™ Shaw All Devices Add... Remove B
e ST ¥ Connect at power on
W Memory 4096 MB TEa -
W o ! Current ardapt E1000
[ video card Video card PR
= VMCT device Restricted A
@ sk controller Present
00:06:29:39: 1e:5e
@ sCslcontraler 0 LSI Logic Paralel
B coiov drive 1 CDfDYD drive 1 % Automatic  Manual
& Harddisk 1 wirtual Disk
= Hard disk 2 wirkual Disk DirectPath O
ork adapter 1 s Status: Mot supported €0

Metwork adapter 2 WM Retwork
L] et bl Metwark Connection
BB Metwork adapter 3 M Network

Metwork label:

Details Initiated by

Help [ Cancel 0
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& 192.200.19.115 - EESHiESE
=] " A | 3 PR

(P S5L-19.114 Power

(5 WANO-puy Guest *

5 win7-19,

[E: wln: : 11' Snapshot » 1al Machine?
ms~F.11% -

Open Console

(3 windows20
51 WOC-bran

Wirtus

[ Edit Settings...
Upgrade Virtual Hardware

Add Permission... Crl +P
Report Performance.,

Rename

Openin New Window... Ctrl«iit+N
Rermowe from Inventory
Delete from Disk

Basic Tasks

[ Power on the virtual machine

c# Edit virtual machine settings

5. DMZ interface will auto get IP from DHCP server, if get IP fail, we can set a static IP by choose 2
[@ tocalhostiocaldomain £ Cloud-Branch IR IR =)
ZHEE WEMW) SR

e &8 @R DR

Sangfor WOC
Appliance Manager is at
https:-,-192.268.19.48

Start Command Line Interface

Management Setup Wizard
Show Current Settings
Reboot

<Cancel>

6. Use https://192.200.19.166 admin/admin access into WEBUI
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360R2MTRE 7.1

> x4 =5 4 IR = (® 8 X

(€ C O v @ bHps//192.200.19.166/cq bin/login coi?ui

© | Wl VBC Management Console %

BE v Q.3 algE-8®-p

[ LoGiN X

[ toGiN

+

e 360 ERRIRERE | BEIRMSMIZ IR AT, FEEEE,

©oNSE @ BIRER SE%E

+ B 5

Hit LIS T > X

vith MS Internet Explorer(v9,10,11), Google Chrome or Apple Safari browser.

0 & gmex LF& @ £ O & Q1%

7+ Modify network ,choose bridge mode, and change work IP to 192.200.19.166, and DMZ IP to

other

» Status

- System

e

3

3

L4

r

3

System
Network
Routing
Users
Objects

Syslog & SNMP

» WAN Optimization

} Maintenance

b Wizard

8. Get test license for a month

Eth0 MAC Address:00:0C:29:FC:63:E3

ey @ &

Eth2 MAC Address:00:0C:29:FC:63:F7

Working IP:

Subnet Mask:

192.200.19.166

255.255.255.0

Default Gateway: 192.200.19.254]
MTU (Bytes): 1500
Multi-1P

Enter IP address of the router or gatsway for external network

Manage Interface(eth1)
MAC Address:
Type:
IP Address:

Subnet Mask:

00:0C:29:FC:63:ED
Static

| 10.254.253.252

255.255.255.0

company name to vincent@sangfor.com (apply earlier)

, All southeast Asian customer send contacts, phone number, email,
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it is default. Please change the password ASAP.

License

» Stats
kirid Number of Max Session:
b System Maximum Branch Sites: 300
» WAN Optimization Company: UnAuthenticated Company
~ Maintenance Minimum Requirements
» Logs

cPU: Any
b Licsnse
Memory:  Any
» Auto Update
Cache Diski  Any
» Backup/Restore
b Sy License
» Web Console
» Remete Tech Support License:
¢ e Mot activated

H save and Apply

9. other acceleration configuration

such as local subnet / WAN optimization client and so on

Note: build acceleration tunnel with cloud VWANO must use HTP(UDP) and enable
Pre-Connection

Peer WOC Prefetching

Name: 34

Username: sangfor

PEISS\NIJI’d: SEFEBBB BB RRRBNARBRBRRRRRERRRI

IP Address: 52.24.111.205 fi:.‘
Listening Port: 5400

Transfer Protocol: HTP{UDF) ~ || ()

Set Parameters

Description:

Enable cennection

Advanced
[] Metwork transparency Li)
| Enable Pre-Connection @
[ Reset CIFS )

Enable reverse acceleration

Reverse User: WOC ~ |l Add

10. Modify other virtual server network , change server adapter to vWANO LAN interface switch.

Configure vWANO

1. Use https://public IP access into VWANO webui
2. Get license, All south east Asia customer send Contacts name/Phone number/Company
name/Email address to vincent@sangfor.com (early apply)



License

b Status
License of This Device

} System

Device Model:
» WAN Optimization

Max Wan Optimization Bandwidth: Mbps
~ Maintenance Gateway 1D: 56718F9F
b Legs Number of Max Session:
e Maximum Branch Sites: 300
¥ Auto Update Company: UnAuthenticated Company
» Backup/Restora
Minimum Requirements
» System
» Web Console cpu: Any
» Remote Tech Support Memory: Any
Cache Disk: Any
* Wizard
License
License:

Not activated

3. Configure local subnet
In this Case server sbunet is 172.33.1.0/24 and not in WANO subnet, so need to add to
local subnet.

Branch PC in WANO subnet, so no need to add to local subnet.

b Status

Deployment Wwindows Domain WCCP/CDP/NQA

~ System
b Sy @ New ¥ Delete

m [7] 1P Address Subnet Mask Local Subnet Source Operation

b Routing 1 255.255.255.0 Edit

» Users 1~

» Objects

+ Syslog & SNMP

» WAN Optimization

} Maintenance

4. Other acceleration configuration
Such as acceleration account ,acceleration policy and so on.

Server in AWS

1. Launch instance

Limits ‘ Connect | Actions v

L 2]

Q Filter by tag o8 4 ) 1t060f 6

Spot Requests
Name ~  Instance ID ~ Instance State ~ Status Checks ~  Public DNS 4 Public IP ~ | Key Hame =i
Reserved Instances
- @  33Cloud WANO i-75d841b0 @ running @ 2/2 checks passed 5224 111 205 33cloud
AN Linux i-9206a854 @ running @ 212 checks passed sangfor
Bundle Tasks Cloud HQ_WAND ¢  i721bc02 @ rnning @ 212 checks passed 54.68.60.231 wana [
o Cloud_HQ_Senver i-91980254 @ running & 212 checks passed 52 24 120 144 vwana
B 1 server 2008 i-b1a30d77 @ wnning @ 2/2 checks passed ec2-52-26-83-37.us-we. 52.26.83.37 sangfor
Volumes wioc i-8440042 @ running & 22 checks passad ec2-54-149-118-31.us-... 54.149.118.31 sangfor
Snapshots
[eRerEs Bi TEaALALA PARAIS . d WIAMAL  Flemkic IR EA A4 444 ARE --- .
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1. Choose AMI 2 Choose Instance Type

3. Configure Instance 4. AddStorage  5.Taglnstance 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI)

Rootdevice type: ebs  Virualization type: hvm

Microsoft Windows Server 2012 with SQL Server Web - ami-c25557f3

Cancel and Exit

ol
A
Microsoft Windows Server 2012 Standard edition, 64-bit architecture, Micrasoft SQL Server 2012 Web edition. [English] Eibit
-bif
WINAOWS  Rogtdevice type: ebs  Virtualization type: hvm
- Microsoft Windows Server 2012 with SQL Server Standard - ami-27595017 m
L
. Microsoft Windows Server 2012 Standard edition, 64-bit architecture, Microsoft SQL Server 2012 Standard edition. [English] &bk
-Dif
WndOWS  goot device type: ebs  Virtualization type: hm
% Microsoft Windows Server 2008 R2 Base - ami-937173a3 m
Windows Microsoft Windows 2008 R2 SP1 Datacenter edition, 64-bit architecture. [English]

Free tier eligible

Root device type: ebs  Virtualization type: hvm

64-bit

Microsoft Windows Server 2008 R2 with SQL Server Express and |18 - ami-47747677

ar
L
Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 84-bit architecture, Microsoft SQLServer 2008 Express, Internet
Windows Information Services 7, ASP NET 3.6 [English]

2. choose
B AWS -~ Services ~
1. Choose AMI 2. Choose Instance Type

wuyuan ¥

3. Configure Instance 4. Add Storage 5. TagInstance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory,

storage. and networking capacity, and give you the fiexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing

needs.

Filter by:  All instance types ¥

Currentgeneration ~  Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz. Intel Xeon Family. 1 GIB memory, EBS only)

EBS-Optimized Available

Family - Type  ~ vCPUs (i) ~  Memory(GiB) =~ Instance Storage (GB) o)
w General purpose 1 4 EBS only =
General purpose 12 small 1 2 EBS only -
General purpose 2 4 EBS only -
General purpose 12 large 2 8 EBS only -
Cancel Previous

64-bit

Network Performance

Low to Moderate

Low to Moderate

Low to Moderate

Low to Moderate

.

Next: Configure Instance Details

3. Configure instance details

5 Aws +

1. Chaose AMI 2.Chaoose Instance Type

3. Configure Instance 4. Add Storage 5.Tag Instance B. Configure Security Group 7. Review

Step 3: Configure Instance Details

W wiE e, @i i,

Number of instances

Purchasing option

Network

Subnet

Auto-assign Public IP

Domain join directory

IAM role

Shutdown behavior

[ !] [ rRequest Spot Instances

L vpc-2cH8749 (172.33.0.0/16) | 33Cloud [=] C create new vPC

) [subnet-0791d0f2(172.33.1.0/24) | 33.1 | us-west-2¢[=] Create new subnet

251 |P Addresses available

Use subnet setting (Disable)

@® hone [=] C create new directory
@ None C Greate new 1AM role
@ Stop =]

Cancel

Previous Review and Launch Next: Add Storage
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Step 3: Configure Instance Details

- -
Enable termination protection () [E] Protect against accidental termination
Monitoring | [F] Enable CloudwWatch detailed monitoring
Additional charges apply
Tenancy (j) Shared tenancy (multi-tenant hardware) E

Additional charges will apply for dedicated tenancy.
¥ Network interfaces
Device = Network Interface Subnet Primary IP Secondary IP addresses
etho New_n_eh@tprk_mt_egja_gzm subnet-9791d0f|~| | 172.33.1.254 Add IP
Add Device

» Advanced Details =
Cancel Previous Review and Launch Next: Add Storage

4. Other configuration can keep default and run instance.
5. Allocate elastic IPS

Allocate New Address Actions v o B

AMis
Bundle Tasks Q Fi tribu 2 " (2] 1to50f5
S Elastic IP * Instance v Private IP Address v Scope * Public DNS
Volumes 54149118 31 i-8440e042 (vwoc) 172.31.0 254 vpc-1adc277f ©c2-54-149-118-31 us-west-2 comp
Brapstiols L 52.26.83.37 ib1a30d77 (sewver 2008) 172.31.1.254 vpe-1adc27T £c2.62-26-83-37.us-west-2.compute
- 52.24120.144 191820254 (Cloud_HQ_Serv 172.32.1.254 vpe-b97f08dc
NET
5468 60231 i-c721bc02 (Cloud_HQ_WA 172.32.0.254 vpe-ba7f08de
Security Groups
B 52.24 111.206 i-75d841b0 (33Cloud WANO)  172.33.0.254 vpe-2cH8749
Elastic IPs
Placement Groups
Key Pairs Select aﬂ address above R
- #EF Bl

Network Interfaces

= 1 D BAL. NG

Load Balancers

=] AUTC

6. Back to instance and connect to server, Use key pair to get administrator and then remote
desktop to server

[ 7 AWS ~ Services v pport v
EGZDashboar = Launch Instance Actions v o & e
Events 4
Tags Q Fite g8 and attributes or searc ‘ [~] 1to6of 6
Reports
Limits Name ~ | Instance ID ~ Instance State = Status Checks ~ | Public DNS “ | PublicIP ~  Key Name e
= 33Cloud_WANO i-75d841b0 @ running @ 22 checks passed 52.24.111.205 33cloud
Instances - Linux i-9206a854 @ running & 272 checks passed sangfor
Spot Requests Cloud_HQ_WANO ic721bc02 @ running & 2/2 checks passed 54 68.60.231 wwano !
Reserved Instances Cloud_HQ_Server i-919e0254 @ nnning @ 22 checks passed 5294 120 144 wano
= @ server 2008 i-b1a30d77 @ running @ 22 checks passed ec2-52-26-63-37.us-we.. 52.26.83.37 sangfor
AMIs vwoc i-8440e042 @ running @ 2/2 checks passed ec2-54-149-118-31 us- 54.149.118.31 sangfor
Bundle Tasks
4 v
Instance: | i-b1a30d77 (server 2008)  Elastic IP: 52.26.83.37 _ NN =

Description Status Checks Monitoring Tags

Volumes
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Connect To Your Instance b 4

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted, connect to your instance using the following details:

ElasticIP 52 2683 37
User name  Administrator

Password Get Password

If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.
If you need any assistance connecting to your instance, please see our connection documentation

Connect To Your Instance X

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted. connect to your instance using the following details:

ElasticIP 52 26.83.37
User name  Administrator
Password A=HY2VBmo_:

If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance.
If you need any assistance connecting to your instance, please see our connection documentation .

7. After get the password ,customer can deploy their server as normal.
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Actually test:

Local vWANO/WANO build acceleration tunnel with AWS

cloud vWANO by elastic IP

File Server
172, 31. 1. 254

AWS

Jd =

vWAND
172.31. 1. 254

In this solution, Server deployed in AWS and AWS vWANO as HQ, branch vWANO deployed as

bridge mode.

HQ : create a acceleration account, acceleration policy, local subnet, server route table add route

INTERNET

\ .
192, 200. 19, 254

vIWAND
192. 200. 19. 116

ViWare

vIPC
192. 200. 19. 117

destination to branch next gateway to HQ VWANO

Branch: Use HTP(udp) transfer to build acceleration tunnel with HQ and enable Pre-connection

and add local subnet
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AWS cloud vWANO build acceleration tunnel with AWS
cloud vWANO by elastic IP

AWS AWS
File Server vWANO vWANO HTTP Server
172, 31. 1. 2564 172.31. 1. 254 172. 32. 1. 254 172.32. 1. 254
| 4
INTERNET

In this solution we can define one side is HQ and other side is branch

HQ : create a acceleration account, acceleration policy, local subnet, server route table add route
destination to branch next gateway to HQ VWANO

Branch: Use HTP(udp) transfer to build acceleration tunnel with HQ and enable Pre-connection

and add local subnet

AWS cloud vWANO build acceleration tunnel with AWS

cloud vWANO use private IP by peering connections

AWS AWS
File Server vIFANO i vIWANO HTTP Server
172.31. 1. 254 172,31, 1. 254 YRHREa 172,32, 1. 254 172, 32. 1. 254
INTERNET

1. Add peering connections
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Create VPC Peering Connection =

Name tag
Local VPC to peer | vpc-1adc277f (172.31.0.0/16) [=]

Select a VPC to peer with
Account

My account
@ Another account

VPCID | vpc-2cf18749 (172.33.0.0/16) | 33Cloud [=]

Cancel

Services v  Edit v wuyuan *  Oregon >  Support
VPC Dashboard = Create VPC Peering Connection Delete F- R - S - )
4
Filter by VPC:
Filter All VPC peering connections v Q ] x 1to 1 of 1 VPC Peering Connection
None [=]
. Name - D ~ Status ~ | Local VPC ~  Peered AccountID ~ Peered VPC =
Virtual Private
Cloud ‘ @ VPN pcx-d63effbf Active vpc-b97f09de (172.32.0. 01 A4T8070760629 vpc-1a4c277f (172.31.00
Your VPCs 3
Subnets
Route Tables
Internet Gateways

DHCP Options Sets =

Elastic IPs PECABIEMDF|VEN _N-R=
Endpoints. Summary Route Tables Tags |
[ 1D: pex-d63effof | VPN Peered Account ID: 478070760629
Peering Connecfions
Local VPC:  vpc-b87f08dc | cloud_HQ Peered VPC: vpc-1a4c277f |
2. Add route
N AWS v  Services v dit ~ wuyuan ~  Oregon >  Support~
VPC Dashboard *, . [EETCINER LR  Delete Route Table - & e
Filter by VPC: N
Q Sea bles and their 3 110 8 of 8 Route Tables
None [=] L
\ Cloud_HQ_Server rtb-38413e5d 1 Subnet No vpc-b87f09dc (172 .32.0.0/16) | clou
Cloud 33Cloud_WANO rtb-4e364b20 1 Subnet Yes vpc-2¢f18749 (172.33.0.0/16) | 33CI
E: 34 rtb-734a3316 1 Subnet Yes vpc-c9cabbac (172 34.0.0/16) | 624
Your VPCs E
34-server rtb-ab4a33cl 1 Subnet No vpc-c9cabbac (172.34.0 0/16) | 624
Subnets Cloud_HQ_WANQ 1tb-01493662 1 Subnet Yes vpe-b97i09dc (172.32.0.0/16) | clou... 3
Route Tables @ 31_wano Mtb-4d126028 1 Subnet Yes vpe-1a4c277F (172.31.0.016)
I _server rtb-0fb4c86a 1 Subnet No vpe-1a4¢277f (172.31.0.0/16)
Internet Gateways
33Cloud_Server tb-68324c0d 1 Subnet No wvpc-2cf18749 (172.33.0.0/16) | 33CI. =

DHCP Options Sets B

Elastic IPs.
Destination = Target Status  Propagated

Endpoinis
172.31.0.0/16  local Active  No

Peering Connections =
0.0.0.0/0 igw-adceTdce  Active Mo

Secu

172.32.0.0/16  pex-d63efof  Active Mo B




Services ~ Edit

wuyuan ~  Oregon ~

Support ~

VPC Dashboard * R SLCNEREEY | Delete Route Table - % o
]
Filter by VPC.
Q X 11to 8 of 8 Route Tables
None [+
B Name < Route TableID ~+ Explicitly Associai~ Main ~ VPC
tual P {
Clouc 32_server tb-38413e5d 1 Subnet No vpc-b87f09dc (172.32.0.0/16) | clou
e 33Cloud_WANO rtb-4e354b2b 1 Subnet Yes vpe-2¢18749 (172.33.0.0/16) | 33CI
Your VPCs 1
34 1tb-734a3316 1 Subnet Yes vpe-c9cabbac (172.34.0.0/16) | 824 |
Subnets 34-sener tb-a54a33¢0 1 Subnet No vpe-ccabbac (172.34.0.0/16) | 824 ‘
Route Tables | @ 32 WAND tb-0f49366a 1 Subnet Yes vpe-b87f09dc (172.32.0.0/16) | clou ‘
31_WANO Ttb-4d126028 1 Subnet Yes vpe-124¢277F (172.31.0.0/16)
Internet Gateways
31_server tb-0fbdc86a 1 Subnet No vpe-1a4c277F (172.31.0.0/16)
DHCP Options Sets T 4| il i ¢
Elastic IPs m
Destination | Target Status =~ Propagated
Endpoints
172.32.0.016 local Active No ‘
Peering Connections g
0.0.0.0/0 igw-1ef3777b  Actve  No ‘
Se [17231.0.016 pox-ddefiofl  Active  No | =

3. Use private IP, HTP (UDP) , enable pre-connection build acceleration tunnel.

Notes:

1 . Build acceleration tunnel with AWS vWANO must use HTP(UDP) transfer and enable
pre-connection

2. Must be careful network ACLS in AWS, must allow necessary traffic.

3. Must add route to other side next gateway to vVWANO in AWS

4. Allinstances must disable Source/Dest Check avoid instances drop packets in AWS.

5.
N
7
8.

VWANO in AWS only has single-arm mode, no VPN model.

Virtual switch in VMware enable promiscuous mode

VWANO in VMware only has single-arm and bridge mode, no VPN model
VWANO only support 64-bit VMware system
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