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Concept：

EC2: Virtual Servers in the Cloud
VPC: Isolated Cloud Resources

Scenarios：

1、vWANO and vWANO build acceleration tunnel in AWS Cloud
2、vWANO in AWS build acceleration tunnel with local WANO or vWANO in VMware or vWANO in
Hyper-V
3、vWANO in VMware or Hyper-V build acceleration tunnel with other side WANO or vWANO

Configuration：

vWANO in AWS

1、Create VPC
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2、Create subnets
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3、Create internet Gateway

attach to VPC
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4、Create route tables and bind subnet and add default route
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5、Create instance
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Choose type according to customer's requirement.

Configure Instance details
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Choose storage

Tag instance
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Configure Security Group

Instance has created, but run instance need a key pair, if this is the first time create instance, you
can create a new pair or you can use the key pair created before.

Run instance success
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6、view instance status, after initializing we can go on next step.

7、Allocate elastic IPs(this step just as DNAT, allocate a public IP and NAT to private IP)

associate address
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8、after associate address, we can use elastic IP visit WANO, but can't use admin/admin login.

9、Use puttygen.exe format key pair
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9、Use ppk key pair connect instance.
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login as admin, and then click enter
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we can use 'username admin password xxx' change admin password , and use this account login
webui

10、After vWANO created , we need to add route to other side subnet next gateway is vWANO.
We can find this vWANO instance ID is i-75d841b0

add route in server subnet route table
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11、disable change Source/Dest check

This is a security policy ,if enable this function, instance will drop packets after check
source/dest ip

vWANO in VMware

1、Add virtual switch
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modify switch properties，enable promiscuous mode
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2、【File】>【Deploy OVF Template】>【upload vWANO ova file】>【Set virtual machine name】>
【choose storage】>【choose network】>【finish】
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3、Edit network adapter location, adapter 1 is LAN interface , adapter 2 is DMZ interface, adapter
3 is WAN interface

4、power on vWANO，and open console
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5、DMZ interface will auto get IP from DHCP server, if get IP fail, we can set a static IP by choose 2

6、 Use https://192.200.19.166 admin/admin access into WEBUI
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7、Modify network ,choose bridge mode, and change work IP to 192.200.19.166, and DMZ IP to
other

8、Get test license for a month，All southeast Asian customer send contacts, phone number, email,
company name to vincent@sangfor.com（apply earlier）
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9、other acceleration configuration
such as local subnet / WAN optimization client and so on
Note: build acceleration tunnel with cloud vWANO must use HTP(UDP) and enable
Pre-Connection

10、Modify other virtual server network , change server adapter to vWANO LAN interface switch.

Configure vWANO

1、Use https://public IP access into vWANO webui
2、 Get license, All south east Asia customer send Contacts name/Phone number/Company
name/Email address to vincent@sangfor.com (early apply)
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3、Configure local subnet
In this Case server sbunet is 172.33.1.0/24 and not in WANO subnet, so need to add to

local subnet.
Branch PC in WANO subnet, so no need to add to local subnet.

4、Other acceleration configuration
Such as acceleration account ,acceleration policy and so on.

Server in AWS

1、Launch instance
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2、choose

3、Configure instance details
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4、Other configuration can keep default and run instance.
5、Allocate elastic IPS

6、Back to instance and connect to server, Use key pair to get administrator and then remote
desktop to server
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7、After get the password ,customer can deploy their server as normal.



SANGFOR

Actually test：

Local vWANO/WANO build acceleration tunnel with AWS

cloud vWANO by elastic IP

In this solution, Server deployed in AWS and AWS vWANO as HQ, branch vWANO deployed as
bridge mode.
HQ ：create a acceleration account, acceleration policy, local subnet, server route table add route
destination to branch next gateway to HQ vWANO
Branch: Use HTP(udp) transfer to build acceleration tunnel with HQ and enable Pre-connection
and add local subnet
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AWS cloud vWANO build acceleration tunnel with AWS

cloud vWANO by elastic IP

In this solution we can define one side is HQ and other side is branch
HQ ：create a acceleration account, acceleration policy, local subnet, server route table add route
destination to branch next gateway to HQ vWANO
Branch: Use HTP(udp) transfer to build acceleration tunnel with HQ and enable Pre-connection
and add local subnet

AWS cloud vWANO build acceleration tunnel with AWS

cloud vWANO use private IP by peering connections

1、Add peering connections
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2、Add route
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3、Use private IP，HTP（UDP）, enable pre-connection build acceleration tunnel.

Notes：

1 、 Build acceleration tunnel with AWS vWANO must use HTP(UDP) transfer and enable
pre-connection
2、Must be careful network ACLS in AWS, must allow necessary traffic.
3、Must add route to other side next gateway to vWANO in AWS
4、All instances must disable Source/Dest Check avoid instances drop packets in AWS.
5、vWANO in AWS only has single-arm mode, no VPN model.
6、Virtual switch in VMware enable promiscuous mode
7、vWANO in VMware only has single-arm and bridge mode, no VPN model
8、vWANO only support 64-bit VMware system
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