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WANO SSL Acceleration Guide

WANO SSL ACCELERATION GUIDE
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1.Information Confirm

1.1 Network Confirm

SSL server IP address, service port, encryption algorithm.

Whether client need install client certificate to authenticated by SSL server, like e-bank
system use USB-key.

1.2 How to confirm

Capture one normal connection packets and then analysis.

No. Time Source Destination Protocol Length Info
111 §.826037000 192.200.19.113 192.200.18. 58 TCP 60 https > 62879 [AcK] Seg=1 Ack=130 Win=15544 Len=0
112 8.826101000 192.200.19.113 192.200.19. 58 TLSVL 784 server Hello, certificate, server Hello Done

113 8.826936000 192.200.19.58 192.200.19.113
1|m 2 RT1204000 102 200 19 112 1a2 200 14 &R T S 111 Channe Cinher &ner  Encrwnted Halnri<haifp Massana
] i,

® Frame 113: 380 bytes on wire (3040 bits), 380 bytes captured (3040 bits) on interface 0

® Ethernet II, Src: LiteonTe e8:8c:29 (74:de:2b:eB8:8c:29), Dst: Vmware_ef:f8:dc (00:0c:29:ef:f8:dc)

@ Internet Protocol Version 4, Src: 192.200.19.58 (192.200.19.38), 9 00.19.113 (192.200.19.113)

=
@ Transmission control protocol, src Port: 62879 (62879), Dst Port:|https (443), seq: 130, Ack: 731, Len: 326
® secure sockets Layer

380 Client Key Exchange, Change Cipher Spec, Encrypted

2. Process

Server certificate: this certificate used to decrypt SSL, so it must contain private key.
CA certificate: this certificate used to authenticate client certificate, so it must exist with

client certificate. (If client not need install client certificate ,WANO don't need import CA
certificate)

Hitps Server

Certificate
Aeceleration Tunnel
“ https
Branch HE WAND
‘ « WAND
PC Https Server
PC send htfps- ~ Branch WANO 1. HQ WAND Send certificate key to HG WAND send https
request to https intercept hranch WANG request to https
Server request 2. branch WANO decrypt HTTPS to SErVer
http and then send to HQ WAND
Branch WANO send 1. HQ WAND decrypt HTTPS to hrtp HQ WANO intercept  Https server reply
https reply to PC 2. Byte eache and compression request

3. Send reply to branch WANOD
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3. Configuration

A. Export SSL certificate from SSL server.

IIS SSL
Certificate Expor

https://WANO_IP/html/wanacc/help/us_es/IIS_SSL_Certificate_Export_Guide.html|

Bandwidth Channels Virtual Lines

> Status
Virtual Lines | Import/Export | Bandwidth

b System

: 20 20 -
o Line 1: Description Outbound Inbound Mbps Add

b IPSec VPN

Save and Appk
» WAN Optimization B REN

~ Bandwidth Management|

» Objects

} Access Control

» Bandwidth Contral

¥ Troubleshooting

» Advanced

B. Import to SSL server side WANO.

Server Certificate CA Certificate

} Status

@  New ¥  Delete
} System
~ WAN Optimization Tips:

1. If Oracle ebs cannot be connected over HTTPS, select 35Lv2 and deselect others.
e 2. Generally, 55Lwv3 and TLSv1 are recommended. Do not change the settings unless absolutely necessary
» Application Proxy

b Byte Cache Destination IP: | 172.17.1.
¥ Video Optimization Destination Port: 443
et S5L Version: [ sswz S5Lv3 TLSv1
Status: [Vl Enabled
L Certificate
» Certificates (®) Import certificate that contains key
() Import certificate with separate key
» Advanced () Generate private key and self-signed certificate

Import Certificate That Contains K
* Bandwidth Management L i

Certificate File: Browse... [.pfx,.pi12)
* Maintenance
Certificate Password:  esssssssssss

» Wizard

oK Cancel

C. Import CA certificate to SSL server side WANO. (CA certificate provided by customer, If client
not need install client certificate , WANO don't need import CA certificate)

D. Enable speed up HTTPS.



Policy Group

+ Status
@ New b4
+ System
 WAN Optimization Name: = .
b mnleRron Ry Deseription: [efault palicy group for inbound connections  ~
rom remote WOC. Speed up all automatically.
¥ Byte Cache -

+ Video Optimization

» Server
[C]  Policy Name Application Dst. IP Group Action Move
» Client
1 [0 Speedup CIFS cifs AllTP Enable:CIFS Proxy,Byte Cache,G Up Down
¥ Certificates
2 [0 Speedup HTTP http All TP Enable:HTTP Proxy,Byte Cache,G Up Down
¥ Advanced
3 Speed up HTTPS https All 1P Enable:HTTP Proxy,SSL accelerati... Up Down
B ih Tiaregotont 4 [ Spesd up SMTP smtp AllTP Enable:SMTP Proxy,Byte Cache,G... U Down
% Data Reduction
Application || subnets Internal Host
« Search Criteria
0.01 25
ssL-vpn
0.01 A
o4
o 25 5 7.5 10 125 15 175 00:00 04:00 08:00 12:00 16:00 2000
ME

‘ @ AN Data @8 WAN Data = LAN Data — WAN Data

Rank Name LAN Data WAN Data Reduced ~  Reduction Ratio prill-Down
Total 16,402 KB 11,040 KB 5,362 KB 32.69% M
1 ssL 16,390 KB 11,030 KB 5,360 KB 32,70% [e— Internal Host External Subnet Internal Subnet
2 ssL-vpn 13 KB 10 KB 3KB 20.50%

Internal Host External Subnet Internal Subnet
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