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1.Information Confirm

1.1 Network Confirm
SSL server IP address, service port, encryption algorithm.
Whether client need install client certificate to authenticated by SSL server, like e-bank

system use USB-key.

1.2 How to confirm

Capture one normal connection packets and then analysis.

2. Process

Server certificate: this certificate used to decrypt SSL, so it must contain private key.
CA certificate: this certificate used to authenticate client certificate, so it must exist with

client certificate. (If client not need install client certificate ,WANO don't need import CA
certificate)
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3. Configuration

A. Export SSL certificate from SSL server.

IIS SSL 
Certificate Export Guide.docx

https://WANO_IP/html/wanacc/help/us_es/IIS_SSL_Certificate_Export_Guide.html

B. Import to SSL server side WANO.

C. Import CA certificate to SSL server side WANO. (CA certificate provided by customer, If client
not need install client certificate ,WANO don't need import CA certificate)

D. Enable speed up HTTPS.
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4. Effect
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