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WANO CIFS ACCELERATION GUIDE
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1.Information Confirm

1.1 Network Confirm

Topology map, server subnet, client subnet, whether server join domain, client version,
server version, transfer protocol, authentication type, whether sign.
If no domain environment, keep default configuration and enable CIFS proxy test.

1.2 How to confirm

How to confirm transfer protocol:
Client system below vista or server system below server 2008 all use SMB,
Client system above vista and server system above 2008 all use SMB2.

How to confirm authentication:
Capture normal user's packets and analysis.

Badee ERXPL AT EE QAR @#BDRE @

Fiter: | ntimssp — e [+] evpression.. clear Agply save

No. ip.id Time Source Src port Destination Dest port. Protocol dfset length Info
T ORUZIT (553) 0.128744000 192.200.200.180 61577 172.20.12.254 445 SMBZ  setr 220 sessionsetup Request, NTLMSSP_NEGOTIATE
10 0x4515 (17685)  0.131109000 172.20.12.254 445 192.200.200.180 61577 SMB2  Set 355 sessionsetup Response, ErFFor: STATUS_MORE_PROCE
11 Ox022a (554) 0.145083000 192.200.200.180 61577 172.20.12.254 445 SMB2  set 650 Se5510NSETUD REqUEST [~NTEMISP—RTH—twen: ZHOUC

0.156846000 192.200.200.180 172.20.12.254 220 SessionSetup Request  NTLMSSP_NEGOTIATE

20 0x4519 (17689) 0.158257000 172.20.12.254 445 192.200.200.180 61578 SMBZ  Set 355 SessionSetup Response, Error: STATUS MORE PROCE!
21 0x0230 (560) 0.158683000 192.200.200.180 61578 172.20.12.254 445 sMB2  Set 659 SessionSerup Request, NTLMSSP_AUTH, USer: ZHOUCI
29 0x0235 (565) 0.174410000 192.200.200.180 61579 172.20.12.254 445 SMBZ  Set 220 sessionsetup Request, NTLMSSP_NEGOTIATE
30 Ox451d (17693) 0.176780000 172.20.12.254 445 192.200.200.180 61579 SMBZ  Set 335 SessionSetup Response, Error: STATUS_MORE_PROCE:
31 0x0236 (566) 0.177663000 192.200.200.180 61579 172.20.12.254 445 SMB2  Set 650 SessionSetup Request, NTLMSSP_AUTH, User: ZHOUC!
@ NvnI e FETIN N ATRTASANA 147 300 300 180 KISRA 173 3N 17 IR4 A4S e car IIN Cacednancarun Daniaer  NTIMEED MEANTTATE

1 kerberos. cap Virezhark

Eile Rdit VYiewv Go Capture Asalyze Jtatiztics Telephony Jeols Help

Do BEEXTE Ae+r2aT i BE QAR

?llhrl kerberos l‘ Expression Clewr
¥o Tine Source Deztination Protoeol Infe
1 0.000000 200.200.40.199 200.200.40.145

2 0.055595 200.200.40.145 200.200.40.199
7 0.056882 200.200.40.199 200.200.40.145
11 0.061513 200.200.40.145 200.200.40.199

16 0.063480 200.200.40.199 200.200.40.145
17 0.064925 200.200.40.145

How to know whether CIFS enable sign:
Capture normal user's packets and analysis.
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21 0x0230 (560)

0.158683000 192.200.200.180

61578 172.20.12.254 443

SMB2  Set
22 0x451a (17690) 0.161840000 172.20.12.254 445  192.200.200.180 61578 SMBZ  Set
27 0x0234 (564 0.170281000 192.200.200.180 61579 172.20.12.254 445 SMBZ  Set

= sMB2 (Server Message Elock Protocol version 2)
5 SMB2 Header
SMB2

Header Length: 64
Credit charge: 1
channel Sequence: 0
Reserved: 0000
Command: Negotiateprotocol (0)
Credits requested: 31

® Flags: 0x00000000
chain offset: 0x00000000
command Sequence Number: 0
Process Id: 0000feff
Tree Id: 0x00000000

signature: 00 10000
IResponse 1n: 281

in: 2
@ Negotiateprotocol Request (0x00)

2. Analysis

If POC not in domain, we don't need to do delegation, just use TCP proxy or enable CIFS

proxy.

T meem mmeey mepmrey m e mn

659 Sessionsetup Request, NTLMSSP_AU
131 SessionSetup Response, Error: ST
162 NegotiateProtocol Reguest

ALL 0 is not enable sign

If POC in domain environment, we need to do more thing to confirm.

We can disable CIFS proxy, then WANO will use TCP proxy to accelerate, it doesn't need to do

delegation, but if it has no acceleration effect ,we must enable CIFS proxy and according the

following excel whether it need to do delegation.

Tl

CIFS proxy in
domain environmen

3. Configuration

To test accelerate CIFS, we'd better enable reset CIFS.

Peer WOC Prefetching
» Status i | ‘
» System Username: | |
~ WAN Optimization Password:
1P Address: |
» Application Proxy it
Listening Port: 5400
» Byte Cache
Transfer Protocol: HTP(UDP) ~|| @

Video Optimization
Set Parameters

» Server
-
» Client Description:
it Enable connection
+ Advanced Advanced

[[] network transparency

» Bandwidth Management [] Enable Pre-Connection

@

[ Reset CIFS

) |

* Maintenance Enable reverse acceleration

Rewverse User:| WOC
» Wizard

‘Enabha to reset CIFS connection. RST packets can be sent to
disconnect established CIFS connections which then are proxied and
optimized.
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3.1 Ordinary environment

1. Keep default configuration, not enable CIFS proxy, WANO will use TCP proxy to accelerate CIFS.

} Status

[] Enable CIFS proxy
} System Optimize traffic on ports 139

Session Cache Size:
~ WAN Optimization Ession Lache Size

Enable SMB Optimization

-

Application Proxy
Enable open/download/read optimization
Enable save/upload/write optimization
Enable directory optimization
Enable SMB signing

Auto-negotiation mode

-

Byte Cache

.

Video Optimization

b Server

(Default)
» Client Delegation mode
Mt Enable SMB2 Optimization
b Advanced

Enable open/download/read optimization
Enable SMB2 signing (Delegation mode)
» Bandwidth Management

Tips:
When signing is enabled, please make sure that

} Maintenance

¥ Wizard
Proxy: ¥ | Local IP: Pesr IP:
Local IP Peer IP LAN/WAN Dats Speed
1 172.17.5.3:49722 172.17.1.14:445 29.19ME/8.9MB 241.67KB/s

KB

Enable print optimization
Enable readahead for opening file {not recommended if bandwidth is low)
Enable File Cache

Enable readahead for opening file (not recommended if bandwidth is low)
Enable save/upload/write optimization (not recommended if bandwidth is low)

Windows Domain and Delegation have been configured.

Search/Refresh View the connection details

Reduction Ratio| Proxy Application Name Algorithm Sta... Operation

69.50% tcp NetworkNeighbors cache,gz 20... Details

2. Enable CIFS proxy, WANO will use CIFS proxy to acceleration CIFS.

} Status

Enable CIFS proxy

} System [] optimize traffic on ports 139

Session Cache Size: 6144

~ WAN Optimization

» Application Proxy Enable SMB Optimization

Enable open/download/read optimization
Enable save/upload/write optimization
Enable directory optimization

[] Enable SMB signing

Byte Cache

Video Optimization

Auto-negotiation mode

b Server
(Default)
» Client Delegation mode
b Certificates Enable SMB2 Optimization
* Advanced Enable open/download/read optimization
[] Enable SMB2 signing (Delegation mode)
Proxy: ¥ | Local IP: Peer IP:

Local 1P Peer [P LAN/WAN Data Speed Reduction

1 172.17.5.3:49751 172.17.1.14:445 24.59MB[10.22MB  277.19K.,. 58.42%

3.2 Domain environment

KB

Enable print optimization
[] Enable readahead for opening file (not recommended if bandwidth is low)
[] Enable File Cache

[] Enable readahead for opening file (not recommended if bandwidth is low)
[] Enable save/upload/write optimization (not recommended if bandwidth is low)

Search/Refresh View the connection details
Ratiq Proxy Application Name Algorithm Started Operation
cifs NetworkNeighbors  cache,gz 2015-06-19 ... Details

1. Just like ordinary environment disable CIFS proxy and enable CIFS proxy, if this two method

have no effect, we should to do more thing.

2. Capture packets of a normal PC copy data from CIFS server, analysis the transfer protocol/

authentication/whether sign.
A. CIFS server side WANO join domain.
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» Status
Deployment Local Subnet | Windows D VPN Interface VLAN NIC

~ System

Domain Name:

Configuration Manual

Domain Controller: | tsc.faelabtest.com

* Routing Username:  administrator Manual)

» Users Password: | sssssssssss

f <
Objects Confirm Password:

» Syslog & SNMP

Preferred DNS: 192.
+ CM Options
Status: In domain faelabtest.com

* Sangfor VPN NetBIOS Domain Name: FAELABTEST

B. Create a delegation user in domain

Mew Object - User F

J ; Create in:  sf.com/U sers
L»
First name: ivincent | riitials:
Last name: l
Full narne: ivincent

Llzer logon name:

Jvincenﬂ ] (@sf. com

Uszer logon name [pretwfindaws 2000):
ISF\ lvincent

| Mext » l Cancel

mmand Prompt

Microzoft Windows [Uerszion 6.1.76611]
Copyright (c» 20089 Microsoft Corporation. All rights reserved.

C:sUzers Administratorzetzpn —A httprdaserver vincent

Registering ServicePrincipalMamesz for CM=uvincent.CM=Uzerz DC=sf DC=com
httprdazerver

Updated ohject

C:lsersAdministrator>g

AR
Add Ser

MemberOf |  Disbin |  Emviorment | Sessions

Femate cantral Remate Desktop 5 Profi
coe ot | Sote e aps sho s Lo E To allow services to be delegated for & ussr or computer, select the sppropriste

" Personal Virtual Desktop | COM+ thibutes | users or computers, and then click the services
v General | Addhess | Assourt | Profie | Telephones | Defegation | Drganizaiion
: To select one of more user or computer names, ick

: i ; ; e ; Users o Compute
Delegation is a security-sensitive operation, which allows services to act on Users or Computers. / 49_]

behalf of another user.
T Service Namefj
SF

F Aallable services,
¢ " Donot st this user for delegation I -

Service Type |
sletter

appmgnt

C Trust this user for deleaation to any service (Ketberos onl

(% Trust this user for delegation to specified services only

" Use Kerberos only

% 1lse any authentication protocal

Exzmo
Exzmo SF
Exzmo SF

i Disi-12F342..  ex2010.st.com i
ZRE | r
i Select Al

Cancel

Services to which this account can present delegated credentials:

| Service Type | Useror Computer | Part | Sewice

[~ Erpanded dd. ;

oK Cancel Apply
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vincent Properties

Member OF I
Remote control

Perzonal Yirtual Desktop | COM-+ | LINE Attributes
General i Address | Account I Profile | Telephones  Delegation | Organization

Delegation is a secunty-sensitive operation, which allows services to act on

behalf of another user.

" Do not st this user for delegation
£~ Trust this user for delegation to any service [Ketberos anly)
" Trust thiz user for delegation to specified services anly

i Lsge Kerberos only

i Use any authes

Services to which

Dial-in I Enviranment | Seszions

| Remaote Deskiop Services Profile

ntication protocol

this account can present delegated credentials:

|| Service Type | User or Computer | Part | Service
cifs Exz0 5F

4 | i
[ Ewpanded

C. add delegation user to CIFS server side WANO.

Delegation Options

@  nNew ¥ Delete
[[1 | Demain Name Username Operation
1 | @ sf.com vingent Edit
1 =

How Delegation Server

is Added: (&) Manual O Auto

Make sure Time difference among the domain controller, Kerberos server and this device is within 30 seconds, or else delegation user may fail the authentication.

© Delegate the IP spe

cified below

(& Delegate other IP rather than the IP specified below

D. Enable CIFS proxy.

b Status

» System

+* WAN Optimization

Enable CIFS proxy
[] optimize traffic on ports 139

Session Cache Size: 6144 v KB

Enable SMB Optimization

¥ Application Proxy
Enable open/download/read optimization Enable print optimization
+ Byte Cache Enable save/upload/write optimization [] Enable readahead for opening file (not recommended if bandwidth is low)
[¥] Enable directory optimization [] Enable File Cache
¥ Video Optimization ] Enable SMB signing
(S Auto-negotiation mode
(Default)
v Client Delzgation mode === This two option we can according to the packets analysis result
b Certificates Enable SMB2 Optimization /
b Advanced Enable cpen/download/read optimization [1 Enable readahead for opening file (not recommended if bandwidth is low)

» Bandwidth Management

} Maintenance

(S

Enable SMB2 =igning (Delegation mode) ‘ [[] Enable save/upload/write optimization {not recommended if bandwidth is low)

Tips:
When signing is enabled, please make sure that Windows Domain and Delegation have been configured.
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4. Troubleshooting

A. The most important thing is environment confirm.
B. Capture one normal PC copy file from CIFS server and analysis packets.
C. If acceleration tunnel reconnect, we should close and clean CIFS session and wait for a while

test again.

net use * /del can clean PC session

C:slzerssAdministratorinet use * ~del
You have thesze remote connections:

“SISCLIENT ~C
“SISCLIENT ~D
“*ITSCLIENT ~E
““ISCLIENT~F
Continuing will cancel the connections.

Do vou want to continue this operation? (Y- H>» [H1: ¥
The command completed successfully.

C:xllzsersAdministrator?

we can also use tool to clean old session

£

Tepview. exe

s CPVmw-S}csinler WPV, Sy S €Ol
File Options Process View Help

Hx =@

Process Properties...

find destination port 445 and dose connetion End Process
Close Connection
Whois... Cirl+W
Copy Ctrl +C
D. Check debug logs
17:36... [gw 4756]pclcifs-smb2,please config delegation user, truly_authtype:4, src:172.17.5.3:49784, dst:172.17.1.9:445(session_...
17:36... [gw 4756]pclcifs-smb2,use local user or other domai|[gw 4756]pclcifs-smb2,please config delegation 1.17.5.3:49784, ...
user truly_authtype:4, s_rc:L}'?.z?.S.3:-$9?S4,
17:36... [gw 4756][pclcifs]smb2, delegation or kerberos bypa dsti172.17.1.9:445(session_cifs_base.cpp,6421) | 734, des:172.1...

E. Check health status, whether it has alarm.
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» WAN Optimization

Bandwidth Monitor

b PN

> CM Status

System

Sangfor VPN

1PSec VPN

WAN Optimization
Bandwidth Management

Firewall

Advanced Search | | (B

Source IP

192.200.19.88

152.200.19.68

152.200.19....

192.200.19.58

192.200.19.21

192.200.19.68

192.200.19.68

192.200.19....

152.200.19.53

Soure

65128

61637

137

137

33255

61655

52828

52293

Refresh

Destination 1P

192.200.19.200

192.200.19.101

192.200.19.200

192.200.19.200

8.8.8.8

192.200.19.101

192.200.19.101

192.200.19.115

106.120.151.62

Bandwidth Channel Virtual Line Protocol

(Out) Matching (In) Matching (Out) Linel... TCP

(Out) Matching (In) Matching  (Out) Linel ... UDP

[ Details

00:00:34

No(local or peer WOC service was

stopped when the connection was

or No
for the ip/pert or other Unknow

reasons)
LAN Data: 1 2KB | 1KB

WAN

e 12KB | 1KB

pe
n

olicy|

Bandwidth Channel:= indicates that the connection is in VPN tunnel. - indicates that there is no matching packet or BM is disabled.

App Category | Application Traffic Type
Pt i
P TR ik

Details
Details
Details
Details
Details
Details
Details
Details
Details

Details

il
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