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to as "Sangfor") and its affiliates reserve all intellectual property rights, including but
not limited to copyrights, trademarks, patents, and trade secrets, and related rights to
text, images, pictures, photographs, audio, videos, charts, colors, and layouts as
presented in or concerning this document and content therein. Without prior written
consent of Sangfor, this document and content therein must not be reproduced,
forwarded, adapted, modified or displayed or distributed by any other means for any

purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part,
may be not within your purchase scope or usage scope. The products, services or
features you purchase must be subject to the commercial contract and terms as
agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor
disclaims warranties of any kind, either express or implied, for the content of this

document.

Due to product version upgrades or other reasons, the content of this document will
be updated from time to time. Unless otherwise agreed, this document is used for
reference only, and all statements, information, and recommendations therein do not

constitute any express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-

us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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About This Document

This document describes the configuration guide for bridge mode deployment
of Sangfor Next Generation Application Firewall(NGAF).

Intended Audience

This document is intended for:

e System Administrator

e Network Administrator

Note Icons

Indicates an imminently hazardous situation which, if not avoided,
will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

|!!| NOTE Calls attention to important information, best practices, and tips.
NOTE addresses information not related to personal injury or
equipment damage.
Change Log

Sept. 07, 2022 This is the first release of this document.
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1 Introduction

NGAF deploy in bridge mode belongs to a Layer 2 network device. Therefore, it
can implement all the security functions of the firewall, such as Access control,
bandwidth management, DNS mapping, etc. (except for the functions of the

route interface).

2 Scenario

The firewall security feature needs to be implemented without changing the

current network environment of the customer.

LAN:192.168.1.254/24
eth2: access interface

mmm| NGAF device

ethl: access interface

Laver 3 Core Switch
192.168.1.1/24
192.168.2.1/24
192.168.3.1/24

192.168.2.0/24
192.168.3.0/24

STV
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3 Preparation

1. A designated network topology environment.

2.  An NGAF device.

4 Configuration

4.1 Interface/ Zone

1. Navigate to Network >Zone > Add, add LAN, WAN, and Management zone

as the figure below:

Add New Zone b4
MName: lan
Type: O Layer2 Layer 3 Virtual wire
Interfaces
Available (0) Selected (D) Clear
Search @] Search Q
Mo data available Mo data available
Save Cancel
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Edit Zone X

Name: wan
Type: O Layer2 Layer 3 Virtual wire
Interfaces

Available (0) Selected (1) Clear

Search Q) Search Q)
eth3 eth3
Save Cancel

LINoTE

Management is Layer 3 ZONE.

2. Navigate to Network > Interfaces > Physical Interface, select the interface

and configure the WAN interface as shown in the figure below:

Edit Physical Interface X

Basics
Name: ethi
Status: © Enabled Disahled
Description Optional
Zone: Wan v
Basic Attributes: WAN attribute

IPv4/IPVE

IP Assignment: O Access Trunk

Access 1
Save Cancel
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LLINOTE

The connection type is Access or Trunk. Generally, the Access interface belongs to VLAN 1

and can be modified or set to other VLANs. However, the two interfaces of the device must
be in the same VLAN. In Trunk mode, native 1-1000 does not need to modify. Users can set

the VLAN range to the VLAN number that needs to be penetrated by the device.

3. Navigate to Network > Interfaces > Physical Interface, select the interface

and configure as LAN interface as shown in the figure below:

Edit Physical Interface X

Basics
Mame: eth2
Status: © Enabled Disahled
Description: Optional
Zone Lan -
Basic Attributes: WAN attribute

IPv4/IPvE

IF Assignment: O Access Trunk

Access: 1

The connection type is Access or Trunk. Generally, the Access interface belongs to VLAN 1
and can be modified or set to other VLANs. However, the two interfaces of the device must
be in the same VLAN. In Trunk mode, native 1-1000 does not need to modify. Users can set

the VLAN range to the VLAN number that needs to be penetrated by the device.

4. Navigate to Network > Interfaces > VLAN interface > Add, add a VLAN

interface as shown in the figure below:
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Add VLAN Interface X
Basics
VLAN ID: veth. 1 @
Description: Optional
Zone: -
System Upgrade: Temporarily use this interface for system upgrade @
IPv4 IPvG Link State Detaction
IP Assignment O static DHCP
Static IP: 192.168.1.2/255 255.255.0 @
Nexi-Hop IP: 192.168.1.254

Management Service

Allows: WEBUI PING SNMP SSH

Save Cancel

NnoTE

Link State Detection is used to detect the quality of the link. The link detection method

includes ARP probe, DNS lookup, and PING. The user is recommended to use PING and fill in

the PING detection IP address.

4.2 Routing

1. Navigate to Network > Routes > Static Route > Add to add a default route

as shown in the figure below:
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Default Route:

Add Static Route

Add: O One Route Multiple Routes
Protocol: O Pvd IPv6
Basics
Status: © Enabled Disabled
Description: Optional
Details
Dist IP/Metmask: 0.0.0.0/0.0.0.0 o
Mext-Hop IP: 192.168.1.254 @
Interface: Auto - @
Advanced
Link State Detection (- Enable © Disable
Metric: 0
Save and Add Save Cancel
Return Route:
Add Static Route
Add: ©Q Cne Route Multiple Routes
Protocol: 0O Pv4 IPvE
Basics
Status: © Enabled Disabled
Description: Optional
Details
Dst IP/Netmask: 192.165.2.0/255.255.255.0 @
Next-Hop IP: 192.198.1.1 @
Interface: Auto * @
Advanced
Link State Detection (- Enable © Dizable
Metric: 0
Save and Add Save Cancel
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LNoTE

Destination IP is the intranet user network segment. Next-Hop IP is the device's gateway.

4.3 Access Control Policy

1. Navigate to Policies > Application Control > Policies > Add, add an Allow

All policy as shown in the figure below:

Add Application Control Policy

Basics

MName: Allow All

Status: © Enabled Disabled

Description: Optional

Policy Group: 1.Default Policy Group

Position: Above - 1. Allow test

Tags: Cptional

Source

Src Zone: wan,lan

Src Address: O Metwork Objects User/Group
All

Destination

Dst Zone: wan,lan

Dst Address: All

Services: any

Applications: All

Others

Action: O Allow Deny

Schedule: All week

Advanced: Setlings

Save and Copy

e Policy Group: Choose the default group.
e Source:
@ Src Zone: Select WAN and LAN zone.
@ Src Address: Select Network Object and ALL.

@ Port: All is selected by default.

Cancel
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o Destination:
€ Dst Zone: Select WAN and LAN zone.
@ Dst Address: Select ALL.
@ Service: Select Any.
€ Application: Select All.
e Others:

€ Action: Select Allow.
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