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Target

1)
2)
3)
4)
5)
6)

Network deployment.

Access Control.

IPS.

Server Security.

Bandwidth Management.

Scanners.

For login to NGAF, this is a Management port which default ip is 10.251.251.251/24, and we
cannot change this ip. Default username and password are ‘admin’.

1, Network Deployment

1)

Port Type: Route, Bridge, Virtual wire.

a. Route Mode: Port work as a route port, it can configure ip address.

b. Bridge Mode: Port work as a switch port, it means no ip required and it forward packages

by mac address.
c. Virtual Wire: 2 ports make a Virtual wire group. One port always transmits to the other

interface.

Navigation

} Status

s

Physi

~ Network

+ Enabl

Interfaces

Routing
Virtual wire

Advanced Options

» Security Databases

Optical Bypass Module

Edit Physical Interface x

[~]Enable

Name

» VPN

» Objects

» Users

2) Zone
3 types mode, Bridge mode, Route mode and virtual wire mode. Route mode port only can

Name:
Description

eth1

TYDE: ey
Added To Zone:

Basic Attributes:

*Ruute(layer 3) v

Route(layer 3)
Bridge(layer 2)
Virtual wire(layer 1)
Mirror

[ [l

@® Static

ODHCP (O PPPOE

Static IP:

Type here

join to Route mode Zone. Bridge mode only can join to Bridge mode, same to virtual wire.

J Physical Interface H Sub-Interface ” VLAN Interface H Aggregate Interface ” GRE Tunnel IH—Zone—H Link State Propagation L
el

Add Zone

Name:

4 Add X Delete | 45 Refresh

Zone

Forward Mode:

() Bridge(layer 2)
(® Route(layer 3)
() virtual wire(layer 1)

Interface

Available:

Selected:

Device b
WebUI
WebUI

etho
ethi
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1.1 Bridge Mode Deployment

Gateway Router
LAN IP: 192.168.0.1/24

NGAF Bridge Mode
VLAN IP: 192.

168.0.2/24

Core Switch
IP: 192.168.0.3/24

Server Group
START IP: 192.168.10.10
END IP: 192.168.10.100

1) Add Zone. WAN Zone and LAN Zone.

User Group
START IP: 192.168.20.10
END IP: 192.168.20.200

Navigation 8 | Interfaces
» Status Physical Interface U Sub-Interface H VLAN Interface H Aggregate Interface U GRE Tunnel Hanne 1
~ Network 4 Add X Delete | 48 Refresh

Interfaces [] Zone Name Forward Mode  Interfaces

Routing Add Zone

virtual wire Name: WAN

Advanced Options

Optical Bypass Module

» Security Databases

» VPN

Forward Mode:

(@ Bridge(layer 2)

() Route(layer 3)
() virtual wire(layer 1)

Interface

Available:

Selected:

2)

Configure interface. Eth1 to LAN port, eth2 to WAN port.

» Security Databases

» VPN

» Objects

» Users

» Firewall

* Access Control

»IPS

¥ Server Security

Physical Interface | Sub-Interface || VLAN Interface | Aggregate Interface | GRE Tunnel || Zo

* Status
- Hetwork + Enable @ Disable | 5% Refresh
Interfaces Name Edit Physical Interface x
Routing SO ) Enable
Virtual Wire ethl Name: =
Advanced Options eth2 Description: LAN port connect to Core switch
Optical Bypass Module etha Type: Bridge(layer 2)
Added To Zone: Select zone

Basic ALributes:

1PV4/IPVE

T TWAN attrbute

@Access () Trunk

Access: 1
VLAN Interface

Advanced

Settings
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[

Interfaces

| physical Interface | sub-Interface || VLAN Interface | Aggregate Interface | GRE Tunnel ||

» Security Databases

» VPN

» Objects

» Users

» Firewall

» Access Control

Added To Zone:

Basic Attributes:

LAN

\ N
WAN attribute =

» Status
~ Network + Enable @ Disable | £ Refresh
Interfaces Name Edit Physical Interface x
Routing €0 | [ Enable
Virtual Wire N et NEme] o)
Advanced Options \eﬂ'\2 DESerEinE WAN port conect to Gateway Router
Optical Bypass Module eths | [P Bridge(layer 2) -

[ vaseve |

@Access (D) Trunk

Access: 1
VLAN Interface

» IPS

» Server Security

Advanced

Configure link mi

ode, MTU and MAC address

Settings |

And create a vlan interface, set a ip address to this vlan interface which is used for NGAF

management.

avigati

Interfaces

Advanced Options

Optical Bypass Module

» Security Databases

» VPN

} Objects

» Users

» Firewall

3)

Description:

Added To Zone:

Basic Attributes:
IP Assignment:

Using for management

Management

Pingable
(®) Static

() DHCP

) Status Physical Interface ” Sub-Interface u—mn Interface | Aggregate Inte
[~ Network X Delete | g% Refresh

Interfaces € Zone

Routing

Virtual Wire

Static IP:

Next-Hop IP:

192.168.0.2/24

192.168.0.1

Route, in this case, we need add 3 static routes, default route and 2 return routes.

Navigation

Advanced Options

Optical Bypass Module

» Security Databases

» VPN

» Objects

b Users

» Firewall

Add Static Route

Destination:

Subnet Mask:

192.168.20.0 ®

255.255.255.0

Next-Hop IP: 192.168.0.3

Interface: Auto -
Metric: 0

Link State Detection: Disable ~|@®

» Status | static Route || Policy-Based Routing | multicast Route || oser || rie || mer |
SR Pva || 1Pve
Interfaces + Add > X Delete | (FBimport [P Export | £8 Refresh
[7] No. Destination Subnet Mask
. ] 1 o000 0.0.0.0 192.168.0.1
Virtual Wire
D 2 192.168.10.0 255.255.255.0 192.168.0.3

4) One more important thing, NGAF blocks all data forwarding by default, so we need add a

Access Control policy to allow some legal visit.
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1.2 Route Mode Deployment

ISP
Bandwidth: 30Mbps
IP: 200.200.200.1/24

NGAF Route Mode
WAN

200.200.200.2/24
LAN IP: 192.168.0.1/24

IP:

Core Switch
IP: 192.168.0.3/24

Server Group

START IP: 192.168.10.10
END IP: 192.168.10.100

User Group
START IP: 192.168.20.10
END IP: 192.168.20.200

1) Add Zone. WAN Zone and LAN Zone.

Physical Interface U Sub-Interface ” VLAN Interface U Aggregate Interface U GRE Tunnel ]_rlnne—” Link State Prof

WAN
T LAN

Bridge(layer 2) Name:

Bridge(layer 2) | Forward Mode:

~  Management Route(layer 3)

Interface

Available:

4 Add X Delete | £8 Refresh
[7] zone Name Forward Mode Add Zone X

WAN-L3
() Bridge(layer 2)

(@ Route(layer 3)

() virtual wire(layer 1)

Selected:

etho
eth3
wpntun

2)

[ add»

Configure interface. Eth1 to LAN port, eth2 to WAN port.

I—Physiral Interface—H Sub-Interface u VLAN Interface H Aggregate Interface U GRE Tunnel u Zone U Link ¢

BB Edit Physical Interface i

[_]WAN attribute

[ 1pva [ 1ews |

Name Enable IP Assignn
eth0 Static IPv4
Name: eth1
Description: Access
ethl P LAN port connect to Core switch access: 1
o Type: Route(layer 3) \ fccess
Added To Zone: LAN-L3 _ access: 1
el Basic Attributes: Pingable Static IPv4

(@) Static

() DHCP

() PPPOE

| Static IP:

192.168.0.2/24
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3)

4)

5) One more important thing, NGAF blocks all data forwarding by default, so we need add a

a1

Route, in this case, we need add 3 static routes, default route and 2 return routes.

~ Network

» Status J—thsitzl Interface Sub-Interface || VLAN Interface Aggregate Interface GRE Tunnel i
~ Network VA ZEEEN Edit Physical Interface
Interfaces Name Enable =
- etho
Routing Name: .
Virtual Wire ethl Description: WAN port conect to Gateway Router
Type:
Advanced Options eth2 o Route(layer 3) M
Added To Zone: Select zone v
Optical Bypass Module eth
Basic Attributes: Pingable
WAN attribute
» Security Databases | ] IPSec VPN outgoing line: Line 1 v
» VPN Pva || IPv6
» Objects
) @static  ()DHCP () PPPOE
» Users ~
ey I Static IP: 200.200.200.2/24 |
» Access Control
» IPS
| Next-Hop 1P: 200.200.200.1 |
» Server Security

IPv4 IPv6
Interfaces =+ Add = X Delete | [FImport [ Export | £ Refresh
Routing | nNo. | Destination Subnet Mask Next-Hop IP
[1 1 o000 0.0.0.0 200.200.200.1
Virtual Wire
| 2 192.168.10.0 255.255.255.0 192.168.0.3
Advanced Options
E 3 192.168.20.0 255.255.255.0 192.168.0.3
Optical Bypass Module Static Route X'
» Security Databases " 192.168.20.0
iSubnet Mask:
» VPN 255.255.255.0
Next-Hop IP: 192.168.0.3
» Objects
Interface: ethl v
A=) Metric: 0
» Firewall Link State Detection: Disable v |@
» Access Control
» IPS 0K H Cancel
Configure Source NAT.
g SANGFOR | o7
NAT
» Status IPv4 NAT—” IPVE NAT ” DNS Mapping l
» Network 5
dd So
» Security Databases Z2fheble g
» VPN L F
Name: SNAT
» Objects / -
Description:
» Users /
Move To: above entry No. ¥ 1
v Firewall / Source
NAT Zone: LAN-L3 L]
Connection Control Network Objects: Al [}
Anti-DoS/DDoS
Destination
ARP Spoofing Prevention
Zone/Interface: (®) Zone
Country Blocking WAN-L3 @
() Interface
» Access Control €tho v
» 1PS Network Objects: All [+
» Server Security
Protocol
Locanners Configure protecol and port Settings
» Bandwidth Management
» System Source Translation
» Maintenance s Egress interface ~

Access Control policy to allow some legal visit.
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2, Objects

In this case, we have 2 groups need created, one is server ip group, another one is user ip group.

Navigation S8l | Network Objects

» Status

» Network

» Security Databases

» VPN

- Objects

» IP Address Database

» Application Ident DB

» Intelligent Ident DB Edit [P Group
» Ident Rules
Appi Name:
» URL Database Users
» Services Description:
» Network Objects I user groug)
| @zimihls IP Version:
F (® IPv4 O IPVG
» File T Grou,
ype r IP Address: (i)
» Trusted CA 152.168.20.10-192.168.20.200

» Users

» Firewall

» Access Control

» IPS

» Server security
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3, Access Control

Path: Access Control-> Application Control

Navigation « Application Control Policy

4, IPS

» Status # Add X Delete | + Enable (@ Disable | 4 Move Up # Move Down T Move | (&Im
» Network D (210119 Add Application Control Policy X
» Security Databases -1 Enable
VAL Name: | Allow Al |
} Objects Group: Default group v
} Users Priority: above entry No.
» Firewall ETIEs
[+ A P Network Objects/Users: (8) Network Objects
- Al k)
Application Control () User/Group
Content Security Policy @
APT Detection 2o WAN,LAN,Management @
Port: @Al
Specified Port
» IPS Osp
» Server Security
} Scanners Destination
» Bandwidth Management Network Objects: All T
» System Zone: WAN,LAN,Management @
» Maintenance
) N N Service/Application
» Configuration Wizard
Service/Application: (@) Service
Predefined Service/any "I_:
Application
L~

IPS policy can protect server and endpoint. So we can add 2 policies, 1 for server, 1 for endpoint.

[“] Enable [ Enable

Name: IPS-Server | Name: IPS-Endpoint

Description: Description:

Source Source

Zone: ] Zone: LAN,Management o
Network Objects: All @ Network Objects: Users L=
Destination Destination

Zone: LAN ] Zone: WAN o
Network Objects: Server IP Group Q@ Network Objects: All L7 ]
Protection Protection
Saaizi- @eri-Tese Rl []Server Protection Selected: Cloud-based IPS rul...

[ |Endpoint Protection Selected: Application Vulnerab. Endpoint Protection Selected: Application Vulneral

nilie-aee SiEey Sallzgiziz PURICLP SEmiET ["] Brute-Force attack Selected: FTP,IMAP Standard

Malware Selected: Worm Vulnerability, ... i ) T
| Y Malware Selected: Worm Vulnerability,... (i)
Action Acti
on
Action: Allow
o Action: O Allow (® Deny (
IP Lockout: [ affiliated Source Lockou
IP Lockout: [ Affiliated Source Lockout
Logging: Log event _
Logging: Log event
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5, Server Security

Web Application Protection. Protect the web server from attacks which from WAN zone.

« Web App Protection
} Status Add Web Application Protection Rule i
» Network Enable P
» Security Databases
Name: WAF
(oLl Description:
» Objects Source
} Users Zone: WAN,Management L]
» Firewall Network Objects: All =
» Access Control
Destination
b IPS
Zone: LAN [
~ Server Security i =
Network Objects: Server IP Group k=]
Web App Protecti
£0 A0p Frotection Port: HTTP: 80; FTP: 21: MYSQL: 3306; TELNET: ..
Server Access Verification
Protection
» Scanners Attack Type: SQL Injection, XSS Attack,...
Others: Application Hiding
» Bandwidth Management Prmsand]
» System Privilege
3 Data Leak Protection
faenance HTTP Request Anomaly
» Configuration Wizard
Action
Action: () Allow (®) Deny (i)
1P Lockout: [ ] affiliated Source Lockout (i)
Logging: Log event Settings
Advanced OK ‘ | Cancel

6, Bandwidth Management

« All P2P applications’ traffic can’t more than 10% of total bandwidth.

* Create a Guaranteed channel for Mall service at least 50% of the total bandwidth, but per user
cannot more than 2 Mbps/s.

1) Define the total bandwidth. In this case, the bandwidth is 30 Mbps. Enable BM function.

» System % Advanced E" SANGFOR | L‘mu'_
» Proxy Linc ‘Navigation <« |IEnCd |
} Objects Lol I » System Enable Bandwidth Management Sys
VLSS ~=dit Line Bandwidth: Line1 » Proxy Line Bandwidth Edit Line Bandwidtt
» Access Mgt } Objects l Linel: Qutbound[ 30.0(Mbps) JInb
~ Bandwidth Mgt / Name: Linel } Users / idth Channel H Exclusion
Bandwidth Channel CUIECEUC 0 s = » Access Mgt VA EEE X &
Inbound: 30 Mbps ~ ~ Bandwidth Mgt / 7/ Name Object
I Bandwidth Channel [ p2p Limited AllLAILMz
‘  Commit "‘ |.“C;I_WC-E] "‘ Line Banduith [ Guarantee for low... All users
[l Guarantee for bas... All users

2) Create a parent channel for P2P limited. And select Applications to ‘P2P’ and user to ‘Users &
Manager’
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3)

¥ Enabled
L Name: P2P Limited —
Channel: /
— | Options Channel -
|— » Channel “ B
| . Target Linel v N
= | » Objects Line:
L 2
() Clene this channel to all other lines “&/ (1
Channel Tvpe"\i) (1
(1
() Guaranteed channel ('
Mbps ~ ('
Mbps ~
Mbps +
Mbps ~
v
(® Limited channel
Outbound Bandwidth:  Max |10 % |3 Mbps ~
Inbound Bandwidth: Max |10 % |3 Mbps ~
Priority: Low v
|# Restrain inbound P2P packet loss \'/
) Thf??@,‘q,(a" be exceeded if line is not busy
Settings
Options Objects
» Channel Objects
» Objects - I
: Application: () All applications
» specified
Application:P2P/All, P2P Stream Media/All
User: () All users
(® specified
User:Source IP:Manager, Users
LULdUIUTL AL
Endpoint Device:All
Schedule: | All Day v
Destination: | All v

Create a parent channel for Mail service.

Add Parent Channel

|#! Enabled
it ~
1 Name: Guaranteed MAILL O |
M channel:  /
it
—| | options Channel
HI
» Channel =
Target
é » Objects ng: Linel v |
Al () Clone this channel to all other lines (&)
Ist
Channel Type V)
IS¢
151 (® Guaranteed channel
- Outbound Bandwidth:  Min 50 % |15 Mbps ~
154 Max 80 % |24 Mbps ~
Inbound Bandwidth: Min 50 % |15 Mbps ~
Max 80 % |24 Mbps
Priority: High v
_) Limited channel
Mhns ~
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# Max Bandwidth Per User

Outbound: 2 Mbps -
Inbound: 2 Mbps -
Advanced

|| Take every WAN IP as a channel user so that it can share
bandwidth with LAN users equally and comply with Max Bandwidth
Per User (this is often selected for server providing external service)

I ¥ Enabled

7, Scanners

it
| Name: Guaranteed MAILL
" channel:  /
I
j Options Objects
i
U » Channel Objects
» Objects o .
2d Applicaticn: () All applications
\IIJ (®) Specified

Application:Mail/All

User: () All users

(@) Specified

| User:Source [P:Manager, Users |
Cocation:AT
Endpoint Device:All

Schedule: All Day v

Destination: | All v

RT Vulnerability Scanner

reatime vulnerabity scannr |

% Add X Delete |  Enable (@ Disable @ Scan Again | 45 Refresh | [@Ad

D‘ No. | Name

Add b4
Enable
Name: RealtimeVulnerabilityScanner
Description: Select server ip group X
server Zone: LAN,Management L)
Network Object: Server IP Group @
Save and Add OK Cancel
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