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Physical Interface

NGAF interfaces are correspond with the physical panel.
Eth0 is the management interface.

e
<., SANGFOR
-

Physical interface can define physical interface as route, bridge, Virtual Wire and mirror

Interface, the first three kinds of interface can configure as WAN attribute.

Network Physical Interfaces Subinterfaces VLAN Interfaces Aggregate Interfaces GRE Tunnels Link State Propagation
Interfaces C' Refresh
Name Interface Status ~ WAN Attribute Type Zone IP Assignment IP Address
..... eth0 No Layer 3 L3_manage Static IPv4/Static IPvE 10.251.251.251/24 172
eth1 | Yes Layer 3 WAN DHCP/Static IPvE 192.200.19.656/24
eth2 Yes Layer 3 LAN Static IPv4/Static IPv6 2.221/24172.16.100.1..
eth3 No Layer 3 Mone @ Static |Pv4/Static IPvE

A

IPSec VPN

Physical interface can’t delete or add, it depends on the model.
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Link Mode

Auto-negotiation failed

Full-duplex 1000Mbps

Auto-negotiation falled.

Auto-negotiation failed.

MTU

1500

1500

1500

1500

Link State Status Operation
Not detected v Edit
Not detected v Edit
Mot detected v Edit
Not detected v Edit

Your Future-Proof IT Enabler



it Phy Edit Phy EditPhysical Interface « @
Route Interface =™*™ " & SANGFOR

Basici Basics  DBasics
i ame;  Mame: MNarme: etht
Route interface: ' o o s
- Status:  Status: as hable isable
Must configure a IP address oo [
i Deserip Deseript  DBStipUOn: iona
for routing purpose. L w — v
fong: AN .

Zone; Zone;

Basich  BasicAf Basic Attributes: WANaﬂribute

Systern  Sstem Systern Unorade: | | Temporarily use this interface far system upgrade ()

Configure next hop IP , for link
state deteCtiOIl an d lt on’t P 1Py IPud [P Link State Detection Advanced
\%Y%

automatically create 0.0.0.0
default route, need to manually N | ko Aulbnegetaton )

WAC Address: 00:0C:29:3F:86:09 Festore Default MAC
Bandwidth of the interface, this N
. I t d th BM and - Link Bandwidth:  Qythoupd 1024 Mhps * nbound 1024 Mhps
IS not related wi u
for Link Load balance. kB Management Service

Cancel
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Edit Physical Interface X @
Route Interface " S SANGFOR

Type: Layer 3
Zone: AN -
If the interface set as a route BasicAtriowies: [ WN atiioute
mOde and the IPASSlgnment |S System Upgrade: Tempaorarily use this interface far system uparade (D)
the PPPOE, it needs to enable
the Op tion ‘Ob tain de faU,l t route, [Pvd |PvE Link State Detection Advanced
IP Assignment: Static DHCP
Advanced Options »
Status: @ Disconnected | View
Handshake Time (secs); 20 Username:
Timeout {(secs): a0
Passwiord:
Max Atternpts: 3

Others: Auto dial-up Connect

[ Add default route ]

Taken as preferred DME server
Link Bandwidth:  cuthound 1024 Mhps *  Iphound 1024 Mbps A

Cancel

Management Service
Allow WEBUI PING SNMP 55H

Cancel
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Route Interface Edit Physical Interface

Manage interface:

EthO is permanent manage
Interface and type will be route
interface, IP is
10.251.251.251/24. The Interface
type cannot be change. The
management IP can be change
after version 8.0.13 but cannot be
delete.

X @» SANGFOR

Basics

MNarme: ethd

Status: O Enabled Disahled

Description: Manage interface

Type: Layer 3 -
Zone; Select -
Bagic Attributes: WA attribiute

System Upgrade: Tempaorarily use this interface for system upgrade (D)

[P |PvE Link State Detection Advanced
IP Assignment; O static DHCF FFPoE
Static IP: 10.251.251.251124 o
Mext-Haop IP; ]
Link Bandwidth:  outhound 8 Mhps * nbound 8 Mhps

Cancel
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Bridge Interface

Bridge Interface:

Bridge interface like normal
switch port , doesn’t need a IP
address, not support routing.
It transfer data based on MAC
address

EditPhysical gt physical Interface

Basics

Marme:

Status:

Description:

| Type:

as WAN attribute.

Take note: If interface configure as bridge
with WAN attribute , reverse cable
connection will cause WAN Attribute not

\working.

/Some of the feature need configure interface\

/

SANGFOR TECHNOLOGIES

Zone;

Basic Attribute:

PydilPyE

[P Assil

B

Basics

Marme: ethd

Status: O Enabled Disabled
Description: Manage interface

Tine: Layer?

Zone: Select

Basic Atfributes: AN attribute

Pyd i Py Advanced

Link Mode: Auto-negotiation
ML 1500
MAC Address: 00:0C:29:3F BEFF

Restare Default MAC

& SANGFOR
-

Cancel
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Virtual Wire Interface =~ SANGFOR

Edit Physical Interface x
Virtual wire interface: Basice
Like a normal switch port , doesn’t need to - o
configure any IP address, doesn’t support status O Enabled ) Disabled
routing, data transmit also doesn’t refer to Descripton:  Manage ntetace
MAC address list, it will also transmit to [ s s -
the other interface. S W )
Virtual Wire interface transmission [ e J ]
performance is higher than bridge interface. o F—.
Network Virtual Wires
Interfaces © Add C' Refresh
@ Vitual Wires
e
e
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Mirror Interface

Mirror Interface:

The mirroring interface cannot be
configured with an IP address and
does not support data forwarding .
It is only used to receive mirrored
data from external mirrors.

Note: Mirror interface can be
configured more than one.

Choose according to the actual
business scenario of the site that needs
to receive data.

SANGFOR TECHNOLOGIES
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Edit Physical Interface
Basics
Name: eth4
Status: © Enabled Disabled
Description: Optional
Type: [ Mirror v ]
Zone: [ Mirror_A - ]

Traffic Statistics: Enable

Network Objects: [ Private Network Segment

Save Cancel
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Aggregate interface @- SANGFOR

Add Aggregate Intetrface - x
Aggregate Interface is a logical 'V'aX'mum4 J
interface, not a physical Basic Setings support to
interface, combined with multi rae sur| 14 jo
Ethernet interfaces. o o g
e ayer . hd
/ Four work mode: \ . - Don’t support |
Load balance --hash: packet transmission S T L mirror port .
depends on the hash value of source and A AN st
destlnat|on IP / MAC . Systermn Upgrade: Temporatily use this interface for system upgrade (0
Load balance --RR: packet transmit to each
interface evenly Select Member Interfaces
Standby mode - take the largest number eth- available (2) Selected (0 Clear
based interface transceiver package, the rest is . 5
prepared Interface
LACP --can support LACP protocol with the o

Qﬁlndard IEEE 802.3ad. / el

Noted: If the LACP mode of both ports of the
device is in passive mode, the aggregation
relationship cannot be established.

Cancel
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Sub-Interface

Add Subinterface

Basics

Sub interface:

& SANGFOR
=2
*

[Physical Interfaces:

eth2

Sub interface apply on when route

" Select which route interface

-

interface connect on VLAN TRUNK port, Lo

ethz] 2

Configure VLAN ID

Description:
Zone:

Systermn Uparade:

etk

Sub interface is logical interface and
can only add under route interface.

IP Assignment:

Ciptional
Select

Tempaorarily use this interface for system upgrade &0

Management Service

All oy

SANGFOR TECHNOLOGIES
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Link State Detection Advanced
O static DHCP PPPOE
Static IP: Ciptional
Mext-Hop IF: Cptional
WEBLI FING ShMP S5H

Cancel
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VLAN interface & SANGFOR

Add VLAN Interface

VLAN Interface: Basics

Create IP address for VLAN, thisis o vian ID | ®

logical interface. Desuipton:  Optenl

Fone: Select
Swyetern Upgrade: Ternpararily use this interface far systerm upgrade (D

IPwd IPvE Link State Detection Advanced

IP Assignment: O Static DHCF

Static [P: Optional i

Mext-Hop 1F: Cptional

Management Service

Allowy: WEBUI PING SHMP 55H

Cancel
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s> SANGFOR

Interface Precautions —

1. NGAF can support multiple WAN attribute interface.

2. Management interface does not support configure as bridge or virtual wire interface. If
customer wants to deploy as double bridge , then the device must have at least 5 physical

interface.

3. Aroute interface can add in multiple sub-interface, route interface IP address & sub-
interface IP address can’t conflict.

4. Only physical interface support IPv6.

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler

B



Zone @ SANGFOR

E‘T“tz""[‘*Bridge/mirror interface ] | Route interface [

Zone: e -
Use for defining & categorizing e (w2 ) (Oww:] [ vmawe )| virtual wire interface |
Interface, policy are based on the zone.
Interface
B ~vailable (2) Selected (1) Clear
You can add into the zone at the .- 3l | S
Interface page.
ethi ethi
Edit Physical Interface x wpritun
Basics eth1
oo o You can define
o L : multiple interface in
one zone, but one
T interface can only
s e Categorize in one zone.
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Static Route

&> SANGFOR
-

NGAF Static route need add in manually and can add in single or multiple policy in one time.

Add Static Route
Add Static Route

Add:
Network e ——— Add:
Static Routes Policy-Based )
Frotacal:
Fratocal:
Interfaces At Imp
No.  DstIP/Netmask Basics Static Routes:
Status:
&2 Rout
o' Roules Description:
Virtual Wires :
Details

DNS

Interface:

ARP

Link State Detection (i}
Advanced

Advanced

[Link State Detection (i

/ Save and Add

If enahled, status ofthe static route will be set to invalid and the route entry will be deleted from the
carresponding routing table when link on the selected interface fails (determined by either Ping ar DME

[ookup).
Itis recommended if this route is a floating static route.
Mote: Make sure link state detection is enabled for the selected interface.

SANGFOR TECHNOLOGIES
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x
One Route 0O wMultiple Routes
O IPws P ~
earch Q
Qne entry per row. Example: Operation
Dzt IPMMetmask Mext-Hop P Interface M etric
Type here i

D=t IPMMetmask:
DHCP Nest-Hop IP: /

Enable © Disable

Cancel

Multiple static routes is one entry per
row and please follow the instruction

and sample.
Your Future-Proof IT Enabler



Policy-Based Routing = SANGFOR

NGAF policy-based routing mainly for multi-WAN line, based on source/destination IP,
port, and application to route traffic.

PBR common scenario:

1. Source based routing: Base on source IP address and protocol to select interface
or next hop. Can achieve different network range of internal user access to
Internet via different WAN line.

2. Line load balance routing: Device have more than one WAN line, policy route
can base on bandwidth proportion, weighted minimum bandwidth to select
interface policy.

3. Application: Base on application to select WAN line.

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Policy-Based Routing

Source-Based Route:

=

» SANGFOR

Add Policy-Based Route x
Based on source IP address and protocol | |
Foute Type: © Source-based routs Link laad-balancing
to select interface or next hop IP address. ... 0 -
Basics
Network _ : _ Mame:
Static Routes Policy-Based Routes Multicast Routes —_— O Enabled Dicabled ®
e More~ Dazcription: Optional IPvd Pv6
No. Name Protocol Src Zone Mowe To: Top - Schedule Link State Stab
Schedule: Al e ek T
Data Packet
SreZone: Select M
Srefddress: Selact b
Cestination: O Hetwok Object I5F Countn@Region
Salact v
Sernices any M
Application: Select T
Others
= Cutbound Interface: O Interface Mext-Hop IP
It bases on IP address, and it }
will automatically select the el - &
corresponding interface Lin State Detection:  atings

Sawe and Copy

SANGFOR TECHNOLOGIES
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: : =
Policy-Based Routing == SANGFOR
Link load-balancing route:
spread traffic across multiple ]
links to get better link usage. o

Dezcription: Optional
Mowve To: Top v
Schedule: Al e e v
Data Packet
Sz Zone: Select v
SreAddress: Select v
Static Routes Policy-Based F Destination: © HNetwak Object ISP CountgRegian Il Routes Route Testing @

Select M Round Robin: Active links are selected in turns. I =6

i | rae = The likelihood that each link is selected is the Sl
Semices any v SdMme,
Bandwidth Ratio Round Robin: This method is
sirmilar to weighted Round Rahin, however,
Outbound Interfaces { weights are not specified numbers but dynamic
1 ratio calculated according to the bidirectional
O dd bandwidth on different wak linlks, It aims at
balancing the bandwidth usage on the available
e Next Hop O Link State(l  Dperation walM links based on new scheduled connection,
regardless of connection failure or realtimne
bandwidth on the WakM link,
| Weighted least traffic: This method is similar to
weighted Round Robin as well, howewver, weights
are not specified nurmbers but dynarmic ratio
No data available calculated according to the bidirectional bandwidth
on different WAk links. It aims at balancing the

bandwidth usage on the awvailable Wwan links based
Load Balansing ' an the new scheduled traffic.
| Prefer link at top: Prefer the link at the top of
| interface list, To elevate priority of a link, move it

Save and Copy m Cancel . up or to top.
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Policy-Based Routing Case Study

User scenario:
There are two ISP for internet. i\

eth2:

ISP B 10M ’
CT w._
a, _'

eth3: * 192.168.1.1/24 192.168.1.2/24

ethl:
ISP A 5M

. 2 12
User Requirement: 1721601

1. Internal user access to internet
banking website (TCP 443) need go
through ISP B.

2. Internal user access to internet
need to select internet line base on

bandwidth proportion left ‘ | A |
automatically. qL q{b

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Policy-Based Routing Case Study
Configuration:

1. Interface & Zone configuration:
* Interface that connect to internet which is Ethl and Eth2 need configure as WAN attribute
route interface, Next-Hop IP, line bandwidth and enable link state detection, add Eth1 and
Eth2 in the WAN zone.

* Define “LAN Zone” , configure eth3 to “LAN Zone”.
2. Policy Route configuration

« Add source-base route, source select “LAN Zone”, destination IP select all, destination
port: TCP 443, select interface eth2.

 Add aload balance route, source “LAN Zone”, destination IP select all, interface select
ethl and eth2, load balance method select “weighted round robin”.

3. Static Route configuration

« Add in a static route 0.0.0.0/0.0.0.0, next hop IP point to eth2.
(The purpose to add in static route is to prevent policy route failed , internal user still can
access internet via static route.)
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Policy-Based Routing Case Study = SANGFOR

1. Interface & Zone configuration

Edit Physical Interface X
Edit Physical Interface

Basics
Basics

Mamea: ethd
Mame: ethi

Status: © Enabled Disabled
Status: © Enatled Dizabled

Diescription: Optional
Dezcrption: Optional

Type: Layer 3 -
Type: Layer 3

Zone: Select T
Zone: AN

Basic Atributes: WrAH attribute
Basic Atributes: WA attribute

Systemn Upgrade: Tempararly use this interface for system upgrade G
Systern Upgrade: Temporarily use this inter
1Pwd PG Link State Detection Advanced
IPud IPwE Link State Dietecti _—
Status: Enabled © Dizabled
Status: © Enabled
ARP probe (31
ARP probe <51
DONS lookup (3
DOHE lookup 3
Ping <3
Fing @

Destination |P 1: EE R

Destination |P 1:

Destination 1P 2: ER-EX)

Destination P 2:

Interval (zecs): I
Interval (secs) I

M Attempts: 3
g fttempts: 3

Link Bandwidth: (uthound 1000 hbps *  Inbound 1000 hbps -
Link Bandwidth:  Quthoond 1024

Management Service
Management Service

Al WEBLI PING SHhP 55H
Alow: WNER LI FING

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Policy-Based Routing Case Study

2.1 Add Source-based route

Add Policy-Based Route x
Foute Type: © Source-based route Link lead-balancing
Pratacol: O 1Pve |Put
Network
- - HAuailable (7201 2dd - Al - Selected (1
Static Routes Policy-Based Routes Basics alable (72) tected (1)
Mame: any (Al protocals) amy
o Add
Status: © Enabled Dizablzd ping (ICMP type &, code 0)
MNo. Name Protocol
Dezcription: Optianal
ftp (TCP21Y
b To: Top
ssh (TCP:22)
Schedule: Al week
telnet (TCP:23)
Data Packet
[ Sre Zone: Select smitp (TCP:24)
S Address: Select
Diestination: © Hetwork Object ISP G e megon
Select -
[ Services: any -
Ppplication: Select s
Others
Outbound Interface: © Interface Mext-Hop [P
Select - @
Link State Detaction: Settings

Save and Copy

SANGFOR TECHNOLOGIES

B

m Cance'

& SANGFOR

Clear 9
IPv4 IPVE

Schedule Link State Stati
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Policy-Based Routing Case Study

2.2 Add Link load-balancing route

Add Policy-Based Route
Route Type: Source-based route o Link load-balanzing
Pratacol: O IPvd
Basics
Network Static Routes Hame:
Status: © Enabled Disabled
Description: Opticnal
No. Mowe To: Top -
Schedule: Al week -
Data Packet
[ Src Sone: Selact - ]
Sre Address: Salect M
Dlestination: © Hetwork Object ISP Courtry/Region
Select -
Services: any T
Application: Select -
Outbound Interfaces
O add
Interface Next-Hop <3 Link Statedd Operation
athld - iowe Up fwbowe Down Delate
eth1 - MHarmal hiowe Up Tuborwe Do Delete
Sawe and Copy Cancel

SANGFOR TECHNOLOGIES
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ethi

SANGFOR

Add Policy-Based Route x
Status: © Enabled Disabled
Descrption: Opticnal
e T Top -
Schedule: Al meak -
Data Packet
Sre: Zone: Select -
Sre Address: Select T
Destingtion: © Hetwork Object ISP Country fRegion
Select -
Services: any T
Ppplication: Salect -
Outbound Interfaces
O Add
Interface Mext-Hop (51 Link State s Operation
ethl fwbore Up fbowe Do Dlelete

und robin

Bandwidth ratio round rabin
Wieighted least traffic

Prefer link at top

[ Load Balancing hiethod: Raound rabin

=)

Save and Copy

Cancel
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Policy-Based Routing Case Study

3. Add Static route

Add Static Route

FAdd:

Network

Static Routes Policy-Based Routes Protocal:

Add Import E
abimeot P g e

No. Dst IP/Netmask Ne
Status:

De=cription:

Details
Virtual Wires Dst IPfNetmask:
Mext-Hop [P:

DNS
Interface:

Advanced

Link: State Detection <5

hetric:

Sawe and Add

SANGFOR TECHNOLOGIES
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@ SANGFOR
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*
© One Route hdttiple Routes
O 1Pv4 1P ute Testing @
m 1PV Search Q
O Enabied st validity Status Operation
able isable
Optional
@
@
At - iE
Enabls © Dizable
i}

Your Future-Proof IT Enabler



Display All routes

Display all routes.

Static Routes

MO.

 Refresh

Type

Direct route

Direct route

Direct route

Direct route

Direct route

SANGFOR TECHNOLOGIES
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Policy-Based Routes

Multicast Routes

Destination

172.16.200.0

1.1.1.0

1.1.1.0

192.200.19.0

10.251.251.0

OSPF RIP

Netmask/Prefix

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

BGP

Next-Hop 1P

0.0.0.0

0.0.00

0.0.00

0.0.00

0.0.00

All Routes

Route Testing

@ SANGFOR
-

1Pv4 | Pvf/ Al " \ ame

55LWPHN Tunnels
SangforfIPSec WPHM Tun...
Direct Routes

Static Routes

EBGP

OsPF

RIP

\ IBGP

Ir\.
o

Your Future-Proof IT Enabler



Route Testing S SANGFOR

Route Testing contains SSL VPN Route/IPSEC VPN Route/Static Route/Policy-based
Route/Dynamic Route.

Static Routes Policy-Based Routes Multicast Routes OSPF RIP BGP All Routes Route Testing @
Options
Pratocol: TCP ThlS f|e|'d |S
| | required |

Src IP: Optional Fe-Foirt Optional
Dst IP: [192.200.19.188 ] Dst Port: Optional

Test Results

Priarity Type Destination Netmask/Prefix Next-Hop IP Interface
[ 0 Direct route 192.200.19.0 255.255.255.0 0.0.00 eth1 ]

There are all matched routes,
display by priority.
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Route Precautions &> SANGFOR

1. Route priority from high to low: VPN route > static route > policy-based route > default route.

2. NGAF 6.8 version above added the new Passive VPN Tunnel function. After enable the
function, the routing priority will change to: static route / dynamic route > policy route > VPN
route > default route.

3. Source-based route can be used to forward data from the device's non-WAN attribute interfaces
by directly filling in the next hop of the route.

4. Link load-balancing route interface must enable the link state detection function to achieve
automatic line failure switching

5. Policy route is read from top to bottom.

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Network Address Translation S& SANGFOR

NAT:

Network Address Translation (NAT) is a service that modifies address, port, or both types of
Information within network packets as they pass through a computer or network device.

Depends on different scenarios, NAT can be divided as three types:
» Source network address translation

» Destination network address translation

« Bidirectional network address translation

 NAT64 or NAT46

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Network Address Translation & SANGFOR

N—
Source NAT:
Source NAT is when private IP address access to public IP address (internet), translate the private IP
address to public IP address. We can have more than one private IP address translate to one public IP
address.

Typical applicable scenario:
Device deploy as route mode and as a gateway to allow internal user access internet.

Destination NAT:
Destination NAT changes the destination address of packets passing through the route or firewall.

Typical applicable scenario:

DNAT is typically used when an external (public) host needs to initiate a session with an internal
(private) host.

Bidirectional NAT:
Bidirectional NAT is indicate in one NAT rules translate source and destination address.

Typical applicable scenario:

Internal user want to access internal server via Public IP address.
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Network Address Translation @. SANGFOR

NAT64:
NAT64 is an IPv6 translation mechanism that facilitates communication between IPv6 and IPv4 hosts

by using the form of Network Address Translation (NAT).

Typical applicable scenario:
The Intranet has an IPv4 server that now needs to be released to IPv6 addresses for access.

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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SNAT Case Study &5 SANGFOR

INTERNET
NGAF deploy as a internet gateway and connect a layer 3

switch. Internal network have PC and server.
Ethl: 2.2.2.2

Requirement:
Internal PC and server need access internet by NGAF.

Solution: Configure SNAT on NGAF.

Lan: 192.168.0.0/16

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Source NAT Case Study

Step 1.1: Define interface, zone, route(omitted) and IP Group.

Edit Physical Interface

Basics

Name: eth

Status: O Enabled Disabled
Cescription: Optional

Type: Layer3

Zane: AN

Basic Attributes: AN attribute

Syatem Upgrade: Temporarily uze this interface for system upgrade (0

1P [[3=1 Link State Detection Advanced
IP Azzignment: O static CHCP FPPaE
Static P 222224 m
Next-Hop IF: 2221 m
Link Bandwidth: guthaund 1024 hbp= " nbound 1024 hibipz -

Management Service

Al o WEBUI FING

SHMP SEH

m Cance'

SANGFOR TECHNOLOGIES
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Edit Physical Interface

& SANGFOR
p—

X
Basics
Hame: ath3
Status: © Enabled Disabled
Crazcription: Optional
Type: Layear3 -
Zone: LAaM T
BasicAttributes: AN attribute
System Upgrade: Temporarily uze this interface for system upgrade (11
1P P Link State Detection Adwvanced
IF A=signment: O Static CHCP FPPaE
Static IF: 192,168 .0.1/24| m
Mext-Hap IF: m
Link Bandwidth: guhound 1000 tMbps ™ Inbeund 1000 Mbps v

Management Service

Allow; WEBUI

PING SHMP SSH

m Cance'
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Source NAT Case Study

Step 1.2: Define interface, zone, route(omitted) and IP Group.

Network

Zones

Interfaces © Add ( Refresh

Name
Zones LZ_uust_p

L2 untrust_A
L2_untrust_B
L3_manage

L3 _trust_A

L3 trust B
L3_trust_C
L3_untrust_A
L3_untrust_B
L3_untrust C
Virtual_trust_A
Virtual_trust B
Virtual_untrust_A

Virtual_untrust_B
[ LAN ]

SANGFOR TECHNOLOGIES

Type
Laye! £

Layer 2

Layer 2

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Virtual wire

Virtual wire

Wirtual wire

Virtual wire

Layer 3

Layer 3

B

Interfaces

eth0

eth1

In Use

NONE

None

None

In use

MNone

None

None

MNone

None

None

None

MNone

MNone

None

In use

In use

e
., SANGFOR
-

Operation

Eul
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Source NAT Case Study & SANGFOR

Step 1.3: Define interface, zone, route(omitted) and IP Group.

Add Address x
Objects
! Central Management | The configuration pushed down fro
Type: © P Address Busineszz Asset Address User [P Address
@ Network Objects Network Objects Server Discovery
Basics -
© Add- ad Import b Exp - Criticality - Search Q
Mame: L&MW IP Range _
Address z = In Use Operation
Crascription: Optional
Address Group In use
Address Group: Optianal A
2 ES Manager In use Edit
IP Address
3 Private Network Segment In use Edit
Frotocol: [« I IP
IF Address: 192.168.0 00524 m
4 Private Network Segment_site_ Mone Edit Delete
5 LAN None Edit  Delete E'

DHS Lookup

Save and Add Cancel

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Source NAT Case Study

Step 2: Configure Source NAT.

Path: Policy > NAT

SANGFOR TECHNOLOGIES

Add NAT Policy

i LAMN Zone i — i Fublic Zone i
i i Dutbound Interface i r i
i ] Intarnal Host i Outbaund Interface i e Fublic Host i
o - M ) | [ . :
1 | 1 |
oo ——————————————o————————-- J NEAF Deviee oo —e————————————————————————- J
-3
Type: © Source HAT Destination NAT Bidirectional HAT
Basics
Mame:
Status: © Enabled Disabled
Crescription: Optional
fowe To: Top r M
Schedule: Al ek T
Original Data Packet Translated Data Packet
( )\
Sz Zone: Select T [Tlanslate S|P To: Outbound Interface - ]
L SreAddress: Select T ) Translate DstIF To:  Untranslated
/Dst Zoneflnterface: O Zones Interface \ Translate Dst Port Te: Untranslated
Select h
Dzt Address: Select b

\Senrices: any

Sawe and Copy

B 000

m Cance'

SANGFOR
—
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Destination NAT Case Study & SANGFOR

INTERNET . ]
Requirement: NGAF deploy as internet gateway. Internal
have a web server. Customer want to release web server
Ethl: 2.2.2.2 to internet and external user can access web server by

http://2.2.2.2.

Solution: Configure DNAT on NGAF.

Server: 192.168.1.3

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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http://2.2.2.2/

Destination NAT Case Study & SANGFOR

Step 1. Define interface, zone and route (omitted).

Edit Physical Interface X Edit Physical Interface X
Basics Basics
Name: eth Hame: ath3
Status: O Enabled Disabled Status: o Enabled Disabled
Cescription: Optional Drescription: Optional
Type: Layer3 b Type: Layer3 v
Zane: AN hd Zone: LaM hd
Baszic Attributes: MAH attribute BasicAttributes: AN attribute
System Upgrade: Temporarnily use thiz interface for system upgrade 1 System Upgrade: Temporarily use this interface for system upgrade @

1Pt 1P Link State Detection Advanced 1Pt 1Py Link State Detaction Adwanced
IF Azzignment: O static DHCF FFPoE IP Azzignment: © Static DHCP FRPoE
Satic IF: 222224 o Static IF: 192 168.0.1/24)| o
Mest-Hap IF: 2221 m Nest-Hop IF: o
Link Bandwidth: Qutpound 1024 Mbps * nbound 1024 Mbps - Link Bandwidth: Cuihound 1000 tbps * Inbeund 1000 Mbps v

Management Service Management Service

Allow: WYEBUI FING SNMF SSH Allaw; WEBLI PING SNMP S5H

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Destination NAT Case Study

Step 1.2: Define interface, zone and route (omitted).

Path: Network > Interface

Network
Zones
Interfaces © Add ' Refresh
Name
Zones LZ_uus b

L2 untrust_A
Routes - -

L2_untrust_B

Virtual
L3_manage

i L3_trust_A

DHCP L3 trust B

L3_trust_C

ARP

L3_untrust_A
Advanced .
L3_untrust_B
SSLVPN L3 untrust C
Virtual_trust_A
Virtual_trust B

Virtual_untrust_A

Virtual_untrust_B

oles WAN
Logi ons [ LAN ]

SANGFOR TECHNOLOGIES

Type
Laye! £

Layer 2

Layer 2

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Virtual wire

Virtual wire

Wirtual wire

Virtual wire

Layer 3

Layer 3

B

Interfaces

eth0

eth1

In Use

NONE

None

None

In use

MNone

None

None

MNone

None

None

None

MNone

MNone

None

In use

In use

S—
&, SANGFOR
-

Operation

=]
Edit
Edit

Edit

Your Future-Proof IT Enabler



Network Address Translation

Step 2: Configure Destination NAT.
Path: Policy > NAT

Add NAT Policy

............................................

FPocess Intemal Server

Inbound Interface

e

e

&= SANGFOR

A=

A, | g intemal Seners

NEAF Device

[ © Destination NAT ]

Dizabled

Translated Data Packet

Bidiractional MAT

i Fublic Zone
E EPuinc Host
Type: Source MAT
Basics
Hame:
Status: © Enabled
Lescription: Optional
b e Ta: Top
Schedule: Allweek
Original Data Packet

/Scmone: Select
SrcAddress: Select
Destination: O 1P Address

Specified IP

Qenrices: Select

V\/ Translate Src [P To:  Untranslated

Metwof Objects P

Al © AddACL policy automatically

Sawve and Copy

SANGFOR TECHNOLOGIES

B 000

\ Translate Port To:

Translate Dt IF To: IF Address

IF Address: Specified IP

Uzually internal senver part

Audd ACL policy manually

Cancel
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Bidirectional NAT Case Study & SANGFOR

INTERNET

Requirement: NGFW deploy as internet gateway ,
Ethl: 2.2.2.2 internal have web server and customer had apply a
domain name www.test.com and point to 2.2.2.2.
Customer wants internal user to access web server via
wWww.test.com.

Solution: Configure BNAT on NGAF.

User: 192.168.2.X/24 Server: 192.168.1.3

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler

B 000



Bidirectional NAT Case Study & SANGFOR

Step 1.1: Define interface, zone, route(omitted) and IP Group.

Edit Physical Interface X Edit Physical Interface X
Basics Basics
Name: eth Hame: ath3
Status: O Enabled Disabled Status: o Enabled Disabled
Cescription: Optianal Crescription: Optional
Type: Layer 3 b Type: Layer3 v
Zone: AN hd Zone: LaM hd
Basic Attributes: AN attribute BasicAttributes: AN attribute
Syatem Upgrade: Temporanily use this interface for system upgrade (1) System Upgrade: Temporarily use this interface for system upgrade (0

1P IFvE Link State Detaction Advanced 1Pt 1P Link State Detection Advanced
IP Azzignment: O static CHCP FPPaE IF Azsignment: O static DHCP PPPoE
Static IF: 2.2.2.2/24 o Static IF: 1021680124 m
Mext-Hop IP: 22241 m Mext-Hop IF: m
Link Bandwidth: gutbaund 1024 Mbps * Inbound 1024 Mbps - Link Bandwidth: Cuhound 1000 Mbps ™ nbound 1000 Mbps v
Management Service Management Service
Ao WEBLI FING SHMF SEH Allav; WEBLI PING SHMF SSH

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Bidirectional NAT Case Study

Step 1.2: Define interface, zone, route(omitted) and IP Group.

Network
Zones
© Add

Name

LZ_Uusl_B

L2 untrust A

L2_untrust_B
Virt

L3_manage
DiE L3 trust A
DHCP L3 trust B

L3 _trust_C
ARP

L3_untrust_A
Advanced L3 untrust B
SSLVPN L3 untrust C

Virtual_trust_A

Virtual_trust B

Virtual_untrust_A

Virtual_untrust_B

[ LAN

SANGFOR TECHNOLOGIES

C Refresh

Type
Laye! £

Layer 2

Layer 2

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Layer 3

Virtual wire

Virtual wire

Wirtual wire

Virtual wire

Layer 3

Layer 3

B

Interfaces

eth0

eth1

In Use

NONE

None

None

In use

MNone

None

None

MNone

None

None

None

MNone

MNone

None

In use

In use

e
., SANGFOR
-

Operation

Eul
Edit
Edit
Edit

Edit
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Bidirectional NAT Case Study & SANGFOR

Step 1.3: Define interface, zone, route(omitted) and IP Group.

Add Address x
Objects
! Central Management | The configuration pushed down fro
Type: © P Address Busineszz Asset Address User [P Address
@ Network Objects Network Objects Server Discovery
Basics -
© Add- ad Import b Exp - Criticality - Search Q
Mame: L&MW IP Range _
Address z = In Use Operation
Crascription: Optional
Address Group In use
Address Group: Optianal A
2 ES Manager In use Edit
IP Address
Content Identification Dat 3 Private Network Segment o In use Edit
Frotocol: 1Pt 1P
IP Location Database
IF Address: 192.168.0 00524 m
4 Private Network Segment_site_ Mone Edit Delete
5 LAN None Edit  Delete E'

DHS Lookup

Save and Add Cancel

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Bidirectional NAT Case Study == SANGFOR

Step 2: Configure Bidirectional NAT.
Path: Policy > NAT

Add NAT Policy x
: | Aocess Intemal Server :
VAN Zone & LAN Zone | — | Sener Zone
i T i Inbound Interface Outbound Interface i i
! | Fublic Host & Internal Host ! - = Dutbound Irterface | & Intarnal Senvers !
i B i —_. ) i - i
[ ; NGAF Device : .
R
Type: Source NAT Destination NAT [ O Bidirectional HAT ]
Basics
Mame:
Status: © Enabled Disabled
Crescription: Optional
howve To: Top + 0
Sehedule: Al ek M
RET Translated Data Packet
S Zone: Select v Tranzlate Src 1P To: COutbound Interface T
Sre Address: Select T Translate Dst IF To: IP Address v
Crestination: O IF Address Metwof Objects IF Address: Specified IP
Translate Port To: Usually intermal senwer port
Spesified IP m
ETECT ¥
Al © AddACL policy automatically Add ACL policy manually
Save and Copy m Cancel

SANGFOR TECHNOLOGIES

B 000
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NAT64 Case Study & SANGFOR

INTERNET

Requirement: LAN has an IPv4 server that now needs to
be released to IPv6 addresses for access. IPv6
functionality involving NGAF is NAT's 6to4. At the
same time, corresponding application layer protection
should be done.

Eth3: 2003::1/64

Solution: Configure DNAT 6 to 4.

User: IPv6: 2003::2/64 Server: 192.168.1.10/24

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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NAT64 Case Study @ SANGFOR

Step 4.1: Enable IPv6 and 1Pv4 support. IPv6 function is turned off by default. Please check
“enable IPV4 and IPv6 support” in [System] - [General Settings] - [Network ].
Turning on this function will restart the device.

System |
Web UI Network SMTP Server System Time Hosts Licensing Privacy Options
@ General Settings Central Management | The page can be configured

Send a TCP reset message in mirror mode to deny a request
Enable Bases4 decoding @

Check Base6d error @

SNMP

[ Enable IPv4 and IPv6 support @ ]

Administrator Enable high performance fo [ If this is not selected, only IPv4 is supported. Device restart is required for the change to take effect. ]

Respond to MAC address change of Network Neighborhood @
Visible to Linux with traceroute command @
Enable network load balancing on network adapter @

ment Platform Enable inbound DoS protection ©

Enable 4-tuple based layer 7 packet scheduling (@
Enable application control based on domain name @

Enable body identification @

Allow associating policy-based routes with applications @

Allow modifying interface count in HAmode @

)

Disable TCP connection reuse (@

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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NAT64 Case Study

Step 4.2: Define interface and zone.

Edit Physical Interface

Basics

Mame: ethi

Status: © Enabled Disabled

Drezeription: Optional

Type: Layer3 "
[ Zone: A ] v

Bazic Attributes: AN attribute

Systemn Upgrade: Temporarily uze thiz interface for system upgrade (1)

IPwd Link State Detaction Adwanced
IP Azzignment: 0O static CHCP
[StaticIP: 20032::1/54 ] 0]
Hest-Hop IP: 0]
Lirnk Bandwidth: guthound 1024 b ps *  nbound 1024 hbps M
Management Service
Allow: WEBRLUI FING SMMP SEH

m Cance'

SANGFOR TECHNOLOGIES

B 000

& SANGFOR
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Edit Physical Interface b4
Basics
Mame: ethZ
Status: © Enabled Disabled
Dezcription: | Optional
Type: Layerz -
[ Zone: LaM ] r
BasicAttributes: waH attribute
System Upgrade: Temporarily use this interface for system upgrade (1)
1Pt 1Pt Link State Detection Advanced
IF Aszignment: 0O static CHCF FFFoE
[ Static IF: AF2 A6 10124 ] m
Hexdt-Hap IP: m
Link Bandwidth:  Quthound 1000 rilbps ™ Inbeund 1000 hbps v

Management Service

All o WEELI FING SHhP S5H

m Cance'
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NAT64 Case Study

Step 4.3: Define Network object.
Path: Objects > Network Objects > Network Objects

Add Address
Objects Type: O IPAddress Business Asset Address
Central Management | The configurat
@ Network Objects Network Objects Server Basics
O
Crascription: COptional
Address Group
Address Group: Optional
2 ES Manager
IP Address
3 Private Network S

Frotacal: [P Q P

[ IP Address: 200310122 ]

IP Location Database

4 Private Network &

Schedule

Truste

Sawve and Add

SANGFOR TECHNOLOGIES

B

User IP Address

Cancel

=

»p

Criticality - Search

In Use

In use

In use

Inuse

Mone

None

SANGFOR

Operation

Edit

Edit

Edit Delete
Edit Delete

lr\.
o
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NAT64 Case Study

Step 4.3: Configure NAT64.
Path POIICy > NAT Add NAT Policy (IPv6 to IPvd)

Mame: NATES
Status: © Enabled Disabled
1z Crescription: Optional
Mdowve Tao: Top
[P MAT [Pt MAT H
Source
[ SroZone: WANZ ]
Add HAT Palicy IPwd ta IPwE)

Source Address: Al

[ £dd NAT Folicy (IPvE to [Fyd) e] =l

Destination

[ IPwd Address 2002::1/128 ]

Range:

Protocol

Senvices: any
Bandwidth Management Source Translation

Authentication To: © IP Address IF Range

[ 1Pt Address: 1726101 ]

Destination Translation

[ IPvd Address 1?2.16.10.10.“34
Range:
Translate Port © Untranslatad Specified Port

Sawve and Add

SANGFOR TECHNOLOGIES
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ject

Dst Part

Search

Hit Count

Status

SANGFOR

Operation
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Thank you !

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Headquarters)
Block A1, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)
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