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Add Connection

Basics IKE Options Others

Max Attempts: 10 0]
IPSec SA Timeout(s): 28800

Expiration Time: Enable © Disable

Save Cancel

Max Attempts: Set the number of connection retries for standard IPSec VPN.
IPSec SA Timeout(s): Set the timeout time corresponding to IPSec SA.

Expiration Time: Check to enable or disable to select whether the standard

IPSec VPN tunnel has an expiration time.
After the configuration is completed, click Save to save the configuration.
Click Edit to adjust the parameters in the VPN connection.

Click View Encrypted Traffic to display the encrypted data stream to view the

matching rules of the corresponding encrypted data stream.

5.10.7 Tunnel Route

The SANGFOR equipment provides powerful VPN tunnel routing functions.
After tunnel routes are configured, the interconnection between VPNs
(software/hardware) can be easily implemented. See the figure below:

Tunnel Routes

| @Add [l Delete +/Enable @ Disable

Src Subnet/Netmask ¢ Intermediate Branch +  Dst Subnet/Netmask s Move Status + Operation

5.10.7.1 Case Study

For example, the headquarters (Shenzhen 192.168.1.x/24) establishes
connections with two branches Shanghai 172.16.1.x/24 and Guangzhou
10.1.1.x/24. Shanghai and Guangzhou branches interconnect with the

headquarter through connection management configuration. There is no VPN
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connection between the Shanghai branch and the Guangzhou branch. You can
set a tunnel route to implement mutual access between Shanghai and

Guangzhou. The procedure is as follows:

1. On the Tunnel Route page of the Shanghai branch, select Enable tunnel
route and click New to add a route to the Guangzhou branch. See the figure
below:

Add Tunnel Route X

Src Subnet: 172.16.1.0

Netmask: 255.255.255.0

Dst Subnet: 10.1.1.0

Netmask: 255.255.255.0

Intermediate Branch: | sz O]
Access the Internet via intermediate device

Status: © Enabled Disabled

Source IP: Source IP address. It should be set to 172.16.1.0 in this example.

Subnet Mask: Subnet mask of the source IP address. It should be set to
255.255.255.0 in this example.

Destination IP: Destination IP address. It should be set to 10.1.1.0 in this

example.

Subnet Mask: Subnet mask of the destination IP address. It should be set
to 255.255.255.0 in this example.

Dst Route User: VPN user that the route directs to. In this example, set it to
the user to establish the VPN connection between the Shanghai and

Shenzhen branches.

LLNOTE

Source IP and Destination IP specify the source IP address and destination IP address of

data. If the data transmitted on the VPN tunnel match the settings, the route settings take
effect, and data is forwarded to the corresponding VPN equipment. Dst Route User specifies
the VPN equipment to which the data is to be routed. In this example, the Shanghai branch
establishes a VPN connection with the headquarters by using the user name Shenzhen-
Shanghai in VPN Connection. Therefore, the data forwarded to the headquarters is labeled

Shenzhen-Shanghai.

Version 01 (Nov. 05, 2021) 253



Sangfor NGAF V8.0.47 User Manual

2. On the Tunnel Route page of the Guangzhou branch, select Enable tunnel
route and click New to add a route to the Shanghai branch. See the figure

below:

Add Tunnel Route X

Sre Subnet: 10.1.1.0

Netmask: 255.255.255.0

Dst Subnet: 172.16.1.0

Netmask: 255.255.255.0

Intermediate Branch: GZ = ||
Access the Internet via intermediate device

Status: © Enabled Disabled

Save Cancel

Source IP: source IP address. It should be set to 10.1.1.0 in this example.

Subnet Mask: subnet mask of the source IP address. It should be set to
255.255.255.0 in this example.

Destination IP: destination IP address. It should be set to 172.16.1.0 in this

example.

Subnet Mask: subnet mask of the destination IP address. It should be set
to 255.255.255.0 in this example.

Dst Route User: VPN user that the route directs to. In this example, set it to
the user that establishes the VPN connection between the Guangzhou

branch and Shenzhen branch.

The network access data in a branch can be forwarded to the
headquarters through a tunnel route and network access is performed
through the public network interfaces at the headquarters. For example,
set Shanghai branch to access the Internet through the headquarters. See

the figure below:
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Add Tunnel Route X

Src Subnet: 172.16.1.0

Netmask: 255.255.255.0

Intermediate Branch:  SH - @
Access the Internet via intermediate device

Status: © Enabled Disabled

Save Cancel

Source IP: source IP address. Set it to the IP address that needs to access

the Internet through the headquarters.

Subnet Mask: subnet mask of the source IP address. It should be set to
255.255.255.0 in this example.

Dst Route User: VPN user that the route directs to.

Select Access Internet via destination route user to apply the settings.

noTE

In the case of network access through lines at the headquarters, choose Policies > NAT >

Source Address Translation on the equipment at the headquarters and add source address
translation rules for VPN network segments. For details, see the configuration description of

the firewall.

If the NGAF equipment serves as the headquarters and branches need to access the
Internet through the headquarters, perform operations under the guidance of SANGFOR

technical support engineers.

5.10.8 Certificate

The Certificate contains certificate requests and a certificate list used to
generate and import the RSA signature certificate. The configuration is as

shown in the figure below:
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