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Note Icons

The following icons may appear in this article, and their descriptions are as

follows.

Icon Description

Indicates an imminently hazardous situation which, if not

avoided, will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,

could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could

result in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could

result in settings failing to take effect, equipment damage, or

data loss.

NOTICE addresses practices not related to personal injury.

Calls attention to important information, best practices, and

tips.

NOTE addresses information not related to personal injury or
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equipment damage.

Graphical user interface elements will display in this article, and their

descriptions and formats are as follows.

Description Format Example

Window name, menu name,

tab name, button name, and

other elements

Bold The New User window pops up.

Paths >
Select System Settings > Interface

Configuration.
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1 Background
According to one of the original deployment methods (Agent Installation on

Physical Machines), endpoint users must download relevant components from

Endpoint Secure Manager via direct connection or VPN before installing the

agent. This consumes large amounts of bandwidth and affects business

operations. To solve this problem, the full agent installer is provided, which

contains all the components required for installation. This document describes

installation methods of the full agent installer for both Windows and Linux

endpoints. It is applicable to Endpoint Secure deployed on premises and

Sangfor Access-Endpoint Secure.
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2 Prerequisites
During the installation, endpoint users need to verify the license with Endpoint

Secure Manager. The prerequisites for installation are as follows.

1. Endpoint Secure Manager has been deployed, and the license has been

activated.

2. For Endpoint Secure deployed on premises, the agent communicates with

TCP Port 4430, TCP Port 54120, and TCP Port 8083 on the manager

normally.

3. For Sangfor Access-Endpoint Secure, the agent communicates with

edragent.sangfor.com and TCP Port 443, TCP Port 54120, and TCP Port

8083 normally.
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3 Full Installer for Windows Endpoints

3.1 Download the Installer
Click the following link to download the full agent installer from Sangfor

Community:

https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=

100000022878128#/100000035115623/all/0/0

Download the 32-bit or 64-bit installer based on the endpoint system.

3.2 Rename the Installer
The installer needs to be renamed before the installation. Renaming

requirements for Endpoint Secure deployed on premises and Sangfor

Access-Endpoint Secure are different.

(1) Rename the installer for Endpoint Secure deployed on premises

The default name is aes_installerFullX64_IP_PORT.exe or

aes_installerFullX86_IP_PORT.exe, of which the IP and PORT need to be

modified.

IP: Change it to the manager's IP address;

PORT: Change it to the communication port between the agent and the

https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=100000022878128#/100000035115623/all/0/0
https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=100000022878128#/100000035115623/all/0/0
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manager. The default port is 4430. This port can be modified on the manager,

as shown below. The port specified in the installer name must be consistent

with that on the manager.

Example:

Suppose that Endpoint Secure Manager's IP address is 10.0.0.1, and the

communication port between the agent and the manager is 4430. The installer

must be renamed as follows:

64-bit installer: aes_installerFullX64_10.0.0.1_4430.exe

32-bit installer: aes_installerFullX86_10.0.0.1_4430.exe

(2) Rename the installer for Sangfor Access-Endpoint Secure

The default name is aes_installerFullX64_IP_PORT.exe or

aes_installerFullX86_IP_PORT.exe, of which the IP and PORT need to be

modified, and the customer ID must be added to the end of the name.

IP: Change it to edragent.sangfor.com;

PORT: Change it to 443;

Customer ID: Add the customer ID to the end of the name, which needs to be
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obtained via Sangfor Platform-X, as shown below.

Example:

Suppose that the customer ID is 36138639. The installer must be renamed as

follows:

64-bit installer: aes_installerFullX64_edragent.sangfor.com_443_36138639.exe

32-bit installer: aes_installerFullX86_edragent.sangfor.com_443_36138639.exe

3.3 Install the Installer
Double-click to install the full agent installer.

http://36138638.ex/
http://36138638.ex/
http://36138638.ex/
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4 Full Installer for Linux Endpoints

4.1 Download the Installer
Click the following link to download the full agent installer from Sangfor

Community:

https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=

100000022878128#/100000035115623/all/0/0

Download the 32-bit or 64-bit installer based on the endpoint system.

4.2 Install the Installer
Upload the installer to the tmp directory and execute "tar -zxvf installer name"

to decompress it, as shown below.

Then execute the agent_installer.sh script as follows:

./agent_installer.sh -o -h [mgr_ip] -p [communication port between the agent

and the manager] -u [Customer ID]

https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=100000022878128#/100000035115623/all/0/0
https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=100000022878128#/100000035115623/all/0/0
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Parameters:

-o: Indicates that the installation process of the full agent installer will be

executed.

-h: For Endpoint Secure deployed on premises, enter the manager's IP address.

For Sangfor Access-Endpoint Secure, enter edragent.sangfor.com.

-p: Refers to the communication port between the agent and the manager. For

Endpoint Secure deployed on premises, the default port is 4430 (which can be

modified on the manager). For Sangfor Access-Endpoint Secure, enter 443.

-u: Refers to the Customer ID. This is only applicable to Sangfor

Access-Endpoint Secure.

Example 1: Install the installer on Endpoint Secure deployed on premises

Suppose that Endpoint Secure Manager's IP address is 10.62.23.5, and the

communication port is 4430. The installation command is ./agent_installer.sh -o

-h 10.62.23.5 -p 4430, as shown below.

Example 2: Install the installer on Sangfor Access-Endpoint Secure

Suppose that the customer ID is 36138639. The installation command

is ./agent_installer.sh -o -h edragent.sangfor.com -p 443 -u 36138638.

http://36138638.ex/
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5 Check the Installation Result
Log in to Endpoint Secure Manager and check the endpoint status via

Assets > Groups. If the status is Online, it means the installer has been installed

successfully.


	Contents
	1Background
	2Prerequisites
	3Full Installer for Windows Endpoints
	3.1Download the Installer
	3.2Rename the Installer
	3.3Install the Installer

	4Full Installer for Linux Endpoints
	4.1Download the Installer
	4.2Install the Installer

	5Check the Installation Result

