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Note Icons

The following icons may appear in this article, and their descriptions are as

follows.

[ofo]y] Description

A DANGER

Indicates an imminently hazardous situation which, if not

avoided, will result in death or serious injury.

(A WARNING

Indicates a potentially hazardous situation which, if not avoided,

could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could

result in minor or moderate injury.

A\ NOTICE

Indicates a hazardous situation, which if not avoided, could
result in settings failing to take effect, equipment damage, or

data loss.

NOTICE addresses practices not related to personal injury.

LLINOTE

Calls attention to important information, best practices, and

tips.

NOTE addresses information not related to personal injury or
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equipment damage.

Graphical user interface elements will display in this article, and their

descriptions and formats are as follows.
Description Format Example

Window name, menu name,

tab name, button name, and Bold The New User window pops up.

other elements

Select System Settings > Interface
Paths >

Configuration.
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1 Background

According to one of the original deployment methods (Agent Installation on
Physical Machines), endpoint users must download relevant components from
Endpoint Secure Manager via direct connection or VPN before installing the
agent. This consumes large amounts of bandwidth and affects business
operations. To solve this problem, the full agent installer is provided, which
contains all the components required for installation. This document describes
installation methods of the full agent installer for both Windows and Linux
endpoints. It is applicable to Endpoint Secure deployed on premises and

Sangfor Access-Endpoint Secure.
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2 Prerequisites

During the installation, endpoint users need to verify the license with Endpoint

Secure Manager. The prerequisites for installation are as follows.
1. Endpoint Secure Manager has been deployed, and the license has been
activated.

2. For Endpoint Secure deployed on premises, the agent communicates with
TCP Port 4430, TCP Port 54120, and TCP Port 8083 on the manager

normally.

3. For Sangfor Access-Endpoint Secure, the agent communicates with
edragent.sangfor.com and TCP Port 443, TCP Port 54120, and TCP Port
8083 normally.
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3 Full Installer for Windows Endpoints

3.1

3.2

Document Version 01 (2022-08-29)

Download the Installer

Click the following link to download the full agent installer from Sangfor

Community:

https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=

100000022878128#/100000035115623/all/0/0

Download the 32-bit or 64-bit installer based on the endpoint system.

fic) Endpoint Turn to your local supplier or Sangfor technical support representative for help if you have problem in installing or upgrading your Sangfor products.
Upgrade Package Anti-virus Database Vulnerability Database

Version:  All v

® ES3524

Related Articles: User Manual, Release Notes

Name Description Size File MDS Last Update Download Operation

infor
S 3534 Note. Note: During upgrade if you f
blem kindly ¢
17129(7511)]

2.62GB CD771FD6741269EB84DETB6CE12CEAAE 03 Jun 2022 14:00 & Copy Link

OVA installation | Support new deployment of ES manager on ¥ir | 55059 | a50665826314AFDDA3AEI01BDBCRSS03 16 Aug 2022 11:16 & Copy Link
package tusl server i
Support new deployment of ES mana i
S0 wtilation | Suppetuw deplenshent of ES menagir oo | o ooip FED2070752E8F358F21CD61320563770 16 Aug 2022 11:24 & Copy Link
package twal or physical servers.
Agent installation
package (Windows ~Supports installation on Windows 32-bil systems  449M T33TI604CAI0F39303CIBBEFA04449A 16 Aug 2022 11:24 & Copy Link
320
Agent installation
package (Windows ~Supports installation on Windows 64-bit systems  446M D31941EBDBS91E2B47EF550899DA3289 16 Aug 2022 11:24 & Copy Link
sa-bit)
Agent installation
package (Linux 32 Supports installation on Linux 32-bit systems ~ 415M  A35D338F8256ABG4EEDTCDITDSDCCATS 16 Aug 2022 11:24 & Copy Link
bil)
Agent installation
package (Linux 64~ Supports installation on Linux 64-bit systems ~ 420M 7600264457 76041ETE1A1892360432 16 Aug 2022 11:24 L Copy Link
bit)

Rename the Installer

The installer needs to be renamed before the installation. Renaming
requirements for Endpoint Secure deployed on premises and Sangfor

Access-Endpoint Secure are different.
(1) Rename the installer for Endpoint Secure deployed on premises

The default name is aes_installerFullX64_IP_PORT.exe or
aes_installerFullX86_IP_PORT.exe, of which the IP and PORT need to be

modified.
IP: Change it to the manager's IP address;

PORT: Change it to the communication port between the agent and the


https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=100000022878128#/100000035115623/all/0/0
https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=100000022878128#/100000035115623/all/0/0
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manager. The default port is 4430. This port can be modified on the manager,
as shown below. The port specified in the installer name must be consistent

with that on the manager.

@ Endpoint Secure (Tl Edon Home Assets Risks Protection Detection and Response Security Protection System =

Network

| Ports

Manager Access Port 443

Agent Update Port 4430
<) Data Sync

orting

rting
£ System | Proxy Setting
General Enatie
Data Backup Address
Port

Usemame :

Password

Customization
| Manager IP Addresses @
Tools

E Troubleshooting

IP Address/Domain Remarks Operation

Upload Script File
10.62.4.18 Manager local IP addre.

Troubleshooting Logs

Example:

Suppose that Endpoint Secure Manager's IP address is 10.0.0.1, and the
communication port between the agent and the manager is 4430. The installer

must be renamed as follows:
64-bit installer: aes_installerFullX64_10.0.0.1_4430.exe

32-bit installer: aes_installerFullX86_10.0.0.1_4430.exe

(2) Rename the installer for Sangfor Access-Endpoint Secure

The default name is aes_installerFullX64 _|IP_PORT.exe or
aes_installerFullX86_IP_PORT.exe, of which the IP and PORT need to be

modified, and the customer ID must be added to the end of the name.
IP: Change it to edragent.sangfor.com;
PORT: Change it to 443;

Customer ID: Add the customer ID to the end of the name, which needs to be
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obtained via Sangfor Platform-X, as shown below.

Pending Events

Protection Uptime: 807 day(s)

rall Security Report

Latest Weekiy Security Report

2021-05.02 10 2021.05.08

Excellent

Example:

Suppose that the customer ID is 36138639. The installer must be renamed as

follows:
64-bit installer: aes_installerFullX64_edragent.sangfor.com_443_36138639.exe

32-bit installer: aes_installerFullX86_edragent.sangfor.com_443_36138639.exe

3.3 Install the Installer

Double-click to install the full agent installer.

Document Version 01 (2022-08-29)
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4 Full Installer for Linux Endpoints

4.1 Download the Installer

Click the following link to download the full agent installer from Sangfor

Community:

https://bbs.sangfor.com.cn/plugin.php?id=service:download&action=view&fid=

100000022878128#/100000035115623/all/0/0

Download the 32-bit or 64-bit installer based on the endpoint system.

O Endpoint Tun to your local supplier or Sangfor technical support representative for help if you have problem in installing or upgrading your Sangfor products
Upgrade Package Anti-virus Database Vulnerability Database

Version: Al v

® ES3.5.34

Related Articles: User Manual, Release Notes

Name Description Size File MD5 Last Update Download Operation

03 Jun 2022 1400 & Copy Link
6 Aug & Co
16 Aug 2022 11:24 Y
us Supports installation on bit systems 73373684CA139F39303CIBBOF 4044494 16 Aug 2022 11:24 & opy Link
Age
pad vs Supports installation on Windows B4-bit systems  446M D31041EBDBSO1E2B47EFS50B00DA289 16 Aug 2022 11:24 & Copy Link
- Supports installation on Linux 32-bit systems ~ 415M A35D338FE256ABE4EENTCDITDSDCCATY 16 Aug 2022 11:24 X Copy Link
n
%64-  Supports installation on Linux 64-bit systems  420M FF769026445F76041ETE1A1892360432 16 Aug 2022 11:24 & Copy Link

4.2 Install the Installer

Upload the installer to the tmp directory and execute "tar -zxvf installer name"

to decompress it, as shown below.

5 ;:-ﬂ.at 3
sfupdat
readme.

Then execute the agent_installer.sh script as follows:

Jagent_installer.sh -0 -h [mgr_ip] -p [communication port between the agent

and the manager] -u [Customer ID]
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Parameters:

-0: Indicates that the installation process of the full agent installer will be

executed.

-h: For Endpoint Secure deployed on premises, enter the manager's IP address.

For Sangfor Access-Endpoint Secure, enter edragent.sangfor.com.

-p: Refers to the communication port between the agent and the manager. For
Endpoint Secure deployed on premises, the default port is 4430 (which can be

modified on the manager). For Sangfor Access-Endpoint Secure, enter 443.

-u: Refers to the Customer ID. This is only applicable to Sangfor

Access-Endpoint Secure.

Example 1: Install the installer on Endpoint Secure deployed on premises

Suppose that Endpoint Secure Manager's IP address is 10.62.23.5, and the
communication port is 4430. The installation command is ./agent_installer.sh -o
-h 10.62.23.5 -p 4430, as shown below.

./agent_installer.sh -0 -h -p 4430 =@y <, <P can b spaciiflad as raguirad,
edr agent 1s installing on x86_64 machines
awk: fatal: cannot open file "/root/manager_info.txt' for reading (No such file or directory)
szuid.
uid is .

systemd model
start download edr module

Example 2: Install the installer on Sangfor Access-Endpoint Secure

Suppose that the customer ID is 36138639. The installation command
is ./agent_installer.sh -o -h edragent.sangfor.com -p 443 -u 36138638.
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5 Check the Installation Result

Log in to Endpoint Secure Manager and check the endpoint status via

Assets > Groups. If the status is Online, it means the installer has been installed

successfully.

@ Endpoint Secure (s Home  Assets  Risks  Protecton  DefecionandResponse  SecuriyProtecton  System (=
& Groups Groups
Inventory Groups New More Al Endpoints (2 online / 2 total)
o L Wove T M Refrech
ints [=] | AWl Endpoints No.  Endpoint Agent Type Agent Status Group 1P Address MAC Address os CPU Usage M
== Changes =} & Local Manager 1 ] edr-PC Endpoint Agent ® Online Ungrouped End. 10.74.47 40 FA-16-3E-4F-81-0C Windows 7 Profess. :
Ungrouped Endpoints 2 5 WIN-5B7A84VDGHU EndpointAgent | @ Oniine Ungrouped End. . 1074.88.47 FA-16-3E-52-39-10 Windows Server 20 1% 5
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