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Chapter 1 SSLVPN Function Describe

The role of SSL VPN is to facilitate mobile office users or branch users to access
intranet resources of the company’s internal intranet through SSL VPN anytime and

anywhere and also realize data encryption to ensure data integrity, confidentiality and
reliability.

Chapter 2 Application Scenario

2.1 Gateway Deployment

e

Topology:

eth1: 10.1.129.102

NGAF
eth0: 192.168.15.89

server

switch 192.168.15.0/24

-

Requirement: User from public network need to use SSL VPN to access server

network segment 92.168.15.0/24. Wan interface is 10.1.129.102 and Lan interface is
192.168.15.89.



2.2 Deployment mode

Navigati L8l | Deployment

-

} Status
Deployment
Iv Network |
» Interfaces Mode: (®) Gateway () single-Arm
» Routing Since the current deployment mode is Gateway, LAN and WAN interfaces should be configured to connect to the local
ploy Y, g
» Virtual Wire area network and external network, in addition, their IP addresses cannot end with -HA (tag of heartbeat interface).

» Advanced Options
_ Interface Settings

» Optical Bypass Module

b ks LAN Interface: |eth3 |v

WAN Interface: |eth2 |V

» Online Users

m—
» Users
» Resources
» Roles
» Login Options
» Virtual IP Pool
» Logging In
» Authentication

» Certificate

2.3 Login option

Default is port 4430, can modify to other port

LELL & Login Options
» Status .
Login Port
|v Network |
» Interfaces HTTPS Port: 4430
» Routing Disconnect user if inactivity period reaches (5-43200) minutes. (local DNS must not be enabled)
» Virtual wire

B WebAgent Settings
» Advanced Options

» Optical Bypass Module [ Enable WebAgent for dynamic IP assignment

» NAT

@Add @ Delete [ Edit WTest “%Refresh
4 SSLVPN

+ Online Users [0 webagent Status

» Deployment
» Users
» Resources

) Login Options

» Virtual TP Pool

» Logging In

» Authentication

» Certificate -
oK
» Resource Options

» Local DNS




2.4 Resouces

Add TCP or L3vpn resources

L3VPN resource: Client software will install virtual network card and form routing
table, support all protocol.

TCP resource: use proxy ie as proxy device to proxy TCP connection, only support 32
bits software, mstsc file sharing, telnet testing and etc.

Resource type:

Select L3VPN first, it easy to do troubleshooting if problem occurs

Navigation «
» Status - m@Delete \;] Edit | (A Select ~ | [ Move ® View Association iggMore ~ | Filter|All v
Iv Network I TCP app B E Name « Type Description
Interfaces £ L3VPN [0 (*) Default group Resour.. It is predefined group and cannot be removed.
Routing I Resource group I
Virtual Wire

Advanced Options
Optical Bypass Module
NAT
Online Users
Deployment
Users
Roles
Login Options
Virtual IP Pool
Logging In

Authentication

Create L3 resource, you can choose the corresponding type, other represents all

types.



Navigation

» Status

» Interfaces

» Routing

» Virtual Wire

» Advanced Options

» Optical Bypass Module

» NAT
» Online Users
» Deployment
» Users
» Roles
» Login Options
» Virtual IP Pool
» Logging In
» Authentication
» Certificate
» Resource Options

» Local DNS

[» IPSecVPN

»» Edit L3VPN

Basic Attributes

*

Name: | Server

Description:

.| Other |"| Protocol: | TCP v

Type

HTTP
Address:
HTTPS
FileShare
DNS )
H.323 i
SMTP 2

POP3 L

L&

Program Path: Browse... l

Telnet path and envircnment variable (e.g. ¢
SSH

Other

Added To

Icon:

#| Enable resource

#| Visible for user

Save and Add l | OK l | Cancel

Create a name call “Server” resource, protocol can select ICMP, UDP and TCP, or all
also can, address can insert the network segment, port range can from 1-6553, it

shows as below.

Add [Edit Resource Address

J_Add Address_H Add Multiple Addresses |

As to domain resource, check whether you have configured Local DNS

() IP or domain (@ IP Range
Start IP: 192.168.15.1 *
End IP: 192.168.15.254 *
Port: 1 -1 65535

oK || cancel




@Add ~ @ Delete QEdlt [P Select ~ | [gMove & View Association iggMore - | Filter All <2

» Advanced Options

Search CRENE [0 mMame - Type Description

v Gl EypEes Ml |2 ) All resources O -] Default group Resour... It is predefined group and cannot be removed.

» NAT | IDefault group O [@ Server

Other

4 SSLVPN

» Online Users
» Deployment
» Users

» Resources

Roles

Login Options

Virtual TP Pool

Logging In

» Authentication

» Certificate

» Resource Options

» Local DNS

I IPSecvPN

» Objects

» Policies

» System

» Authentication System

» Security Solution - i | | Page| 10f1| » )| | @ Show| 25 /page

2.5 User management

Create new user account and password, other remains as default, as shown as
below:

x|

» Advanced Options Basic Attributes
» Optical Bypass Module Name: test - virtual IP: (® Automatic () Specified
b B0 Description: Expire: (® Never expire () Specified 20 5-27 k|

Password: ssssss

8 () Disable
» Online Users Status: 8

Retype Password: eseses

Deployment

Mobile Number:

Resources Added To: / »

>

Roles [ Inherit authentication settings from parent group

Login Options
Authentication Options

» Virtual IP Pool

LBy User Type: (' Public user (s Private user

» Authentication Primary Authentication Secondary Authentication
) Certificate Local password Hardwa

Resource Options -
P Assigned Roles

» Local DNS
Roles: »» () Create + Associate
I IPSecVPN
. Save and Add { | OK l ‘ Cancel l
» Objects

» Policies




2.6 Roles

Authorize the newly created “server” resource to the newly created user test

W EVWTEL

» Status

|' Network |

» Interfaces
» Routing
» Virtual Wire
» Advanced Options
» Optical Bypass Module
» NAT

» Online Users

» Deployment

» Users

» Resources

» Login Options

» Virtual IP Pool

» Logging In

» Authentication

» Certificate

» Resource Options

» Local DNS

[ IPSecVPN

«

-

-

Basic Attributes

Name: SSL test =

Description:
Assigned To: Select User/Group ‘

|#| Enable Role

Associated Resources

| Select Resource

Name Type Description

|3 server Other |

Page 1 ofl o~ | i show 25 /page 1-10f 1

Edit the role name, associate the newly created test user, and edit the authorized
resource list (check the newly created "Server” resource), and then authorize the
newly created resource to the test user.

2.7 Virtual IP pool

Randomly assign IP to the connected users.

Navigation

» Status

| ~ Network |

» Interfaces
» Routing
» Virtual wire
» Advanced Options
» Optical Bypass Module
» NAT

» Online Users

» Deployment

» Users

) Resources

» Roles

» Login Options

» Logging In

» Authentication

&«

a

Virtual IP Pool

When a user starts to access resources over SSL VPN, it will be assigned a virtual IP address. This IP address could be the virtual IP
address specified in User Attribute or an IP address dynamically assigned from the virtual IP pool.

@add @ pelete [JjEdit 7 Select =

D IP Range Assigned To Description
[ 2.01.1-2.01.254 Any group Default IP Pool
Page 1 0ofl1| » »| g Show 25 /page 1-1 of 1



Configuration completed.

2.8 Login SSL VPN

SSLVPN login page as shown as below:

https://10.1.129.102
@ Access to SSL VPN x| |

SANGFOR

@)

Access SSL VPN

| tomn

s Failed to install components automatically. Please download components.

e Login error. Please download SSL VPN repair tool te repair components.

Insert the new added username and password then you can login.

2.9 Check the resources.

After logging in, you can see the permissions of the current user to access the
resource, which is the newly created “server” resource.

é Welcome test | Settings | Log Out
SANGFOR

-

Resource Group

[a Default group

Chapter 3 Precaution

3.1 If there is no resource access, first confirm whether the local computer obtains
the virtual IP. The local computer can use ipconfig/all in command prompt to see



virtual NIC of the Sangfor SSLVPN is generated and whether the IP in the virtual IP
pool is obtained.

3.2 The method of checking whether the virtual IP is active can also be seen in the
online user in SSLVPN module, as shown in the figure:

» Status “ || Refresh Disabled ~ ZRefresh | g¥Disconnect = | & Unfold All | Locked: 0[View] Enter keyword o
Search Bk O username - Description Logged in At WAN interface P Authentication | Group
» Interfaces b5/ 0O g test 2018-09-27 11:19:54 Local password  /
A befault group
Routing
virtual Wire

Advanced Options
Optical Bypass Module
NAT

[T
Deployment

users
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