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Copyright © Sangfor Technologies Inc. 2021. All rights reserved.

Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter referred
to as "Sangfor") and its affiliates reserve all intellectual property rights, including but
not limited to copyrights, trademarks, patents, and trade secrets, and related rights to
text, images, pictures, photographs, audio, videos, charts, colors, and layouts as
presented in or concerning this document and content therein. Without prior written
consent of Sangfor, this document and content therein must not be reproduced,
forwarded, adapted, modified or displayed or distributed by any other means for any

purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part,
may be not within your purchase scope or usage scope. The products, services or
features you purchase must be subject to the commercial contract and terms as
agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor
disclaims warranties of any kind, either express or implied, for the content of this

document.

Due to product version upgrades or other reasons, the content of this document will
be updated from time to time. Unless otherwise agreed, this document is used for
reference only, and all statements, information, and recommendations therein do not

constitute any express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-

us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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About This Document

This document describes the implementation guide of Sangfor vIAG (virtual IAG).

Intended Audience

This document is intended for:

o Network design engineers

e O&M personnel

Note Icons

Indicates an imminently hazardous situation which, if not avoided,

will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

@!' NOTE Calls attention to important information, best practices, and tips.

NOTE addresses information not related to personal injury or
equipment damage.

Change Log

Sep.15, 2021 This is the first release of this document.
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1 Introduction

For the image for HCI, VMware, kindly contact our local teams or live chat to

obtain the download link for HCl and VMware.

For your information, this virtual device only can support the IAG with IAG
12.0.44, and below, IAG 13.0.8 and IAG 13.0.15 are not supported in the virtual
environment. IAG 13.0.47 is supported.

1.1 Import into HCI

1. Download the HCI template provided above.

2. Login to HCI, navigate to Networking Topology and choose Templates.

_:._.:‘ Sangor HCl:
¥

& Es [ Releah 0 Tedt Connectely ] Devces | ] Tempiates | ) Redycls Bin

3. Click Upload.

4. Select the downloaded VMA file and upload it to the selected datastore in
HCI.
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5. Wait for the VMA file to finish uploading.

1.2 Network Setting for the HCI

1. After imported, navigate to Networking, under the Topology, drag the IAG

from the left panel and paste on the edge or switch you wish to place.

_’:._;:‘ Sangor HCl:
¥

& Es [ Releah 0 Tedt Connectely ] Devces | ] Tempiates | ) Redycls Bin
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2. Check on the right panel setting. Confirm the IAG version, configure the

required network card, and press apply the change to commit.

e ] T Ve T Comsaling Eairbga Poily L

1.3 Licensing for the HCI

1. Click on the IAG, click the Licensing on the right panel.
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2. Assign the licensing to the IAG according to the requirement.
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3. You can access the VM directly with the following configuration.

m = ;

1.4 Import to VMware

1. Download the template provided above.

2. Import the virtual machine template into the virtualization platform, where

you can import VIAG as a normal Linux server. Follow the platform's virtual

machine import instructions to import it.
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LLNoTE

The current provided vIAG virtual machine template supports VMware ESXi 5.0 and

above.

3. Edit virtual machine configuration. The default hardware configuration of

the virtual machine template provided is as follows:
CPU: 4

Memory: 8G

Number of network ports: 6

Disk size: 80G

Among them, the CPU and memory can be adjusted as needed. Network ports
can also be added as needed, and at least 3 network ports are required to
work properly. The disk size does not support adjustment. If you need a larger

virtual disk, you need to download the corresponding template.

Below is the authorized bandwidth and vIAG recommended configuration

reference table, maximum support 2G bandwidth:
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VAC 50 1VCPU

lVAC-‘I 00 100M 1vCPU 2G
.vAC-ZOO 200M 2vCPU 4G
.VAC-300 300M 4vCPU 8G
lVAC-500 500M 4vCPU 8G
.vAC-700 700M 4vCPU 8G
.VAC-1 000 1G 8vCPU 16G
lVAC-ZOOO 2G 8vCPU 16G

Table 1: vIAG Configuration Reference Table

1.5 Setting Up Network for VMware

1. Modify the vVIAG management address.

Modify the configuration of the vIAG virtual machine and connect the DMZ port
(eth1) of the device to a PC's virtual network interface that can communicate
with the VIAG, and connect the WAN port (eth2) of the device to a virtual
network that can access the external network. After the vIAG is turned on, it
must first obtain or configure the DMZ port IP, which is used to access the

management console page.
There are two ways to access the IP address of the DMZ port of the device:

e Configure the PC with the IP address of the same network segment and
directly connect to the default IP address of the DMZ port:
10.252.252.252/24 or 128.128.125.252/28, but it is necessary to ensure that

there is no IP conflict in the network.
e Openthe VMware console and modify the IP address of the DMZ port.

The first method will not be explained here. The second way, configure the
DMZ port IP address of VIAG through the VMware console is shown as below,

which can be used as a reference for configuration of other platforms:

2. Open the virtual machine console.
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[}
File Edit View VM Tabs Help -

Library X

=
i virtual IAG

virtual IAG

[ virtual 1AG

7

*

¥ Devices
E=]Memory 8GB
[ Processors 4
— Hard Disk (IDE) 250 GB
Network Adapter Bridged (Automat..
Network Adapter 2 Bridged (Automat..
Network Adapter 3 Bridged (Automat...
Network Adapter 4 Bridged (Automat...
1 Network Adapter 5 Bridged (Automat..
<1 Network Adapter 6 Bridged (Automat..

[ Display Auto detect
¥ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\sangfor\Documents\Virtual Machines\virtual IAG\virtual IAG.vmx
Hardware compatibi Workstation 8. virtual machine
Primary IP address: Network information is not available

¥ Description

3. Select Management Setup Wizard and press Enter:

e [ virtual 1AG
Sangfor IAM Setup

sangfor IAM
Appliance Manager is at
https:--s18.252. 252 252

Start Command Line Interface

1
i anagement Setup Wizard
3
4

Show Current Settings
Reboot

{Cancel>

4. Select OK.
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} Home virtual IAG
Sangfor IAM Setup

Hanagement Setup Hizard
Configure Management interface.

|- Specify A static IP address

<Cancel>

5. The IP configuration page appears, fill in the IP address, Mask and
Gateway to be configured (can be omitted), and then press Enter to

confirm:

} Home virtual IAG
Sangfor IAM Setup

IP Setup
Provide IP address and
netmask. Gateway is
optional.

18.252.252.252
255.255.255.8
Gateway

< 0OR > {Cancel >

6. Select Yes.

Version 01 (Dec.15, 2021) 11



Sangfor IAG V13.0.47 vIAG Implementation Guide

Static IP
Network of management
would be restarted,do you

want to continue?

T < Mo >

7. After a while, the following page will prompt up to indicate that the IP
configuration is successful. If the IP or mask configuration is incorrect, there
will be a prompt to reconfigure. Return to modify the incorrect configuration

by repeating the above operation:

Home virtual IAG
Sangfor IAM Setup

Done
Your Settings are saved

successful 1yt

< Ok >

8. Log in to the management console. After the IP configuration is successful,
visit https://DMZ IP and log in to the console management interface. The
default login username and password are both admins. Unauthorized

devices can only display the system section interface. After the
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authorization is successful, you can see all the management interfaces after

logging in to the device.

S SANGFOR | e P T p—
authorization method:

- System Seone

4 Objects -~ Device License ﬁ Endpoint Security License
Application Signature D L
Advanced Application SI

Custom Application

unauthorized
URL Database &

Service
1P Address Database

Schedule Sangfor Engine Zero License

Fi | Licensed Mo B Lens

ion Signature Database
Keyword Group

us: unauthorized

File Type Group

Location
Network
. Software Update Licensei Sangf
Firewall E B 1.
B0 ticense status: unauthorized 2. Lcs

License Status: unauthorized

Giobal Exclusion

Backup/Restore

Custom Webpage
: J
(VIR

9. Configure the device's WAN port address. To use online authorization, the
device must be able to connect to the external network, so you need to
modify the device's WAN port IP address, gateway, and DNS configuration

to ensure that the device can access the online authorization server.

@» SANGFOR | 14613.0:

Authorization is required. Please choose an
authorization method:

Online Authorization | Authorization via Licensing

~ System Status Trve
Custom Application e
ethy oMZL Copper 1 1000Mb/s/Full 162K(bps) 0(bps)
URL Database Physical Interface:  eth2
Service ) eth2 WANL Copper. o 1000Mb/s/Ful 123K(bps) 320(bps)
iress: Specified X
1P Address Database ] a3 = Copper o 1000MD/S/Full  124K(bps) 328(bps)
|
Schedule - ethd Copper 1000Mb/s/Full 37.0K(bps) 0(bps)
1P Address: 0 |
Keyword Group ehs Copper 1000Mb/S/FUN 37, 32
. 192.200.19.245/255.255.255/0 | ot )
File Type Group
Location
4 Network
Deployment
‘et Default Gateway:  192.200.19.1
Bhich Preferred DNS: 8.8.88
High Availability Alternate DNS: 5.8.4.4
Routing
Advanced i
4 Firewall Line Attribute
Firewall R
Irewall Rules Outbound Bandwidth: 100 Mbps ~
1Pv4 SNAT
Inbound Bandwidth: 100 Mbps ~
1Pv4 DNAT
1PvE NAT
4General
Ucensing Commit Cancel
=
Adminsstrators = | i n 8
,

10. Navigate to System > Network > Interface, open the network port
configuration page, click WAN (eth2) port, configure IP, mask, default
gateway, DNS, and submit. After submitting the modification, it will

automatically log out, and you need to log in to the device again.
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@ SANGFOR | 11613 o

authorization method:

High Availability

4 Firewal
Firewall Rules
1Pva SNAT
1Pva DNAT

1PV6 NAT

~ System Status Physical Interf... Zone Type 1P Add
= etho AN Copper 1
Custom Application
eth oMz1 Copper 1
URL Database ) Physical Interface:  eth2
W= e e
Address: Auto assigned
1P Address Dotabase | SRS Line Attribure
Schedule " ] ethd. Copper.
| outbound Bandwidth: 100
Keyword Group =) eths Copper
b | inbound Bandwidth: 100
Location
4 Network
Deployment
DHCP

Authorization is required. Please choose an

Online Authorization | Authorization via Licensing

Mbps ~
Mbps ~

Commit

52.1K(bps)
52.1K(bps)
44.5K(bps)
45.4K(bps)
45.4K(bps)
45.4K(bps)

11. You can also use DHCP or PPPOE dial-up to automatically obtain the WAN

port configuration:

= system
Custom Application
URL Database
Service
I Address Database
Schedule
Keyward Group
File Type Group
Location

4 Network
Deployment
oHCP
High Availabiliy

Routing
Advanced

TPvd SHAT
1Pv4 DNAT
1Pv6 NAT

4 General
Licensing

Administrators

Interfaces

Status

Physical Interf...
thp

ethl
eth?
eth3
thd
eths

copper

Copper
Copper

Phiysical Interface:

Address:
Auto Dial-up:
Username:

Password:

Line Attribute

Autharization is required. Please choose an

ppp2{eth?)
PPPOE

@ Enable

Advanced

Outbound Bandwidth: 100

Inbound Bandwidth:

100

O pisable

Mode

1000Mby/s/Full
100MbY/s/Full
1000Mb/s/Full
1000Mby/s/Full
1000Mb/s/Full

1000Mb/s/Full

("ML )

12. In addition to modifying the network port configuration, you can also modify

the deployment mode to configure the WAN port address. Click System >

Network > Deployment, open the deployment mode configuration page,

follow the configuration to configure it step by step, and submit after the

configuration is complete. After submitting the modification, you will be

prompted to restart the device and log in again after the restart is complete:
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=
€ o U o

~ System
Custom Application froute Hode
Interfaces LAN Interfsce WAN Interface  DMZ Interf

URL Database

eth2

1P Address Database

Online Service

Authorization is required. Please choose an
autharization method:

Online Authorization | Authorization via Licensing
Server

face  Auth Interface NAT  Ready to Complete

Schedule

Keyword Group. Aadress: Auto assigned
File Type Group

Location

4 Network
Deployme
Intefaces.
DHCP
High Availabdity
Routing

Advanced

4 Firevall
Firewall Rules
1Pvd SNAT
1Pvd DNAT
IPVG NAT

4 Genesal
Licensing

Administrators

LLNOTE

If the device deployment mode needs to be changed from route mode to bridge

mode, bypass mode, or single-arm mode, it needs to be configured to access the

external network through the DMZ port or single-arm port.

a .
3= SANGFOR | 1613

- System
<

Interfaces

< @

Bridge Interfaces  Manage Interface

Custom Application L L

URL Database
Service

1P Address Database —n
Schedule
Default Gateway: | 200.200.20.163
8888

4444

Keyword Group
File Type Group Preferred DNS
Lacation Alternate DNS:

4 Network ) 10w

Deployment
Interfaces 1% Bypass firewall rule (recommended, this allows data flow bet
oHEP

High Availability
Rauting

Advanced

4 Firewal
Firewall Rules
1Pv4 SNAT
1Pvd DNAT
1PV NAT

4 General
Licensing

Administrators

Autharization is required. Please choose an
authorization method:

Online Authorization | Autharization via Licensing
Server
< L

Auth Interface Gateway Ready ta Complete

Back

Online
Chat
O @

13. After the configuration

vls.sangfor.com.cn can work in

is complete, you can test whether ping

the command console. If it can ping, the

network is available. If the ping fails, you need to confirm whether the

default gateway, DNZ, or IP address is configured correctly.
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1.6 Licensing for VMware VIAG

Online authorization:

You can contact local sales for consultation and purchase online authorization.
Authorization includes authorization ID and serial number. For example:
Authorization ID: S8234-5678-90AB-CDEF-1234-5678-90AB-CDEF

Serial number: 1234-5678-90AB-CDEF-1234-5678-90AB-CDEF

Click the online authorization link at the top of the console page, then enter the

authorization ID and serial number to submit:
After the authorization is successful, the page will prompt to log in again:

After authorization, if it is authorized by bandwidth, the login interface will

display the authorized model:

J—
& ° SANGFOR | 14613.0.47 Free trial expires in 91 day(s) You may try Online AUthorzation or
- Authorization via Licensing Server

» Access Mgt
» Online Activities
» Bandwidth Mgt

s Activity Audit
» Endpoint Mgt By Endpoint Security License Multi-Function License

L Module L Licensed Mol

~ System

unauthorized

Neural-X License Sangfor Engine Zero License _, Application Signature Database
Uicensed Modu L Mod: = i %

7i é
& License Status: val

Software Update License . Sangfor URL Database

On the authorization page, you can view the current authorization information,
authorization time, enabled functions, service hours, etc. Online authorization

can change the serial number or delete the authorization.

LNoTE

To use online authorization, you must ensure that vIAG remains connected to the

Internet. If you cannot connect to the Internet for 7 consecutive days, the

authorization will become illegal, the system function will be limited, and the core
configuration interface will be hidden and cannot be edited. If you cannot connect
to the Internet for 30 consecutive days, the authorization will become invalid, and

the business will be interrupted, which may cause the network to be disconnected.
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The authorization ID and the serial number of online authorization can only be
used in one system. Suppose the authorization ID and serial number have been
used elsewhere. In that case, the authorization ID and serial number in the original

system must be deleted before being used on the new system.

For more information, you can refer to IAG Vmware for viAG Implementation

Guide

Precaution

1. Not support cross-cable or USB drive factory default recovery method, you
may only access to the vmware’s console to run reset_cfg to reset the

configuration.

2. Not support cross-cable or USB drive password recovery method, you may
may only access to the vmware's console to run reset_pwd to reset the

password.
3. Vmware not support for the Active-standby High available deployment.

4. Notsupport hardware bypass feature including network interface bypass or

fiber optic bypass feature.

5. Not support High available deployment mode for Active-standby.
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