
Sangfor VPN

WEBAGENT addressing process:

(During the addressing process, information is encrypted with DES.)

Primary webagent server

Secondary webagent server

My IP address is X.X.X.X

My IP address is X.X.X.X

What’s the HQ 

IP address?

What’s the 

HQ IP address?

HQ IP address is X.X.X.X

HQ IP address is X.X.X.X

Establish the VPN connection

HQ HQ 2
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The basic configurations for establishing a VPN connection between HQ and branch or 

mobile are as follow:

(1) HQ: Need to configure webagent, virtual IP pool (optional), users.

(2) Branch: Just configure the connection management.

(3) Mobile: Install PDLAN mobile software, configure the basic settings and main 

connection parameter settings,NGAF 8.0.7 no longer supports PDLAN.
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Webagent setting:
Set the primary and 

secondary(optional) 

webagent(s).

If set shared key here, 

branch/mobile need to set 

the same shared key for 

VPN connection.

The ports need to be 

the same as webagent

To test whether 

the format is 

correct 

If the HQ IP is not the 

fixed, you can apply the 

webagent from Sangfor

HQ setting for both HQ:
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Add Users:

Set the username 

and password for 

VPN authentication

Set the user type

If the user type is  mobile 

user, must enable this option

Enable user

HQ setting:
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Virtual IP Pool:

Select type of user 

that needs to use the 

virtual IP Pool.

Address range cannot 

contain IP of internal 

network or device 

port.

When VPN uses a mobile user or VPN branch users enable the tunnel NAT, you need to 

configure virtual IP pool, otherwise it cannot be configured.

HQ setting:
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Branch setting:

VPN connection:

Set the HQ webagent, the 

username and password for 

VPN connection, the 

protocol can set UDP or TCP 

Enable connection


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6

