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1.

1.1

Here are the test target should be reached :

YV V ¥V V ¥V V VYV V

1.2

Test preparation

Test target

Verify terminal’s compatibility

Verify user experience

Verify access control of external device

-@ SANGFOR

N www.sangfor.com

Verify management of user and terminal

Verify management of desktops
Verify stability
Verify security

Verify failure recovery

Test environment

1.2.1 Version

The test book is based on firmware VDCS5.1. Tiny difference could be noticed

with other release.

1.2.2 Hardware

If you do not intend to install VMP with Sangfor all-in-one server , the following

lowest recommendation for your existing server should be met. Meanwhile , please

adopt the hardware configuration as recommended for better user experience

Lowest

Recommended

CPU

64 bit CPU , supporting Intel
VT-x

E5-2660 V3 (10C/20T 2.6GHZ) or better

——
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Memory 16GB or more(8GB for VDI | 128GB ECC DDR4 or more
platform)
Hard disk 60GB or more System :128GB or more
Caching :240GB Intel SSD or more
Data :4*2TB SATA(7.2K RPM) or more
NIC GE/10GE*1 GE/10GE*3 or more
USB 2 4 or more

If you intend to test virtual storage function , at least 1 enterprise-level SSD

caching disk over 240GB and several enterprise-level HDD ( speed over

7200RPM ) over 1TB for each server are required. If adopting RAID card , the

card supporting JBOD/Non-Raid is recommended. If not , each hard disk in RAID

should be configured as an independent RAID-0 or forbid RAID

1.2.3 Recommended deployment of VM

System CPU Memory | Disk Remark

Win7 2 cores | 2G or recommended ( 32
more bit/64 bit )

Winl0 4 cores |4Gor Self
more allocati

WinXP 1 cores | 2G on Not recommended

1.2.4 Topology and IP allocation

[(Tips]

The IP below is for your reference.
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»  Test with one server ( one VDS1350 as example )

management and business network

access network

192.168.200.131/24 192.168.200.132/24

A
=)
Vo d

-

192.168.200.110/24

physical switch
192.168.200.100/24

e virtual switch
192.168.200.121/2«

VMP

[(Tips]]
EthO is designed to be the management interface and data transmission for VDC

in such design , which is suitable for one server

VMP 192.168.200.100/24

VDC 192.168.200.110/24

Virtual | 195 168.200.121-125/24 ( 5)

machine

aDesk 192.168.200.131-135/24 (2 )

»  Test with cluster ( Applicable for several VDS1350 or third party servers

with 2 WAN ports )
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storage interface

192.168.200.131/24 192.168.200.132/24
management and o

business interface
access interface

cluster 1P:192.168.200.100/24

physical switch
(O
‘b
v
192.168.200.110/24
p— 192.168.200.102/2 ./
e - ; 192.168.200.101/24 192.168.200.122/24
virtual switch virtual switch
192.168.200.121/24
Ethl Ethl
10.251.251.10/24 10.251.251.20/24
VMP VMP.

[(Tips]

EthO is designed to be the management and data port for VDC in such design ,

Ethl is storage communication port.
[(Tips]

After the cluster has been built up , you may not take a server oftline

VMP Cluster IP | 192.168.200.100/24

Server I | Eth0 : 192.168.200.101/24 | Ethl : 10.251.251.10/24

Server2 | Eth0 : 192.168.200.102/24 | Ethl : 10.251.251.20/24

VDC 192.168.200.110/24

Virtual | 195 168.200.121-125/24 ( 5)

machine

aDesk 192.168.200.131-135/24 (2 )

»  Test with cluster ( recommended if the devices have enough WAN ports)
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storage interface

management interface

business interface

access interface

cluster 1P:192.168.200.100/24

172.16.200.131/24

172.16.200.132/24

physical switch
/

&
o

et . .
192.168.200.110/24 Virtual switch

0o D

172.16.200.121/24  virtual switch

. 192.168.200.101/24

aggregated interface 1

SANGFOR

www.sangfor.com

==

0
192.168.200.102/24 ’

aggregated interface 1

VMP

Ethl-2 12
172.16.200.101/24 172.16.200.102/24 E
i . irtual switch 172.16.200.122/24
aggregated interface 2 aggregated interface 2 virtual swi
Eth3-4 Eth3-4
10.251.251.10/24 10.251.251.20/24
VMP

Remark : EthO is designed to be the management port , aggregated interface 1

(‘ethl and eth2 ) is data tunnel for VDC , aggregated interface 2 ( eth3 and eth4 )

is storage communication port

[(Tips]

1. The management interface segment ( 192 ) should be connected to virtual machine

segment ( 172 ), which means the communication between the segments is enabled

2. After the cluster has been built up , you may not take a server offline

VMP Cluster IP | 192.168.200.100/24
Server I | o - Aggregated Aggregated
192.168.200.101/2 | interfacel : interface2 :
4 172.16.200.101 10.251.251.10/24
Server2 | o - Aggregated Aggregated
192.168.200.102/2 | interfacel : interface2 :
4 172.16.200.102 10.251.251.20/24
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VDC

192.168.200.110/24

Virtual

machine

172.16.200.121-125/24 (5 )

aDesk

172.16.200.131-135/24 (2 )

1.2.5 Test materials

2. 2 2

VMP&VDC up-to-date installation package

Application software

' USB disk sizing of 4GB or more

v Tools like Chrome, UltralSO. Xshell , etc

OS template ( virtual machine VMA file ) OS mirror ( ISO file )

V' Authorization KEY and corresponding KEY ID ( for new-installed VMP

system 60 days probation period for 30 users are authorized )

2.

Deployment and initiation

[(introduction)]

Please accomplish the deployment and initiation of VDI according to the

following steps and expected time cost is 30-60 minutes

2.1 System initiation

[(process]

The IP , username and password in the following example could be customized.

1. Connect the devices according to the topology above ;

2. Login to VMP console with default IP ( 10.254.254.10 ) and default username

——
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/password : admin,admin , modify the password to sangfor@123 and re-login ;
Modify the IP of two servers to 192.168.200.101/24 and 192.168.200.102/24

( non Sangfor server could be configured on installation ) ;
Synchronize system time. For new-installed VMP system 60 days free trial for 30

users are authorized and you don’t need to insert KEY and input KEY ID ( if
probation period expires , you could activate with KEY and KEY ID , or you
may reset to factory settings but all data will be lost ) ;

Login to server 1 and configure cluster IP to 192.168.200.100/24 and add server
2;

Initiate virtual storage : apply 2 copies mode and link aggregation with one
switch ( If you intend to test disk disaster recovery , you should keep a free
disk ) ;

Configure detect IP ( reachable gateway IP in physical network is
recommended ) ;

After the cluster has been built up , please update to latest version and install all

patches latest version. Third party server should install the latest version ;
Create a VDC virtual machine in VMP and set the management address for

VDC to 192.168.200.110/24 ;
Fill in VDC serial number ( For new-installed VMP system 60 days probation period for 30

users are authorized and you need not to insert KEY and input KEY ID ) ;

[(Tips]

If you cannot login to console on starting up , please access the server with a

monitor to check whether it starts normally
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2.2 Create Virtual machine

1. Import virtual machine and name it “Win7x64" (use Win7 64 bit as example). Upload vma
file and then create virtual machine ( Importing process will remain in 98% for 5-20 minutes

and please be patient) ;
2. Template deployment. Install Agent and the software client requires , then render into
template ;

3. Create virtualization management platform ( VMP ) in VDC console and name it

VMP. Fill in the VMP cluster IP (https://192.168.200.100:4433) in the demo

above) , then enter username and password of VMP ( admin/sangfor@123 in the
demo above ) and test the connection. If it succeeds , save the configuration ;

4. Create virtual desktop. Name it “Win7x64" and select the virtual machine template. The
‘Run on Node’ is Clustered virtual machine. The ‘datastore’ and ‘private disk’ are on the

virtual storage ;

5. Associate user and role. Create user “testl” and “test2” sharing the password 123456.
Assign the authorization method to username/password. Create role named “Win7x64" and
associate “testl” and “test2” with resource Win7x64 ;

6. Configure policy set. Create policy set named “"Win7x64" , edit testl and test2

to associate the policy set ;

2.3 VDC console

Login VDC console ;

1. Enter [system] - [login] - [thinclient] , select Automatically download and install updates ,

and Launch VDI client upon startup ;
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SANGFOR | virtu
Adi istrator Console RUNE0@ VDI Client || Third-Party Server
» Status Apps Installation: () Allow
~ System ® Deny
» System | Excluded Clients...
» Network New Thin Clients: ® Allow

Deny

O password required
» Login Policy

» Acceleration

Client Change Restrictions: () password is required (to change IP address or VDC address, etc.)

» Schedule () password is required to change login method (auto-login only)

» Administrator

» Clustering Personalization
l ¥/ Automatically download and install updates
@ Launch VDI dlient upon startup (even for those not having the desktop display permission)
¥ Allow user to change wallpaper
| Defautt wallpaper... |
) customize dlient icon
(3 Client startup animation
Not uploaded yet
» VDI Options Client Cleanup
» Firewall [# The dlients that have not logged in for a long time will be removed from the Thin Clients list
» Maintenance Inactivity Timeout (day): 365

2. Enter [system] - [login] - [ VDI Client] , select ‘Auto reconnect if connection is dropped’ ,

'Allow automatic login" , 'Allow user to save username and password’ ;

Administrator Console Thin Client | [\YD)¥e33\dl | Third-Party Server

» Status
Login Port
¥ System
» System HTTPS Port:| 443 | Edit
» Network @) HTTP Port:| 80
Client Options
» Login Policy
» Acceleration Network Name:
» Schedule

) Do not pop up dialog if none or only one certificate is found

» Administrator ¥ Auto reconnect if connection is dropped (require checking the two options followed)

» Clustering @ Allow automatic login (require checking the option followed)

¥ Allow user to save username and password

¥ Customize shortcut icon of VDI client

3. ( Optional ) Enter [system] - [acceleration] - [audio/video redirection]

select ‘enabled’ and save ;
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n Access Data

» Status
Audio/Video Redirection
¥ System
» System I" Enabled I Disabled
> DT ‘ The changes take effect after reconnecting to virtual desktop.
» Login
» Login Policy
» Schedule

» Administrator

» Clustering

4. ( Optional ) startup and shutdown schedule. Enter [ VDI options] -
[resources] , choose the resource required to be scheduled , select
{startup/shutdown schedule] . Here select startup schedule as example , then add

the days in a week and startup time ;

Administrator Console »» Edit Virtual Desktop Resource

» Status

» System Basic Attributes

¥ VDI Options
Name: win7 *

4 Virtualization Platform
Description:
» VMP

Added To: | Default group »

» Virtual Machines

» Authentication
» Policy Sets

4 Endpoint Security
» Rules
» Policies

» Built-in Rules Update

» Firewall

» Thin Clients !
» Users Icon: ‘J -
> Roles ¥ Enable resource

‘ Virtual Machine l Single Sign-on l Schedule ll Admin
¥ startup schedules
The powered-off or suspended virtual machine(s) will power on as scheduled.
| @aAdd | | @ Delete |
[ Days of The week Startup Time Edit

" shutdown schedules
The running virtual machine(s) will shut down as scheduled or shut down if users have exited VDI Client software for a specified period of time

Inactivity Timeout(mins): (10-43200. 0 indicated disabled)

» Maintenance
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Startup Schedule

Days of The Week

Mon -
Tue

Wed

Thu

Fri

Sat

O0EEEEDO

Sun v

Startup Time

08:00 v

] OK || Cancel |

5. ( Optional ) Start thin client upon powering on. Enter [ VDI options] - [thin
clients] , select a user group ( notice : selecting a user can not configure

successfully ) - “edit” , select “Start thin client upon powering on”

@ SANGFOR | viru

Adminisirator Console

» Status @ New Group @ Delete | |] Edit

@Move | ()ShutDown | | View Loos | Auto Refresh|10 seconds | v | & Refresh
» System ERS L O status  serial Number Latest Online U... Time Connected/Disconnected  IP Address MAC Address Version
~TDefault group
. [Cofetorw ] [ offline  7ND6030535 test Disconnected since 2017-04-.. 192.168.200.135  00:63if8:10:02:08  5.0.0.55664
~ VDI Options
[0 offline 7Dz5360211 test1 Disconnected since 2017-04-... 192.168.200.133  10:0d:0e:70:aa:22  5.1.0.60207
4 Virtualization Platform
. O offline 7125210048 test1 Disconnected since 2017-04-.. 192.168.200.132  10:0d:0:70:49:b0  5.1.0.56491
V] RS [ offine 7Dz5360105 testl Disconnected since 2017-04-... 192.168.200.132  10:0d:0e:70:a9:9d  5.1.0.60207
[0 offline 8pCed15726 test2 Disconnected since 2017-04-.. 192.168.200.19  aci9e:17:1d:4e:8e
» Thin Clients
O offline 7175431437 test1 Disconnected since 2017-04-... 192.168.200.131  10:0d:0e:70:ef:3a  5.1.0.60207

» Users

» Resources

» Roles

» Authentication
» Policy Sets

4 Endpoint Security 4
» Rules

) Policies

» Built-in Rules Update
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Adi

ator Console

» Status

» System

¥ VDI Options

4 Virtualization Platform
» VMP
» Virtual Machines

» Thin Clients

» Users

» Resources

» Roles

» Authentication

»» Edit Thin Client Group

For some thin clients in the group that do not support scheduled startup/shutdown upon powering on, they will not inherit this

setting.

Basic Attributes

Group Name: De *

Auto Startup

I @ start thin client upon powering on I

Note: This feature is supported on capable client hardware only.

» Policy Sets
Startup/Shutdown Schedule

4 Endpoint Security

> Rules
) startup schedules
» Policies
» Built-in Rules Update . © Delete

4 Days of The Week Startup Time Edit

6. ( Optional ) Startup/shutdown schedules of thin client. Enter [VDI options] -
[thin clients] , select a user group- “edit” . Here we select startup schedule as

example , select “add”

, then add the days in a week and startup time ;

SANGFOR | vi

Adnmi trator Console

» Status © New Group Delete JlujEdit | [gMove | (YShutDown | 4V Auto Refresh| 10 seconds | v | % Refresh
» System D Status ~ Serial Number Latest Online U... Time Connected/Disconnected IP Address MAC Address Version Description
~ VDI Options [0 offline  7ND6030535 test1 Disconnected since 2017-04-... 192.168.200.135  00: :02:b8  5.0.0.55664
4 Virtuslization Platform O offine 7025360211 testl Disconnected since 2017-04-... 192.168.200.133  10:0d:0e:70:a2:22  5.1.0.60207
5 VMP D Offline 715210048 testl Disconnected since 2017-04-... 192.168.200.132 10:0d:0e:70:49:b0 5.1.0.56491
b VIR RS O offine 7Dz5360105 testl Disconnected since 2017-04-... 192.168.200.132  10:0d:0e:70:a9:9d  5.1.0.60207
O offine 8pCcd15726 test2 Disconnected since 2017-04-... 192.168.200.19  ac:9e:17:1d:4e:8e -
R O offine 7125431437 test1 Disconnected since 2017-04-... 192.168.200.131 :ef:3a 5.1.0.60207
» Resources
» Roles

» Authentication

» Policy Sets ‘
4 Endpoint Security M
» Rules

» Policies

» Built-in Rules Update
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SANGFOR | virtu

Adn trator Console

» Status

»» Edit Thin Client Group

» System

~ VDI Options

4 Virtualization Platform
> VMP.

» Virtual Machines

> Thin Clients

» Authentication

Basic Attributes

Group Name:

@ Start thin client upon powering on

startup Schedule
bEE=D Auto Startup Days of The Week
» Resources Mon

» Roles

Note: This feature is supported on capable client hardware only.

wed
» Policy Sets I
startup/Shutdown Schedule Fri
4 Endpoint Securi
P ity ot
» Rules
< ules sun
» policies
» Built-in Rules Update e, Startup Time
O Days of The week Startup Time. Edit 08:00

For some thin clients in the group that do not support scheduled startup/shutdown upon powering on, they will not inherit this
setting.

Fields marked * are requi
Add

g
5

O0O0REEEEO
3

| ok || cancel |

7. ( Optional ) Auto login to virtual desktop on startup. Enter [ VDI options] -

[resources] and select “Win7x64" . Select “single sign-on” and “login with

local user account”

, fill in Windows user name ;

SANGFOR | v

» System

|~ vor options |

4 Virtualization Platform
» VMP
» Virtual Machines
» Thin Clients
» Roles
» Authentication
» Policy Sets
4 Endpoint Security
» Rules

» Policies.

» Built-in Rules Update

©QAdd ~ @ Delete
Search r

|5 Al resources
[IDefault group

@Move ® View Association [=]Resource Sorting

2 Refresn

Search by Name | Search
Type Description

VM Status E
Resource group  System protected,unable to be deleted
Virtual Desktop

3 associated VM...
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SANGFOR | vi

Adm trator Cons:

» Status

» System

~ VDI Options

4 Virtualization Platform
) VMP
» Virtual Machines

» Thin Clients

» Users

» Roles

» Authentication

4 Endpoint Security
» Rules
» Policies

» Built-in Rules Update

» Policy Sets i

» Firewall

rtual Desktop Resource

Basic Attributes

Name: win7 *
Description:
Added To: | Default group Py

Icon: ‘J -

¥ Enable resource

SANGFOR

www.sangfor.com

Virtual Machine \l Single Sign-on |‘ Startup/Shutdown Schedule || Authorized Admin

¥ Enabled I

® Log in with local user account

Username:  peter

TOCaT USEr account must nas been created in e template

O Log in with domain account
The system will execute the following automatically:
1. Join the virtual machines to AD domain.
2. Take the VDI account as domain account and log in to the domain for Windows users.

This option will also require the VDI dlient to use domain account to log in.

8. ( Optional ) Auto login to domain on startup.

< Enter [VDI options] - [authentication] - [LDAP] - “settings”

@ SANGFOR | vir

» Status

Primary Authentication

» System

Iv VDI Options I

- Local Password

4 Virtualization Platform
» VMP
» Virtual Machines

» Thin Clients

» Users

» Resources

» Roles

» Authentication

» Policy Sets

4 Endpoint Security
» Rules
» Policies

» Built-in Rules Update

82

| Settings |

Password strength, the ways that users change password, applying only to the user accounts in local database.

- LDAP

ETH]

Manage LDAP servers. Authentication credentials are mapped or imported from LDAP server to local device.

- RADIUS

@

| settings |

Manage RADIUS servers. Authentication credentials are mapped or imported from RADIUS server to local device.

- Certificate/USB Key

®

- Client-Side Domain SSO

@m

| settings
Select CA type, generate certificate and set USB key model. »USB Key Driver » USB Key Tool
| settings |

Specify AD domain, so that users can perform SSO and install control using L2TP/PPTP connection

Secondary Authentication

- SMS

| Settings

Configure SMS module and customize the text message to be sent to user's mobile phone.

- Hardware ID

| settings

< Create LDAP server , provide the IP with AD domain control and the

administrator account with access permission to user information , then the

organization framework is available. Please notice the format of administrator




Sangfor Technologies Co., Ltd.

Block A1, Nanshan iPark No.1001 Xueyuan Road
Nanshan District, Shenzhen, Guangdong Province
P.R. China (518055)

SANGFOR

www.sangfor.com

DN and after finishing the configuration , the LDAP user will belong to the

default group in VDC ;

@ SANGFOR | vir

> LDAP Server >Add/Edit LDAP Serve:

» Firewall

» Maintenance

» Status
Basic
» System
¥ VDI Options Server Name: *
4 Virtualization Platform Description:
> VMP Server Address: Q
» Virtual Machines <)
» Thin Clients lec)
» Users (+)
» Resources @
» Roles Admin DN:| administrator@sangfor.com
» Authentication PasSWOrd: | seeseesees
» Policy Sets ' Base DN:| DC=sangfor.DC=con] »
4 Endpoint Security 'Subtree included (A150 VErTy e USers 1N subuees)
» Rules
Authentication Timeout: |15 * second(s)
» Policies
» Built-in Rules Update Status: @® Enabled (0 Disabled
@ Allow login without password
Advanced
I Server Type: MS ActiveDirectory v I
User Attribute:| SAMAccountName *

User Filter: objectCategory=person *

Mobile Number: telephoneNumber

<~ Enter [VDI options] - [resources] , select “Win7x64" , select

‘single sign-

on’ and ‘login with domain account’ , configure server domain name , admin

CN , admin password. Please notice the format of administrator name and only

administrator name is necessary ;

@ SANGFOR | viru

Administrator Console

» Status

» System

~ VDI Options

4 Virtualization Platform
» VMP
» Virtual Machines
» Thin Clients
> Users
» Roles
» Authentication
» Policy Sets
4 Endpoint Security
» Rules
» Policies

» Built-in Rules Update

»» Edit Virtual Desktop Resource

Basic Attributes.

Name: win7 *
Description:
Added To: | Default group »

-
Ny

¥ Enable resource

Icon:

Virtual Machine I Single Sign-on l Startup/Shutdown Schedule || Authorized Admin

Fiel

@ Enabled

® Log in with local user account
Username: | peter
A local user account must has been created in the template.
The system will execute the following automatically:
1. Join the virtual machines to AD domain.

2. Take the VDI account as domain account and log in to the domain for Windows users.

“This option will also require the VDI dlient to use domain account to log in.
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9. ( Optional ) [VDI options] - [Authentication] - “local password” , select
“settings” , cancel “enabled” ; ( ifitis enabled , you are required by force to

modify password on first login ) ;

= |
& SANGFOR | vrw

Ad trator Console »» Authentication Options
» Status

Primary Authentication
» System

I' VDI Options I - Local Password

4 Virtualization Platform

i

Password strength, the ways that users change password, applying only to the user accounts in local database.

» VMP
» Virtual Machines
- LDAP | settings
» Thin Clients
Manage LDAP servers. Authentication credentials are mapped or imported from LDAP server to local device.
» Users

» Resources - RADIUS Settings

@ m

» Roles Manage RADIUS servers. Authentication credentials are mapped or imported from RADIUS server to local device.
» Authentication

- Certificate/USB Key | settings |
» Policy Sets t4

.

Select CA type, generate certificate and set USB key model. »USB Key Driver » USB Key Tool
4 Endpoint Security

Rules
- Client-Side Domain SSO | settings |
» Policies

@

- BT RS TR Specify AD domain, so that users can perform SSO and install control using L2TP/PPTP connection

Secondary Authentication

- SMS | settings

Configure SMS module and customize the text message to be sent to user's mobile phone.

- Hardware ID Settings
» Firewall @

Configure hardware ID related options, such as hardware ID collecting and approval.

» Maintenance

@ SANGFOR | vit

trator Console

Adm Local Password Based Authentication
» Status
d Security Options
» System
¥ VDI Options I ) Enabled (the options only apply to the private users in local database)

4 Virtualization Platform Pass T

> VMP
» Virtual Machines
ength is characters
» Thin Clients
Every days, user must change password. 5 days before the password expires, remind user to change it.
» Users

(upon the first logon)
» Resources

» Roles (shift+number key)

» Authentication Username Options

» Policy Sets o

=]
4 Endpoint Security Ignore case of username

» Rules
» Policies

» Built-in Rules Update

| sae | | cancel

» Firewall

» Maintenance
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10. ( Optional ) Auto redirect to a virtual desktop resource. Enter [ VDI options] -
[policy sets] , select “Win7" and click “edit” , select “on user’s logon ,

redirect to the resource” and choose “Win7" ;

Administrator Console »» Policy Sets

) Status @Add + @Delete [JjEdit [ Select v
» System O Name « Description
~ VDI Options ‘%icy set System protected,unable to be deleted
4 Virtualization Platform I Elivin?
» VMP

» Virtual Machines
» Thin Clients
» Users
» Resources
» Roles
» Authentication

» Policy Sets ¢

4 Endpoint Security
» Rules

» Policies

» Built-in Rules Update

» Firewall

» Maintenance

4 4 [pPage| 1|of1| b P .%’Show 25 |/page

@ SANGFOR | vit

Administrator Console »» Edit Policy Set
» Status
» System Basic Attributes Fields marked * are required
~ VDI Options. I e 5 I
4 Virtualization Platform
Description:
> vmP

» Virtual Machines

Policy Options.
» Thin Clients

» Users

[Account Opions ] Virtual Deskiop || Graphics Acceleration
» Resources

Account Options
» Roles
¥ Log access events
» Authentication
4/ On user's logon, redirect to resource | Win7 > I
> Policy Sets
Tser can only Tog T during he schedule T wesr
ARSI Account becomes invalid if user has not logged in for |0
 Rules

days (0 indicates no limit)
Disconnect user if inactivity period reaches |5 [(5-43200) minutes
» Policies

. Built-in Rules Update Each user can own a maximum of [5 | hardware IDs (1-100)

Allow Private User to Modify Account

¥ Password ¥ Description ) Mobile Number

sae_| [ cancel

» Firewall

» Maintenance

11. ( Optional ) Compatibility with USB device. Enter [ VDI options] - [policy

sets] , click [virtual desktop] , select all options in “logon to remote server” ,
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select

“read/write” in “USB storage”

“duplicate data from/to virtual desktop” for “clipboard”

, select “hidden navigation bar”

, select

.
I

Administrator Console

» Status

» System

¥ VDI Options

4 Virtualization Platform
VMP
Virtual Machines

» Thin Clients

» Users

» Resources

» Roles

» Authentication

» Policy Sets

4 Endpoint Security
Rules

»» Edit Policy Set

Basic Attributes

Name:| win7

Description:

Policy Options

Account Options ‘ Virtual Desktop Graphics Acceleration

Logon to Remote Server

PC clipboard

¥ USB storage device ¥ USB printer
USB Device Whitelist/Blacklist

¥ serial port redirection

¥/ UsB smart card ¥ USB audio device ¥ USB video device ¥ Other USB devices

Data Access Control

SANGFOR

www.sangfor.com

» Policies Clipboard: v

Built-in Rules Update USB Storage: | Read-only v

Desktop Access Switch

Hide navigation bar (Press Ctrl+Shift+F11 to go back to Resources page)

Sangfor WOC

Enabled

Use your Sangfor WAN Optimization Controller(WOC) to reduce traffic between the virtual and local

» Firewall desktops, and improve user experience.

» Maintenance

3. Test items

[introduction)

Several times startups and shutdowns are involved in the test items. You may sort

the test sequence to save time

3.1

Terminal compatibility
3.1.1 Thin client aDesk
[[scenario]]

Adopting Sangfor proper thin client aDesk as terminal to access desktop enables

the same user experience as physical computer

[process]
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Power on the aDesk and fill in username testl , password 123456 to enter virtual

desktop
[expected result]

Enter the virtual desktop

3.2 Desktop management
3.2.1 Resource allocation for virtual machine

[[scenario]]

VDI enables resource allocation for virtual machine like computing , storage ,
network resource and resource adjustment according to demand
[process]
Login VMP console and shut down a virtual machine. Enter edit page and

modify memory , CPU , hard disk size and NIC. Then save and power on the virtual

machine
Edit Virtual Machine (wind7-0005) X
Name: wind7-0005
D Group: Default Group v
- HA: Migrate to another node if the node fails. HA Settings
Z . : . .
Datastore: virtual_storage vs_rep2 N
Working Location: = Auto v
Os: Microsoft Windows 7 64 bit v
Configuration Advanced
Processor 2 cores
Cores In Total: 2
W= Memory 2GB
= Disk1 80 GB
= Disk2 40 GB
™ NIC1 Bridged to: br_eth0
@ Add Hardware ¥ -
_ o
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[expected result]

The virtual machine resource been modified on powering on
3.2.2 Restore mode

[(scenario]
Deployed virtual machine has two modes : private and restore. For virtual

machine in restore mode , after each restart the system disk will restore to the status

of related template
[(process]
1. Create virtual desktop resource and choose the restore mode
2. Power on the new virtual machine in VDC console , ensure Agent installed
and the connection between Agent and VDC succeeded ( virtual machine status is
green in VDC console )

3. Create folder and file in the virtual machine’s system disk and restore
[expected outcome]

The new folder and file do not exist after restart

[tips]
When creating virtual machine in restore mode , it is default to follow

“automatically restore desktop” . In such case , the modification in desktop will be

restored too after restart

3.2.3 Basic operation of virtual machine
[(scenario)]

Administrator can start , suspend , restart , shut down virtual machine uniformly

in VMP and VDC console
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[process]

1. Login VMP console and then enter virtual machine console, click start or
other button

¢ Refresh (=] Console [> Power On [3] Backup [Z, Edit More v

2. Login VDC console , £\ [VDI options] - [virtual machines] , select

the virtual machine , and click “restart”

» Status ) Power On i Suspend () Shut Down 3¢Restart | [JjEdit @ Delete | €3)IP Address (B Associated Users | |  Download Agent | 4 Update Options | %Refresh Al +[searcn 2
T Search 2| B ||0 No. | Status | vM Name User, ® P cPu emusagesuGraphics Gz agent versizz|ipetails
~ VDI Options |3 Al resources O -7} Jackie0001 192.168.200.239  VMP [ Jow M D% 5.1.0.241
4 Virtualization Platform & [Hosfauttroup e ] Jackie0002 vMe E—Jow _Jo%
WP Os 3 Jackieooo3 MP 0% 0%
Flls |3 test0001_testl 8 testi 200.200.2.121@  VMP [ Jow M J3a%
F— Os B testo002_tests 8 tests P C—Jow% C——Jow
O @ testooostes 8 e e [— [ —T
v O7 @& testooos e — ] —T)
¢ Resources Os @@ testo005 VMP [ Jow [_Jo%
Roles
Authentication
Policy Sets
4 Endpoint Security
Rules
» Policies
Built-in Rules Update
Page| 1)of1] b bl | @ show 60]/page 18ofs
[expected result]

You can power on the virtual machine in both VMP and VDC

3.2.4 Desktop batch deployment

[[scenario]]

Support quick deployment with template for more than 100 desktops

[process]

Refer to virtual machine deployment

[expected result]

New virtual machines deployed can be seen in VMP console
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3.2.5 Independence of virtual machine NIC

[[scenario]

The connection of virtual desktop does not depend on virtual NIC. User’s

operation on NIC in virtual machine will not influence the connection

[process]

Access to virtual desktop by aDesk and forbid NIC function

[Local Area Connection| 1
\"‘ Tenda_00F456
Qualcomm Atheros AR8151 PCI- E
%
o

Status

Diagnose
@ Bridge Connections

Create Shortcut
Delete
@' Rename

f‘:,ﬁ Properties

[expected result]

No impact on virtual desktop’s connection to VDC

3.2.6 Remote desktop operation

[[scenario]

Supporting remote access to desktop console without any plug-in

[process]

1. Ifyou have logged in to the virtual desktop in an aDesk please logout the

VDI account. The system is embedded with leak prevention

2. Login the VMP console and the mouse stay in the virtual machine icon for

seconds. Click console and input username and password to enter virtual desktop.

[expected result]
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Fluency of operation for virtual desktop.

3.2.7 Hidden navigation bar
[(scenario)]
After hiding the navigation bar , user cannot see the navigation bar in virtual
desktop to restrict user’s operation like exiting desktop , modifying VDI information.
[(process]
Please refer to the  “hidden navigation bar”

[expected result]
When getting access to virtual desktop with aDesk , there is no navigation bar and
user can only exit desktop by combination key Ctrl+shift+F11

3.3  User experience

3.3.1 Software and drive installation in template

[(scenario)]

Access to template with an aDesk and install software and drive for external

device. Then deploy virtual machine.

[(process]

Login VDC console and enter [system] - [administrator] , select “allow to

manage template”
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@ SANGFOR | vits

Administrator Console »» Add/Edit Administrator

» Status

Basic Attributes Fields marked * are required
|

System Name:
Network Description: Administrator
Login Type: @ Admin

» Login Policy. Password: sweeeee

Acceleration

» Schedule

Administrator

» Clustering @ Allow to manage templates | (to allow admin to

d use $admin name and password to access VM template via VDI client]

Login IP Address
® Allow login on any IP address
Allow login on the IP addresses below
QAW @Dekte [ZiEat

O startp End 1P

» VDI Options

» Firewall

» Maintenance

Login to VDI in a aDesk , with the username : $+ “administrator’ s username and

password” : administrator’s password ( in this example it is $admin and admin ) .

Then you could install software and drive in the template desktop

[expected result]

Successful access to template and installation of software

3.3.2 Resolution ratio
[[scenario]

User can modify the resolution ratio in virtual machine and the resolution ratio

in terminal will be adjusted correspondingly

[process]

1. Click the right mouse button in the desktop and click screen ratio

2. Select a screen resolution differing from present one
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Display: 1. Mobile PC Display v
Resolution: 1366 x 768 (Recommended) v
Orientation: i

> | 1366 x 768 (Recommended)

Advanced settings

Project to a second | | P)
Make text and othed

What display settind |

0K Cancel Apply

1024 x 768

[expected result]

Configuration succeed

3.3.3 Auto startup on powering on for thin client

[tips]
Test the function with STD-200H

[[scenario]]

For the scenario where user adopt unified power system, you may activate auto

Startup on powering on for thin client to simplify user’s operation

[process]

1.  Ensure the function have been activated

2. Power on the aDesk
[expected result]

Auto startup and login to desktop

[tips]
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Not all aDesk mode supports the operation. You may enter [ VDI options] -

[ thin client] and observe the icon in scheduled startup/shutdown. If green means

filnction siinnorted while oranoe not
@ SANGFOR | vits

onsole
us ©pekte [Jeat | [gmove | @ snut s Auto Refresh| 10 seconds || 5 Refresh Al + | searcn L
» System & . O status | serial Number /| Latest Online U... Time Connected/Disconnected | IP Address MAC Address Version Model fscheduled ... [Descrip...
eultarou O offine 7ND6030535 41 sort Ascending nnected since 2017-05-... 192.168.200.135  00:63:f8:10:02:b8  5.0.0.55664  STD-500 o
O offline 7Dz5360211 %) sort Descending  pnnected since 2017-04-... 192.168.200.133  10:0d:0e:70:aa:22 5.1.0.60207  STD-100 o
O offiine 7325210048 e J Jonected since 2017-04-.. 192.168.200.132  10:0d:0e:70:49:0  5.1.0.56491  STD-200H L]
Virtual Machines O offline since 2017-04-.. 192.168.200.132  10:0d:0e:70:29:9d  5.1.0.60207  STD-100 o
O offline  8pCcd15726 test1 Disconnected since 2017-05-... 192.168.200.19  ac:9e:17:1d:dege - WIN-PC [
- O offline 7325431437 test1, Disconnected since 2017-04-... 192.168.200.131  10:0d:0e:70:ef:3a 5.1.0.60207  STD-200H [
» Resources
Roles
> Authentication
» Policy Sets
4 Endpoint Security
Rules
» policies
Built-in Rules Update
» Firewall
» Maintenance { 4 lpage, 1lof1| » »i| @ show 60/page 1-60f 6

3.3.4 Auto login to virtual desktop on startup

[[scenario]
User can login to desktop without any operation after startup to avoid inputting
VDI account and desktop account
[process]
1. Ensure the function has been activated
2. Startup the aDesk and fill in VDI account. select remember password and
auto login, then enter desktop
3. Restart aDesk

[expected result]

In restart you can login desktop directly

[tips]

Please do not test the function with mobile device ( pad or cellphone ) on your first try.
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3.3.5 Auto login to domain

[(scenario)]
VDC supports LDAP authentication , administrator has no need to create account in VDC.
Login to virtual desktop with username and password in domain , without logging in to VDI and
Windows

[(process]

1. Ensure the function has been activated

2. Power on the aDesk and fill in the account in domain server. Select

remember password and auto login

3.  Restart aDesk
[expected result]

1. Auto login to Windows desktop on restart

2. Domain information of virtual desktop can be checked in computer attribute

3.3.6 Associated shutdown of thin client and virtual desktop

Shutdown virtual machine then shutdown thin client automatically

[(scenario)]

When user shutdown virtual machine , the thin client needs to be shutdown too.
After the function’s activation , the thin client will be shutdown automatically

[(process]

1. Ensure the navigation bar have been hidden

2. Shutdown the virtual machine
[expected result]

The power light of aDesk quenches after the virtual machine’s shutdown

Shutdown thin client then shutdown virtual machine automatically
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[(scenario)]

When user shutdown thin client , the virtual machine needs to be shutdown too.
After the function’s activation , the virtual machine will be shutdown automatically
[(process]

Press the aDesk’s power button and observe the virtual desktop’s shutdown

[expected result]

Virtual machine ’s shutdown can be observed in VMP after the aDesk’s

shutdown

[tips]

The function is only activated on the virtual desktop interface , not on login

Interface or Android interface

3.3.7 Redirection of local video

[(scenario)]

Redirection of local video can reduce the server load on playing video and

network traffic in aDesk end. Which makes playing local video more fluent

[(process]

1.  Ensure the function have been activated

2. Play local video on Windows Media Player or stormplayer
[expected result]

The video playing is fluent and CPU usage of virtual machine is less than 15%
[tips]

1. The function takes effect only with aDesk

2.

The function takes effect only with specific video player : Windows Media
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Player , stormplayer

3.3.8 Scheduled startup and shutdown for thin client

[(notice)l
Test the function with STD-200H

[(scenario)]

Scheduled startup and shutdown can be configured to avoid startup/shutdown

storm and realize unified management. After the configuration the thin clients will

startup or shutdown in schedule

[(process]
1.  Ensure the function has been activated

2. Modify the startup and shutdown time to 2 , 4 minute later and save

[expected result)

Auto startup 2 minutes later , auto shutdown 4 minutes later

3.3.9 Scheduled startup and shutdown for virtual machine

[(scenario)]

Scheduled startup and shutdown can be configured to avoid startup/shutdown

storm and realize unified management. After the configuration the virtual machines

will startup or shutdown as scheduled

[(process]

1. Ensure the function has been activated

2. Modify the startup and shutdown time to 2 , 4 minute later and save




Sangfor Technologies Co., Ltd.

Block A1, Nanshan iPark No.1001 Xueyuan Road SANGFOR

Nanshan District, Shenzhen, Guangdong Province www.sangfor.com
P.R. China (518055) ' '

[expected result]

Login to VMP console , you can observe the virtual machines startup 2 minutes

later and shutdown 4 minutes later

[tips]

If user is online , the function will not work

3.4 Data access control

3.4.1 Data access control of USB flash drive

[[scenario]

Read and write in USB flash drive can be controlled by set policy set. Read-only

mode for USB flash enables data security in specific case

[operation]]

1.  Enter [VDI options] - [policy sets] , click “Win7" to edit and select
read-only for USB storage

%‘. SANGFOR | vir

Administrator Console »» Edit Policy Set

» Status
» System Basic Attributes
~ VDI Options R b
4 Virtualization Platform
Description:
» VMP
» Virtual Machines
Policy Options
» Thin Clients
» Users Account Options || Virtual Desktop || Graphics Acceleration
» Resources
Logon to Remote Server
» Roles

) PC clipboard ¥ Serial port redirection
» Authentication

¥ UsB storage device ¥ USB printer ¥ USB smart card ¥ USB audio device ¥ USB video device ¥ Other USB devices
» 4

hitelist/Blackli
4 Endpoint Security

Rules Data Access Control
» Policies Clipboard: e esk =
» Built-in Rules Update lJSB Storage:  Read-only v I

Desktop Access Switch

O Hide navigation bar  (Press Ctrl+Shift+F11 to go back to Resources page)

Sangfor WOC

) Enabled

Use your Sangfor WAN Optimization Controller(WOC) to reduce traffic between the virtual and local
» Firewall desktops, and improve user experience.

» Maintenance
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2. Re-login to VDI. Insert an USB flash and try to copy file into it

[expected result)

File can be read but the copy fails

3.4.2 USB camera/high speed camera

[(scenario)]

USB camera and high speed camera can be recognized and normally used with

aDesk

[(process]

1.  Insert USB camera/high speed camera to aDesk
2. Drive installation

3. Open the device and test the function
[expected result]

All functions are realizable for camera

3.4.3 E-bank/Authentication KEY

[(scenario]

E-bank /Authentication KEY is used in office situation. aDesk enables use of

these devices
[(process]

1. Insert E-bank /Authentication KEY to aDesk USB interface

2. Driver installation

3. Open the devices and test the function

[expected result]

All functions are working properly




Sangfor Technologies Co., Ltd.

Block A1, Nanshan iPark No.1001 Xueyuan Road SANGFOR
Nanshan District, Shenzhen, Guangdong Province www.sangfor.com
P.R. China (518055) g

3.4.4 USB white list

[[scenario]
Some USB devices can be used after mapping to virtual desktop. For such
devices you need adding them to white list for mapping by force

[process]

1. Insert an USB device and ensure the driver installed

2. Open device manager in virtual desktop and unfold “Other devices” or
“USB controller” list to find the device

3. Double click the device and check the hardware information to get VID and
PID

4.  Select the corresponding {policy sets] in VDC console , cancel all access

control and click USB device whitelist/blacklist , then add the device’s VID and PID
into the white list
Account Options Virtual Desklop Grapnics Acceleration

Logon to Remote Server

J PC clipboard Serial port redirection Do nOt tICk Off

) USB storage device |/ USB printer L) USB smart card USB audio device |/ USB video device |~ Other USB devices

USB Device Whitelist/Blacklist




Sangfor Technologies Co., Ltd.

Block A1, Nanshan iPark No.1001 Xueyuan Road SANGFOR

Nanshan District, Shenzhen, Guangdong Province www.sangfor.com
P.R. China (518055) ' '

USB Device Whitelist/Blacklist

Whitelist is a collection of USB devices that can be mapped to
virtual machine, while blacklist is a collection of USB devices that
cannot be mapped.
How to View USB Device Details?
| whitelist || Blackist |
@ Add |y Edit @ Delete
[J Dpevice ID Description
[] obs7:8022 hanwang, jb8 usb tablet
[] obs7:8021 hanwang, U+ usb tablet
[] 1ff7:0001 seewo board
[] o4ds:003f EastPort EP900 Card Reader
[] 03e7:0do1 usb_audio
[] 096e:0702 usb ftsafe key
OK | . Cancel
[expected result]

1. Enter virtual desktop and the mapped device is visible in desktop

2. Normal use of the device

3.4.5 USB blacklist

[tips]

1.  For serial port ( COM ) device , you may need a USB converter

[scenario]
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For some USB devices , the desktop performance will be influenced if it is
mapped to virtual desktop. In such case you may add the device into the blacklist

[(process]

1. Check the device’s VID/PID ;

2. Add the VID/PID into blacklist

[expected result]

1. The device cannot be mapped or used in virtual desktop

2. The device can be used in aDesk/physical PC
3.5 Management of user and thin client

3.5.1 Auto update of thin client
[(scenario)]

After the system has been updated , all devices connecting to VDC should update

automatically for reducing user’s operations
[(process]

1. Ensure the function has been activated

2. Update VMP and VDC

[expected result]

Startup the thin client after updating and a reminder for auto update is visible in

the desktop

3.5.2 Message sending from administrator to user

[(scenario)]

Administrator is able to send message to user for direct management

[(process]
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1. Login the 2 accounts test] and test2 with a aDesk and PC to get access to

virtual desktop

2. Login VDC console , enter [status] - [system status] - [online

users)] , click “send Msg” -select “to all users”

-
& SANGFOR | v

Administrator Console Status Aarms || VMP Status

v Status Auto Refresh Disabled v @ Refresh g9 Disconnect 4 « Unfold All Locked Users:0[View] [View Cluster Online Users] Search )

Search plE B |0 usemame « Descrip!
I B/
Y

To selected user | Outbound B..  InboundBps  Outbound B..  Inbound Byt.. Logged in At

To all users

Atest
A Default Group

» System

» VDI Options

» Firewall

» Maintenance
/

PR 2 —
https://192.168.200.99:4430/html/tpl/onlineuserlist html# Page| 1jofit & Show  25//page entry

[expected result]

Both of test] and test2 get the message in a windows pops up
3.5.3 Batch assignation of virtual machine IP

[[scenario]
Unified IP configuration and management of the derived virtual machines
reduces deployment time and O&M cost. However , virtual machine in restore mode
does not support the batch assignation

[process]

1. Login to VDC console
2. Confirm that Agent has been installed and connected to VDC
3. Click the virtual machine you want to configure. Click edit — set IP address

and restart the virtual machine

4.  Click multiple virtual machines and batch assign IP address , then restart
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the virtual machines

[expected result)

After the restart , the virtual machine’s IPs has been altered to the assigned IP

3.5.4 Binding user
> Bind single user and virtual machine

[(scenario)]

By activating the binding , the functions below are available :

1.  Binding specific virtual machine with user
2. Lock the specific virtual machine

3. Set the bound virtual machine free for other users

[(operation]

1.  Select the virtual machine , click “associated users”
2. Check the virtual machine’s status

[expected result]
The status has been changed

> Batch bind users and virtual machines

[(scenario)]

With batch binding of users and virtual machines , multiple virtual machines are

bound with a set of users one by one. Thus you can target quickly the failed desktop

if the seat number corresponds with virtual desktops

[(process]

1. Select the virtual machines you want to configure , click “associated

users” , and modify the association

2. Check the virtual machine’s status
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[expected result]

The status has been changed
3.5.5 Modification limitation of client end’s configuration

[[scenario]]
Requiring admin account can limit the client end’s modification such as IP ,
VDC address to avoid uncontrolled modification
[process]

1. InVDC console , enter [login] - [thin client] - [client change

restriction] and set the new password sangfor123

@ SANGFOR | vitua

Administrator Console

» Status

Default Permission

¥ System
Desktop Display: ()
System esktop Display: Allow
® Deny
» Network
Excluded Clients
» Login
» Login Policy ® beny
» Acceleration AT
Schedule New Thin Clients: ® Aflow

» Administrator ) Deny

) Password required

» Clustering
Client Change Restrictions: (] password is required (to change P address or VDC
() Password is required to change login method (

Personalization
) Automatically download and install updates
@ Launch VDI client upon startup (even for those not having the desktop display permission
) Allow user to change wallpaper

» VDI Options | Default Wallpaper.

[ customize client icon

2. Login to aDesk and try to modify the configuration such as [P, VDC
address

[expected result]

1. A reminder for password appears and when you input a wrong password ,

the permission denied

2. When input sangfor123 , the permission passed
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3.5.6 Customization of startup animation

[[scenario]

Customization of startup animation. The enterprise’s promotion video as

example
[process]
1. In VDC console , enter [login] - [thin client] , tick off [client startup

animation] , and upload animation

& SANGFOR | vius

Administrator Console Thin Client

» Status New Thin Clients: ® Aliow

["vDI Client |[ Third-Party Server |

~ System Deny

» System Password required

» Network
Client Change Restrictions: () password is required (to char

» Login
() Password is required to change login meth:

» Login Policy
» Acceleration

Personalization
» Schedule
» Administrator I Automatically download and install updates
) Clustering @ Launch VDI client upon startup (even for those not having the desktop display permission)

I Allow user to change wallpaper
| Default Wallpaper.

[ customize client icon

Client Cleanup

» VDI Options

2. Restart aDesk and observe
[expected result]

The animation has been changed to the customized one
[tips]
The function are supported only for terminal based on ARM , not x86 or PC

3.5.7 Customization of client icon

[[scenario]

Customization of client icon , the enterprise’s icon as example

[process]
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In VDC console , enter [system] - [login] - [thin client] , select

[ customize client icon] , and upload icon

& SANGFOR | i

Administrator Console Thin Client

» Status New Thin Clients: @ llow

| VoI Client || Third-party Server |

~ System 1

O Password required
» System

» Network
Client Change Restrictions: (] p.

» Login @

» Login Policy

Personalization

¥ Automatically download and install updates
» Administrator

@ Launch VDI client upon startup (even for those not havin
» Clustering

@) Allow user to change wallpaper

Defauit Wallpaper.
lpaper

[ customize client icon

T Client startup animation

Not uploaded yet

Client Cleanup
» VDI Options

» Firewall @ The cl e not logged in for a long time will be removed from the Thin Clients list
1 Inactivity (day): 365
» Maintenance

Restart aDesk , the icon has been changed in login interface

[tips]

The function are supported only for terminal based on ARM , not x86 or PC

3.5.8 Customization of login shortcut icon

[[scenario]]
Customization of login shortcut icon of client end , the enterprise’s icon as
example
[process]

In VDC console , enter [system] - [login] - [ VDI Client] , tick off

[ customize shortcut icon of VDI client] upload icon and save
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& swaror -

Administrator Console [SXEIEY | hird-Party Server
» Status
Login Port
~ System
System

HTTPS Port: 443

Network

@ HTTP Port: 80

Client Options

Network Name:

Schedule Do not pop up dialog if none or only one certificate is found
Administrator ¥ Auto rec if connection is dropped
Clustering

semame and password

¥ Customize shortcut icon of VDI client

WebAgent Settings.

Enable WebAgent for dynamic IP support
» VDI Options

A Selete t G Te:
» Firewall dd @ Delete [JjEdit g Te:

» Maintenance O webagent

[expected result]

The VDI icon has been changed when login with PC

[tips]

The function are supported only for PC
3.6  Security
3.6.1 USB-KEY authentication
[(scenario)]

If the access security is highly required , USB-KEY authentication can meet the

demand
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[process]

1. Please refer to USB-KEY authentication
2.  Power on aDesk , enter login interface
3. Insert USB-KEY
4. Click "USB-Key login”
5. Enter PIN and login

[expected result]

Enter virtual desktop

3.6.2 Password +USBKEY authentication

[[scenario]
If the access security is highly required , password+USB-KEY authentication
can meet the demand

[process]

1. InVDC console , enter [ VDI options] - [users], create test3 with
password 123456 , select “local password” and “certificate/USB key”

@ SANGFOR | vits

Administrator Console

» Status
Basic Fields marked * are required

» System

- Vo1 options Nameifen ] Cerficate/USe key:none
riptior

Generate Certificate | | Import Certiicate | | Create USB Key

4 Virtualization Platform

vmMp Expiry Date: ® Never ) Specified
Virtual Machines Status: ® Enabled () Disabled
Thin Clients
Resources
» Roles
5]
» Authentication Inherit policy set
» Policy Sets Authentication Settings
4 Endpoint Security Primary Authentication Secondary Authentication
Rules ¥ Local password J Hardware ID
Policies
) Certificate/USB key | SMS password

Built-in Rules Update

) External LDAP/RADIUS ) Dynamic token

Require: @ goth Either
Policy Set
» Firewall . X
BolicyjSet Default policy set » ) Create + Associate

» Maintenance
< >




Sangfor Technologies Co., Ltd.

Block A1, Nanshan iPark No.1001 Xueyuan Road SANGFOR

Nanshan District, Shenzhen, Guangdong Province www.sangfor.com
P.R. China (518055) ' '

2. Please refer to USB-KEY authentication for configuration

[expected result]

1. Power on aDesk , in VDI login interface , enter test3 and pwd 123456 ,

then insert KEY , and enter PIN. The login succeed

2. Only enter PIN , login fails ; only enter account , login fails

3.6.3 Password+hardware ID authentication

[[scenario]
If the access security is highly required , password+hardware ID authentication

can meet the demand. In such case , the VDI account is bound with device’s

hardware ID to enhance security

[process]

1. Enter [VDI options] - [users] , create user test3 with password 123456 ,

select “local password” and “hardware ID"

@ SANGFOR | vitus

Administrator Console
» Status -
Basic Attril Fields marked * are required
» System
- Vo1 options Nemelws " Cerficate/uSe key:none
Descriptior Generate Certificate | | Import Certiicate | | Create USB Key

4 Virtualization Platform

vMpP Expiry Date: ® Never O Specified
Wi PGS Status: @ Enabled () Disabled
in Clien obile Number:
Added Tos fest
Resources () Inherit parent group's attributes
Roles () Inherit authentication settings
thentication ) Inherit policy set
Authentication Settings
ecurity Primary Authentication Secondary Authentication
¥ Local password ¥ Hardware ID
! Certificate/USB key ) SMS password

Built-in Rules Update
| External LDAP/RADIUS ) Dynamic token

Require: @ goth Either

Policy Set
» Firewall

Policy Set:  Defautt policy set » ) Create + Associate

» Maintenance
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2. Enter [VDI options]) - [authentication] , click [hardware ID] , select

“enable hardware ID based authentication”

@ SANGFOR | vits

Administrator Console » Hardware ID Based Authentication

» Status

» System Policy Options

~ VDI Options

© Collect hardware ID only

4 Virtualization Platform

I (® Enable hardware ID based authentication I
vmp

W] FIETGS Hardware ID Collecting and Approval

» Thin Clients.
Message on Collecting:

» Users
» Resources
) Roles ) Auto approve any hardware ID (admin need not approve in person)
» Policy Sets
4 Endpoint Security

Rules | sae | | cancel

Policies

Built-in Rules Update

» Firewall

» Maintenance

3. Enter [VDI options] - [policy sets] , create policy sets , name it

“hardware ID" , configure “each user can own a maximum of 1 hardware ID"

@ SANGFOR | viru

Administrator Console »» Add Policy Set

» Status

» System Basic Attributes

Fields marked * are required

¥ VDI Options Name: hardware ID

4 Virtualization Platform
Description:
VMP

Virtual Machines
Policy Options.

» Thin Clients
) Users J Account Options || Virtual Desktop || Graphics Acceleration
» Resources
Account Options
> Roles

@ Log access events
» Authentication

) On user's logon, redirect to resource
> Policy Sets User can only log in during the schedule

All week &
4 Endpoint Security Account becomes invalid if user has not logged in for 0 days (0 indicates no limit)
Rules
Disconnect user if inactivity period reaches 5 (5-43200) minutes
Policies

Each user can own a maximum of | 1| hardware IDs (1-100)
Built-in Rules Update

Allow Private User to Modify Account

) Password ¥ Description ) Mobile Number

» Firewall

» Maintenance.

| save Cancel

4. Power on aDesk , enter username test3 , password 123456 , and login ,

the windows reminds “This account can only be registered on the authorized

terminal. If you need to log in on this terminal, please submit your application to the

administrator.”
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5. Enter [VDI options] - [user] , [hardware ID] , click test3 , and approve

@ SANGFOR | vits

Adi ator Console

» Status @Add + @Delete [JjEdt [ Select v | Hardware ID | dimport ~ [gMove ggMore ~  Associated Resources [ Unfold All Search by Name + Search P| 4 Advanced Search
Search LlE B
laSystem 2 S Group: test
~ VDI Options 2= o Location: /test/
PR —— T;“ Members: Immediate subgroups:0, total subgroups:0, immediate users:4, total users(subgroups included):4
irtualization Platform (Brest
View/Edit Attributes
P A Default Group Ll e
Virtual Machines O Name « Type  Description Public/Private  Status
» Thin Clients O & testt User Private v
0 8 test2 User private v
R — O & test3 User Private 4
o O & test4 User Private 4
» Roles
» Authentication
» Policy Sets
4 Endpoint Security
Rules
Policies
Built-in Rules Update
» Firewall
oS .+ »l @ show 25 /page 1-40f4

@ SANGFOR | v
Administrator Console »» Hardware ID

» Status ©Delete 7 Select + dimport [} Expot @) Unfold All View Al v| @lBack Search by Usemame + | Search 2
» System Search LlE B ‘D Username « MAC Address Host Name Hardware ID Status.
~ VDI Options L 7] 8 s ac-9e-17-1d-de-8e pengz 20D21BE5788BB4633A99BB93D7FB0EAD N ]
Aass
4 Virtualization Platform Rrest
vMP A efault Group

Virtual Machines

» Thin Clients

» Resources.

» Roles
» Authentication
» Policy Sets

4 Endpoint Security
Rules
Policies

Built-in Rules Update

» Firewall

» Maintenance ‘ { Page 1oft » | & Show 25 /page 1-10f1

6. Login again in the same terminal

[expected result]

1. Virtual desktop is accessible in terminal after the administrator’s approval

2. Login with this account at another terminal fails
3.6.4 Combination with Sangfor IAM

[[scenario]

Combined with Sangfor IAM , user will login automatically to IAM device after

the virtual machine’s startup for auditing user’s behavior. The virtual machine’s IP

www.sangfor.com
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will be mapped to VDI username for your convenience

[process]
1.  Enter [system] - [login] - [third-party server] , select “single sign-

on to sangfor IAM"” , and input IAM’s IP address

@ SANGFOR | v:

Administrator Console Thin Client || VDI Client | [RRIENS

» Status

Sangfor IAM
¥ System
» System @ Single Sign-On to Sangfor IAM (To enable this option, go to Sangfor IAM GUI and set city hotspot IP address to IP address of VDC)
> Network 1P Address:
> Login Policy Save Cancel |

» Acceleration
» Schedule
» Administrator

> Clustering

» VDI Options

» Firewall

» Maintenance

2. LogintoIAM , enter [users] - [single sign-on] - [third-party

server] , select “City Hotspot” and fill in the VDC’s IP (192.168.200.110 in this

test) for server address

[ Log Out ] [ Help ] [ Intemal Report Center ]

Navigation Single Sign-On(SSO)

» System Category Third-Party Server

i1 b MBS EmED () Ruijie SAM System
» Objects > Radius Ruijie SAM SSO Program: Download
[Fusers] G e —
4 Authentication =l | » por3

Authentication Policy B TS

> Third-Party Server

» Sangfor Appliance

©J Enable API for SSO using HTTP request

Download Example File

©J H3C CAMS System
» Database
Intemal Portal Server ele v
» Others
4Users
Local Users ) City hotspot
Help Document
User Binding
) H3C IMC
Help Document

IPAMAC Binding

» Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

» Sangfor VPN Commit

3. Authentication method must be single sign-on
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gl, SANGFOR | m11.9

in [ Log Out ][ Help ] [ Intemnal Report Center ]

Navigation 83 | Authentication Policy
plsiae + add |7 Edit | X Delete | v — Search by IP Address + (Search P
» Proxy 0 Mo Name # Enable beal/Domain Users) Move | Delete | status |
ol O 1 public Py % v
el - M e X -
4 Authenicaton RN - sy x v
= . »

Default Policy > | t 3
o e Auth Method ) Open authentication
External Auth Server )
Auth Method Eossword based
Single Sign-On d @ Single Sign-On(SS0)

Custom Webpage

> Action ) Disabled (requests are rejected always)

Internal Portal Server T
For User Fails SSO
aUsers Open authentication
Local Users ® Password based
User Import Auth Server: Local user database v
User Binding Captive Portal: Without Slideshow and Te| v | | Preview |
P&MAC Binding Login Redirection
Go to
» Access Mgt

» Bandwidth Mgt

» Endpoint Device

Back Next
» Sangfor VPN

[expected result]

Pass IAM authentication and VDI user is visible in IAM

3.7 Recovery

3.7.1 Create snapshot

[[scenario]]

When you are going to execute important operation in virtual machine like

putting a patch and installing software which could damage the virtual machine. You

can create snapshot to enable quick recovery if problem occurs. After the operation ,

virtual machine’s status will be stored.
[process]
1. Login VMP console

2. Click {computing]

3. Mouse stays in a virtual machine for seconds. Click [more] - [backup]
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O Refresh @ Add E New Group w Recycle Bin %g Viewv |= Sort v = Select
i - — — —

vdcalex test0005 test0004 test0003_test2 test0002_test3

CPU Usage CPU Usage

Powered off Powered off Powered off Mem Usage
Disk Usage

Mem Usage

Disk Usage

HA

(. =

test0001_test1 vDC3 vDC2 Jackie0003 Jackie0002

> O CPU Usage % CPU Usage
PowerOn  Shut Down N o

Mem Usage

em Usace 43%
] £)  Reboot bo Disk Usage
Console More -

Backup

Powered off Powered off

) Restore

Jackie0001 2 edit

= Summary

Powered off

. More

4.  Select the same storage place as original copy

Create Backup X

Working Datastore Destination Datastore

Datastore Backup Directory

virtual storagevs rep2 v >}

virtual_storage vs rep2 v

Backup
Name: 2017-5-10_10-18-55

Description:
When the destination datastore and the current datastore are the same, you are to take a

snapshot on the current location, which enables to roll back the virtual machine quickly,
however, when disk of the virtual machine fails or becomes unaccessible, you may not recover

Add Scheduled Backup Policy, to plan periodic backup. “

5. Click the virtual machine , [more] - [summary] - [backup]

[expected result]

The snapshot is visible
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for aDesk 13 o :
.% SANGFOR VMP Networking Storage Nodes System @ :i':‘:dmm &.'6%,
z,,_.@.,b,@
€ o =n

[3) Backup 5} Scheduled Backup

2017-5-10_10-18-00

3.7.2 Recovery of snapshot

[(scenario)]

When you are going to execute important operation in virtual machine like

putting a patch and installing software which could damage the virtual machine. You
can create snapshot to enable quick recovery if problem occurs. After the operation ,
virtual machine’s status will be stored.

[(process]

1. Select the virtual machine has been snapshot and make some change in the

virtual machine like installing a software

2. Mouse stay in the virtual machine for seconds , click [more] - [restore]
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£ Refresh (¥ Add New Group | Recycle Bin -8 Viewv {= Sort v == Select Advanced Search

pMemiU=age 2 Powered off Powered off Pow MenDzaoe)
Disk Usage 7% Disk Usage
HA D HA HA HA A

ered off
T = ]

<,

test0001_test1 vDC3 vDC2 Jackie0003 Jackie0002

> O CPU Usage % CPU Usage

Power On Shut Down

Mem Usage Powered off Powered off

] . £)  Reboot bo Disk Usage

Console

Backup

HA -
J D Restore

Jackie0001 5 Edit
& Summary
Powered off
. More

3. We restore to source location as example

Recover X

Recover virtual machine to specific location

(®) Source Location (O Backup Directory () Specified

Benefits: Quick recovery from snapshot on local disk

You are recommended to take a snapshot to back up the latest data before performing
recovery operation.

Run on Node

200.200.5.108 v
Datastore
virtual_storage vs rep2 v

Recover system disk only

[expected result]

The virtual machine has been restored to previous status

3.7.3 Creation of backup

[(scenario)]
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User can create backup for virtual machine in case of the storage damage , server
breakdown or other physical failure. The backup will be stored in non-local storage
and can be restored quickly by rebuilt VMP platform

[process]

1.  Login VMP console

2. Click [computing]

3. Mouse stays in a virtual machine for seconds. Click [more] - [backup)

O Refresh @ Add m New Group B Recycle Bin l!j_g Viewv |= Sort v = Select

i .. — — —

vdcalex test0005 test0004 test0003_test2 test0002_test3

CPU Usage 1% CPU Usage

Mem Usage * Powered off Powered off Powered off Mem Usage
Disk Usage % Disk Usage

test0001_test1 vDC3 vDC2 Jackie0003 Jackie0002
> O CPU Usage % CPU Usage
PowerOn  Shut Down N - .
SRR i i Mem Usage g Powered off Powered off
= ) Reboot 3 Disk Usage
Console More -
Backup

D Restore

Jackie0001 2 cdit

B summary
Powered off

. More

4.  Select a different storage place with the original one
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Create Backup X

Working Datastore Destination Datastore

Datastore Backup Directory

virtual storagevs rep2 v >> 200.200.5.107/local v
Backup
Name: 2017-5-10 11-11-35
Description:

Add Scheduled Backup Policy, to plan periodic backup. “

5. Click the virtual machine , [more] - [summary] - [backup]

[expected result]

The backup is visible

for aDesk 13 )
-% SANGFOR VMP Networking Storage Nodes System @ admin
Super Admin

€ e e I

Backup €8} Scheduled Backup

2017-5-10_10-18-00

3.7.4 Recovery of backup

[(scenario]
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User can create backup for virtual machine in case of the storage damage , server

breakdown or other physical failure. The backup will be stored in non-local storage

and can be restored quickly by rebuilt VMP platform

[(process]

1. Select the virtual machine has been snapshot and make some change in the virtual

machine like installing a software

2. Mouse stay in the virtual machine for seconds , click [more] - [restore]

£ Refresh (¥ Add New Group | Recycle Bin -8 Viewv {= Sort v == Select Advanced Search

Mem Usage 3% Powered off Powered off Pow Mem Usage
Disk Usage 7% Disk Usage
HA m HA HA HA

ered off
T = ]

test0001_test1 vDC3 vDC2 Jackie0003 Jackie0002

> O CPU Usage % CPU Usage

Mem Usage % Powered off Powered off
El . £{) Reboot a Disk Usage

Power On Shut Down

Console

Backup
D Restore

Jackie0001 5 Edit

B3 Summary
Powered off
. More

3. Restore to source location as example
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Recover X

Recover virtual machine to specific location

(® Source Location (O Backup Directory () Specified

Benefits: Quick recovery from snapshot on local disk

You are recommended to take a snapshot to back up the latest data before performing
recovery operation.

Run on Node

200.200.5.108 v
Datastore
virtual_storage vs rep2 v

Recover system disk only

[expected result]
The virtual machine has been restored to previous status
[tips]
The storage place for backup should differ from the original place. If external

storage is not available , user can only execute snapshot

3.7.5 Auto backup

[[scenario]]
Customizing backup time and strategy for virtual machine

[process]

1. Login VMP console

2. click [system] - [VM backup and recovery)
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% SANGFOR VMP

for aDesk

Sangfor VMP Control Panel

Licensing & Service

Licensing
Upgrade license to gain access to
additional Sangfor VMP
capabilities

Virtual Machine Management

High Availability

-\ Migrate to another host if the host
on which virtual machine resides
fails

Logs and Alarms

Alarm Options

Specify alarm-triggering events,

3. Click [backup] - [add]

for aDesk

SANGFOR VMP
A

Compute

Compute

Networking Storage

Service & Tech Support

Technical support is available for
Standard and Enterprise edition.

VM Backup and Recovery
Set virtual machine backup policy

for quick recovery during node or
storage failure

Logs and Alarms

Operational logs and system

Networking

Storage

CJB admin
- Super Admin

Recycle Bin

Restore deleted VM(s) in specified
days

63 admin
. Super Admin

é System > VM Backup and Recovery Backup

Disable Scheduled Backup ® Add £53 Advanced

4. Edit the following content :

(1) policy name “auto backup”

(2 ) backup VM : testl

('3 ) directory : virtual storage vs rep2

(4) periodic : 5 minutes later than present date and time

(5) copies : 12
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[expected result]

Add Policy X
Policy Name: auto_backup -
Description:

I Backup VM: Selected(2) & I
Directory: (O Auto
(®) Specified
virtual_storage vs rep2 v
Add Windows Shared Folder
(O Source Location
Periodic: (® On daily basis
Sunday v
Start Time: 23:00 v
Backup Period: 8 v hours
Copies: Up to 12 vi®
() The backup policy is applied to 2 virtual machine(s) and may take about 6-16 minute(s). The backup
period is long enough. Assess Again -
o

5 minutes later the backup is visible in [more] - [summary] - [backup]

[tips]

The snapshot will be generated in the test , because there is no external storage.

3.8 HA

3.8.1 HA function

[[scenario]

Auto migration of virtual machines on one or several failed nodes (breakdown,

electrical failure etc.) to other node ensures business continuity.

[process]
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1. Login VMP console , select a virtual machine , click “more” - “edit” , to

check the running place

Edit Virtual Machine (test0001 _test1) X
Name: test0001_test1
D Group: Default Group v
- HA: /| Migrate to another node if the node fails. HA Settings
2 :
Datastore: virtual_storage vs_rep2 v
I Working Location:  200.200.5.108 v I
Os: Microsoft Windows 7 64 bit v
Configuration Advanced
Processor 2 cores
Cores In Total: 2
W Memory 2GB
= Disk1 80 GB
= Disk2 40 GB
s NIC1 Bridged to: br_ethO ; IP : 200.200.2...
@ Add Hardware ¥ -

“ Cancel

2. Pull out all network cables of the virtual machine or pull out all disks

[expected result]

aDesk’s connection with VDI break up and constant reconnection occurs. After
the automatic migration done , the virtual machines influenced restart and the virtual

desktop is accessible

[tips]

1. Shared storage ( virtual storage or external storage ) is required to test HA

function

2. Ifthere is no enough resource ( CPU, memory, disk ) in the node which

you are migrating virtual machine to , the virtual machine can not startup after the

migration
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