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| IPSEC VPN é_: SANGFOR

A virtual private network (VPN) extends a private network across a public
network, and enables users to send and receive data across shared or
public networks as if their computing devices were directly connected to
the private network.

Internet Protocol Security (IPsec) is a network protocol suite that
authenticates and encrypts the packets of data sent over a network.
IPsec supports network-level peer authentication, data-origin
authentication, data integrity, data confidentiality (encryption), and replay
protection.

All Sangfor security products support the IPsec VPN.
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| IPSEC VPN S SANGFOR

Build Connection

. Data . ISAKMP lifetime
Transfer rebuild funnel

Phasel: Phase?2:

1. IKE version: 1/2 1. Protocol :AH/ESP

2. Mode: Main/Aggressive 2. PFS

3. SA exch.ong.e: 3. Encryption :
Authentication DES/3DES/AES128
algorithm/Encryption Hash:MD5/SHA
algorithm/DH — 4. SA lifetime
Group/ISAKMP life time 5. Local IP address and

4. Exchange Pre-shared key Peer IP address

5. Exchange and Verify ID

6. Other: NAT/DPD
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Il | iPSEC VPN < saNGFor

1. NSF must have Branch VPN Sites license to establish a IPsec VPN. Another
requirement, the encrypted network segments in both sides of IPSec VPN shouldn’t
conflict. Liensing

* Basic Setlings

Status: ©ictrated (auto-updated If the Intemnet i connécted) Manual Update Time Activated 2024-01-17 1541581
Type: test Authorized User,  20624-|IMD-John  Detalls
Version 8.0.85 Gateway ID; E14D36AB
* Licensing Haow fo Renew License? @
Network
Activated Activated
Gateway SSL VPN
<: Determing how many WAN links and VPN branch sites are aliowed QE. Determing the madmum number of concument users
Expiration Date: Never Expirat:on Date: Never
| - Branch VPN Sites: 10 | - Max Concurrent Users: 10
« Lines! 10

Activated
SOFAST Optimization & BEST Path Selection

n This applies to authorizing Sangfor VPN path sslection templales

and SD-WAN path selection

Expiration Date: 2024-04-16
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| IPSEC VPN Case Study @ SANGFOR

Customer wants to communicate in two sites by using intfernal IP address.

Sangfor:
Static public IP, directly connect to internet.

Fortinet/FortiGate:
ADSL, directly connect to internet.

Customer want to side intranet visit each other
via IPSec VPN

g WAN: ADSL _ WAN: 219.92.X.XX

2 . s
N INTERNET

I j LAN: 20.0.0.29
LAN:10.11.22.8

10.11.22.x/24 20.0.0.x/24

Precautions: Dynamic IP needs to apply for a domain name and use
Aggressive mode.
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| IPSEC VPN S SANGFOR

s

1. Configure the interface and the zone, COhfIQUI’CITIOﬂ path: Network > Interfaces.

Edit Physical Interface

Basics
Name: etht
Status: O Enabled Disabled
Description: Optional
Type Layer 3 -
Zoneg: L3 untrust A -
Basic Aftributes; WAN attribute
Reverse Routing @ Enabled
IPv4 IPvE Advanced
|P Assignment o Static DHCP PPPoE
Static IP: 219.82.2.8124 ®
Default Gateway; 219.52.2.10
Link Bandwidth Outbound = 1000 Mbos - Inbound 1000 Mbps -
Management Service
Allow: NEBUI PING SNMP SSH
oK Cancel
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Il | IPSEC VPN @ SANGFOR

2. Configure the VPN Path, go to Network > Sangfor/IPSec VPN > General Settings > VPN Pat

Network

1. If there are no interfaces available, go to
Network > Interface to configure a WAN interface.
—_ 2. If deployment mode is changed, delete the
existing lines and add it again.

Public 1P:

Status:

% SangforflPSec VPN

single-arm mode and no WAN interface is

It is required in case the device is deployed in ]
configured with IP address.

General Settings

VPN Paths
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| IPSEC VPN

3. Basics

Configuration Path: Network > Sangfor/IPSec VPN > IPSec VPN

Local IP Address:
Input the intranet i v
network segment Of [ —_——.
the local device.

Peer IP Address:
Input the intranet
network segment of
the peer device.

@ SANGFOR

s
Add Connection
Device Name: NGAF
Description: Option
Status: O Enabled Disabled
Basics
Protocol: O Pvd IPvé
Peer IP Address Type: Dynamic IP -
Auth Method: Pre-shared key
Shared Key:
Confirm Key:
Local Qutbound Interface: ethi{CeloomsStatic IF) L
Others
Encrypted Traffic
O Add
Local IP Add...  Local Intranet Se..  PeerIP Addr.. PeerIntranet Ser...  Phase 2 Proposal Route Pri..  Operation
10.11.22.0/24 All Services 20.0.0.0/24 All Services ESP/ SHAL-AES/ MoneES.. 128 Edit Delete

Cancel
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Il | IPSEC VPN

4. IKE Options

Advanced

IKE Options Others

Advanced

IKE Version: © IKEvl IKEv2
Mode: © Aggressive
ble D)
Local ID Type:  Domain String (FQDN) v
Local ID: | www.sanaforcom @
Peer1D Type:  Domain Siring (FQDN) -
PeerID:  www.fortigate-firewall.org @
IKE SA Timeout(secs): 3600 ®
DH Group:  Qroup2({MODP1024) v
DPD: © Enable Disable ®
NAT-T: | Enable © Disabie @

Detection Interval and Max Attempts below are only applicable when DPD or NAT-T is enabled,

Detection Interval{secs):

Max Attempts:

30

(1-60)

{1-10)

oK Cancel

s SANGFOR

Local ID:  www.sangfor,com @
Peer ID Type:  Domain String (FQDN) -
PeerID:  www.fortigate-firewall.org @
IKE SA Timeout{secs): 3600 @
DH Group:  group2(MODP1024) hd
DPD: © Enable Disable @
INAT-T: Enable © Disable @

Detection Interval and Max Attempts below are only applicable when DPD or NAT-T is enabled.

Detection Interval{secs):

Max Attempts:

Phase 1 Proposal:

30 (1-60)
5 (1-10)
AES - MDS "
Encryption Al..  Auth Algorithm | Operation
AES SHAL Delete
@
1/16 entries

cance'
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| IPSEC VPN

5. Other Options

Advanced

IKE Options Others

Max Attempts: 10

IPSec SA Timeout(secs): 28800

Expiration Time: Eriable

© Disable

(1-20) ®

secs (600~864000)

Cancel
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| IPSEC VPN

6. After successfully configuration, we

Status.
Status

Start VPN service

0 nection to Sangfor Device (Hub

connected:0 | Enabled Connections:0

O connec

Connected: | | Enabled Connections:1

(M connection to

Connected:0

Sangfor Device (Spok

Enabled Connections:0

Third-Party De

Vice

Tunnels

X alarm Trigger

Status # PeerMame % PeerDevice T.# Peer's PublicI® Peer'sInternal IP % Outbound

Morma MGAF1 sangfor Appli__.

0 bps

i)

.
-

can see

hroughput on VPN Interfac

the tunnel in the IPSec

=

VPN >

N erface Last hour A
Unit: bps.
1
0.6
0.4
0.2
‘Rdﬁj‘: 18:49:15 18:52:05 18:54:55 18:57:45 19:00:35 190325 190815 1%09:05
[l Outbound:0bps B nbound:Obps
Peer Name - Type here 'C.J
Inbound ¥ SentPacketL.¥ Rcvd PacketlL.® Latency ¥ itter ¥ QOperation
0 bps 0.00% 0.00%

View Details  Disc...

SANGFOR
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| Sangfor VPN

d

Sangfor NSF provides two types of VPN connections namely, standard IPSEC
VPN, and a self-developed SANGFOR VPN, providing the device-to-device

connection. SANGFOR VPN has the following advantages in comparison to

standard IPSEC VPN:

1. Support both ends that are non-fixed IP public network environment.

2. Existence of VPN multi-line technology to achieve VPN link load balancing.

3. Branch users are connected through the HQ Internet to achieve unified control
of the HQ via the tunnel route.

4. The tunnel NAT technology are used to solve problems of multiple branch

network which IP segments conflict.
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Sangfor VPN é SANGFOR

Sangfor VPN is a core component for SD-WAN scenario in NSF, and many
features shown as below, are based on Sangfor VPN,

Network

RIENAIE Multicast Services Schedules

VPN HQ VPN Branch § o o
SOFAST Optimization
a e © Add
& Interfaces O Add ' Refresh @ sorAsT s
= Scenario *  5rc Subnet
Zones (2 Tl Enable SOFAST optimization (@ I
SBLlE i oS Branch-to-Internet via HQ 10.10.10.10/32
1 test &3 Routes

Introduction
&3 Routes
SOFAST optimization is committed to reduci: [ ERUEUEIRIIEE

costs

& Virtual Wires & DNS

W PRSTRGHY0 AR = DHCP

8 o ArP

& DNS

2 DHCP

@ Advanced

B: ARP
indwidth-Intensive ISR

@ Advanced

% SangforlPSec VPN

SSL VPN

9 SangforlIPSec VPN

9® SangforlPSec VPN

VPN Status

) SD-WAN Configuration
SD-WAN Configuration
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| Sangfor VPN i"‘ SANGFOR

Usages of Sangfor VPN:

HQ:
Provides VPN access services, and provides access to account verification of

other VPN users. Sangfor VPN in HQ side requires WEBAGENT configuration and
VPN account for access. Generadlly, server side of the network is HQ.

Branch:
Access to HQ side. Generally, branch as client network.

A VPN device can act as a HQ or branch.
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| Sangfor VPN é SANGFOR

The term of Sangfor VPN:

Webagent:

For SANGFOR VPN interconnection, branch and mobile users look for HQ address to
establish a VPN connection.

You can configure webagent in several ways:
1.1P: Port, €g.123.123.123.123:4009

Applicable to HQ VPN device that has a fixed public IP address of the environment.
2.1P1 # IP2: Port, such as 123.123.123.123 # 221.221.221.221: 4009

HQ VPN device that has multiple lines with fixed IP, and require VPN backups or for
load balance.

3. Web URL format, such as: webagent.sangfor.com.cn/webagent/123.php
HQ VPN device that has no fixed IP environment, such as ADSL lines.

B sangfor Technologies Page 17 8




Il | Sangfor VPN

WEBAGENT addressing process:
(During the addressing process, information is encrypted

with DES.)

Primary webagent

HQ IP add i
My IP address is Q IP address is

X.X.X.X What's the

HQIP
address?
, |  Establish the VPN |
@ = “connecfion  [MNTCRNET

Branch

HQ " What's the HG

My IP address is

X.X.X.X HQ IP address is

XX.X.X

Secondary webagent server

B sSongfor Technologies

a

Page 18

SANGFOR




| Sangfor VPN a4

& _- SANGFOR
-

The basic configurations for establishing a VPN connection between HQ

and branch or mobile are as follow:

(1) HQ: Need to configure VPN path, webagent, and local users.

(2) Branch: Just configure the connection management,

B sangfor Technologies Page 19



| Sangfor VPN

HQ Basic Settings

Edit VPN Path

Interface:
Link Type:
5P
Public IP:
[
Basics
Address 8 Secret Key (rcquired for HQ VPN devics Show Less
Primary IP Address: Static IP:port 192.200.19.55:4009 @
Secondary [P Address: Static IP:port options| @
Secret Key : sesassienas ot
Connectivity Test
Local Subnet
Q add
Local Subnet Netrmask Route Priority Operation
10.0.0.0 24 Edit Delet=

B sSongfor Technologies

1. If there are no interfaces available, go to
Network > Interface to configure a WAN interface. S SANGFOR
2. If deployment mode is changed, delete the

stht

Static IP

China Mobile

existing lines and add it again.

Optional, e.g., 1.1.1.1

M Caklag

Advanced

Intranet Interfacs:

VPN Interface:

Listening Port:
MTU:

MSS:
Broadcast:

Multicast:

Disabled

It is required in case the device is
deployed in single-arm mode and
no WAN interface is configured

L with IP address.

sth3

Example: 114.114,114.1 ] ®
®

Pvé O Auto Assign 139.21.14.254 Specific:
— = ———
4009 (1-65535)
1500 (576-1500) @
0 (550-1460) @
Enable © Disable
Enshle © Disable




| Sangfor VPN

HQ Local Users setting

Add VPN User

Username:
Status:
Description:
Group:

Select Template:

Auth Method:
Password:

Confirm Password:

Show Less

Expiration Time:

Client Certificate Verification:
Tunnel NAT:

Multi-link Policy:

Linda|

© Enabled
Optional
Default Usar Group
global templste
View
Password based
sessesnns

Enable
Enable

Enable

1f the VPN module version of this user is too low and path selection policy is

unavailable, then the user can adopt multi-link policy.

Settings

Disabled

© Disable
© Disable

© Disable

jii

Cancel

Set the Username
and password for
VPN authentication

B sangfor Technologies

Page 21 8




| Sangfor VPN S SANGFOR

Branch setting:

VPN connection: VPN Connection X
HQ Davice:
I [ Set the peer name ]
Status: © Enabled Disabled
Deseription: Optional
e \
Shared Key: et Set the Shared Key, it
must be same with HQ
Primary [P Address: Static IP:port hd Static 1P;port, example: 2['2.':—‘6.131?.' @ ~ | /
Secondary [P Address: Static IP:port ¥ optional @ Sei’ ihe HQ Webdgenf
Connectivity Test
-
CE—— | | Set the username
Auth Method: Password based - L and password
Password:
Protocol: upp - f
Protocol can be TCP or UDP ]

VPN Connection Auto Recovery

Show More
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| Sangfor VPN @ SANGFOR

. |1PSec VPN sangfor VPN

Port UDP 500,4500 Default TCP/UDP 4009; can
modify

Tunnel NAT No Yes

Multi line support No Yes

Tunnel route No Yes

Tunnel service control  No Yes

Tunnel traffic control No No

Multicast service No Yes

Static public IP At least one No

Company support Most company Only Sangfor

B sSongfor Technologies
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| SSL VPN &= SANGFOR

-

SSL VPN for client VPN connection, making customer work convenient
anywhere and anytime.

SSL VPN support:

Win XP, Win 7, Win 8, Win 10;

Linux Ubuntu 12.04.5,14.04.5, 14.04.6,17.04, 18.04.1
Linux Kylin v6.0, v7.0(64bits)

Mac OS 10.8/10.9/10.10/10.11/10.12/10.13/10.14/10.15;
Android 4.0 and later versions;

IOS 9 and later versions; (Need to download a software called Easy Connect
from APP Store)
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SSL VPN i:{% SANGFOR

SSL VPN setting:

SSL Deployment, go to Network > SSL VPN > Deployment. Before you
configure the deployment, you will need to start the SSL VPN service:

Deployment Deployment

As SSL VPN service has stopped, a user cannot connect to 55L VPN to access inte Depleyment

Deployment Mead o Gateway Single-Arm
Gatew ployment i L t uld b d
Med O cat Singla-Arm d | vork, and their [P address d H g of theat
Gatew selected as the deployment made, LAN and WAM interfaces should be con
wetwork and external network, and their IP addresses cannot end with -HA (tag of hearti Interface Settings

Interface Settings LAM Interface:

WAN Interface:
LAN Interface:

=]
o | The virtual interface is not supported, only
the physical routing interface is supported.
and multiple lines are not supported

B sangfor Technologies
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Users management:

Local Users

@ s - W oetete | & Edit | Select *

& Hardware ID LX TOTP Dynamic Token

Local Users

) == g
= B/ P Basic Attributes
1%
Narme: =
Q. Default Group
Description:
Password:
Confirm:

Mobile Number:
Added To: i =

[[] 1nherit authentication settings from parent group
Authenticztion Options

User Type: Pubtic user Q Frivate user

Primary Authentication

Local password  Local database

Assigned Roles

Roles: = o Craate + Associate

Save and Add “ Cancel

B sSongfor Technologies

@ SANGFOR

s

& impont ~ B3 vove £X More ~ Unfold All » Search by Mame = i )
Fields marked * are required
virtual I Assignment: © Aauvtomatic Specifisd 80.00
Expire: © Never expire On date 2029-02-22
Status: o Enabled Disabled

The authentication options only
support local password as well
as Hardware ID and TOTP
secondary authentication

Secondary Authentication
Hardware 10

elect >




SSL VPN

Resources:

Resources Resources
I W peete | & Edit L3vPN
TCP app -~
Basic Attributes
L3VPN
Resocurce group Mame: WebServer

Description:

Type: Othar -

Protocal:

All

Address:
182.188.10.15/1 65535

;

Program Path:

Path could be absolute path and environment variable (e.g. %windir®:).

Added To:  Default group

- dJu.
0O

Enable resourcs

Visizle for user

Browse...

SANGFOR

Fields marked * are reguired
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Bl sSL VPN @ SANGFOR

Roles:

Roles

Roles
@ add ~| | M Deet
Basic Attributes Fields marked * are required
Add Role
By using template
Mame: = Rolel
Description:

Assigned To: | Userl Selact User/Group

Enable Role

Asseciated Resources

i Select Resource

MName Type Description

] WebServer Other

After user is associated to a resource, that
user/group can access the resource via SSL VPN.
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SSL VPN %~ SANGFOR

Login Options:

Login Options Login Options
Legin Port =bAgent Address

HTTPS Port: 4430

Disconnect user if inacti

SEL/TLS Qptisns

SSL/TLS Algorithm: RS

Defense Against Man-in-the-Middle Attack

WekAgent Settings Enable defense against man-in-the-middle attack
It helps to prevent data from being intercepted while user is accessing 35L VPMN. If it is checked, user will be required to type word verification code to log in
Enable WebAgent f
Defense Against Hest Header Attack
Enable defenze against host header attack
saAgent Ad [Access to the following allow r row, wildcards 7 * support

B sSongfor Technologies



| SSL VPN

Client access to SSL

@ Access to SSLVPN @ LccesstoSSLVPL @ Accessto SSLVPN x  +

&« G A Not € c A € C A MNotsecure | 192,200,19.554430/bortal# fservice

- & EASY CONNECT

Default group

OO0 WehServer
oo

@ SANGFOR

== 2
* 6

B sSongfor Technologies
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https://ip:4430/

THANK YOU

Technical Support Service
Email: fech.support@sangfor.com

Community: community.sangfor.com
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