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PART 1

Bl Product Introduction
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| What is Bl ? &= SANGFOR

N

The full name of Bl is called business intelligence. Sangfor Bl is an important
manifestation of the Sangfor IAG team's core value proposition. It is an important
product of the Sangfor IAG team's contfinuous innovation around the core value
proposition of the product.

Sangfor Bl is based on the new architecture of the original convinced IAG external
report center, based on massive online logs, and provides a variety of behavior-
aware applications based on the application store. Each application helps
customers solve a business problem.
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> SANGFOR

| How to install Bl ?

l

1. Installation Environment
Hardware requirement

a)Software installation: Between 8GB to 16GB; Required free disk space: 0GB above (Higher is
beftter)

b)Recommendation PC specification: Quad Core with RAM 8G ram and above.
c)Disk format: NTFS
d)Do not support installation/backup to network drive.

e)Must be installing at Window Server 2008 R2 /2012 with é4-bits OS and later, support data
synchronization from lower DC version to higher version using updater package

As the shown below: _
=

SANGFOR_|AM V12.0.13 Bl Installation and Update Configuration Steps.pdf
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| Installation &= SANGFOR

N
2. After installation complete, access the Bl and the password will be the same as the
previous Report Center’s password. You will be prompt to change password upon login

I ‘J g gence x + l:_i_g_-

%< b A Not secure | Btps//192.168,19.89:44 30 /store/m &t ndex.phn?f ) <r ) e :
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| Configuration

3.Go to System > Sync Task.

> ) Business Intelligence w013 Data Anaiytics Apps

System
€ Starus
4, Llicensing

9 Sync Task

R

App Options

% LogExport

o

System Cptions
¥ Admin Account
B Schedule

¥ Logs

L Disk Usage

Sync Task

s Refresh X Delete

No.  Sync Task

v 1 SYNC

System "v“ 0 message & Welcame, admin

Sangfor Business Intelligence
Be Aware of Online Behaviors
Dig for Data of More Values

Paer Devica Description

0 SYNC_TASK
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| Configuration S SANGFOR

3. Enter the Name, Password and Description. You can select which date that you want
to start fo sync the logs and what type of logs that you want to sync. Click “More” for
other sync options.

Add Sync Task

Sync Task Select Logs:
@ Al
=l & Activities

Name: SYNC

Password: [ ceneee - [of| Website Browsing
Retype PWD: | eweese - [ File Upload (i
Description: SYNG ~ [« IM Chats

- |of| Application
Sync Options More... (=} & Duration

- o Traffic

. bl - [of| Online Durati
Sync logs generated since | 2021-08-22 - ning Lurauon
- |of| Others (]

- |of| Attachments
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| Configuration

g SANGFOR

3. After clicked the “More”, you able to select the sync time that you want. Besides, you
also can remove older logs and attachments by tick the first option and also select the

second option to compress the data being synchronized.

Add Sync Task

Sync Task
Name: SYNC
Password:
Retype PWD: sessen
Desaption: SYNC

Sync Options

Sync logs generated since | 2021-08-22 @

T n - ~
Sync Time: | 00:00 O 23:59 C

) Remave older logs and atachments ever baen
synchronized ovidl f

[C] Compress datz bemng synchronized (incurs
OK  Cancel

F—
E] ¥ Duration
i @ Traffic
: W Online Duration
o Others
-~ Wl Attachments

coc
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llll| Configuration

3. The sync policy is now created.

o0

o5
- Lo

M= Wt

3,08

I ——

') Business Intelligence w013 Data Analytics Apps ~ System

)x‘ 0 messaqe ‘ Welcome, admin «

Sangfor Business Intelligence
Be Aware of Online Behaviors
Dig for Data of More Values

*  Log Expert

€@ System Options

S1e
Sy Sync Task
€ Status (3 Refresh 4 Add X Deleto
& LUicensing No. Sync Task Psar Device Description
| 4 1 SYNC 5 SYNC_TASK l
8@ App Options v
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| Configuration

4. Configuration on IAG

Path: Go to IAG WebUI, System > General > Report Center and Click Add.

Add Sync Policy X

Enable
IP Address: 1192.168.20.89
Type: | BA
Policy Name: SYNC
Pre-Shared Key: o
Web-Access Port: | 443 @
Commit | ] Cancel

B sSongfor Technologies

Page 10




| Configuration S SANGFOR

4. After that, test the connectivity and you able to start to sync the logs.

repor center L.

Sync Policy || Internal Report Center |

=5 Add X Delete | + Enable @) Disable "\ Device Name
[[] Mo. IP Address Policy Name Web-Access Port Status Qperation Delete
D 1 152.168.20.85 SYNC 443 v 'ﬁ @ External Report Center x

1 Alert:Test connectivity with the external Report Center
successfully!

i ) Alert:You have successfully sent sync notice to
external Report Center. Please wait,

] Close
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| Configuration S SANGFOR

4. Now you can check the Peer Device number will become 1 which means one device
connected with this Business Intelligence.

System

y Sync Task

€ Status ‘,',,", Refresh == Add X Delete

& Licensing [ | No. | Sync Task Peer Device Description
¥ 1 SYNC E SYNC_TASK

1 Sync Task
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PART 2 Composition and
Implementation of Bl
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Il | Implementation of BI § SANGFOR

® |IAG (13.0.80)

Business Intelligence 3.0.2

® Data aggregation, modeling,

elipleyy In the fut th tem | o)
. n the future, other system logs may be
® Based on the Orlgmo' external summarized: one-card system, access control
report center platform system, etc

Page 14 8
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lll| Implementation of BI &= SANGFOR

N

Business Intelligence

S<

Metropolitan area network

#Internet

\

|
I e O eI i e : Page 15 8




JVAEE Compare the
Original Datacenter
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| New system Interface S SANGFOR

Contfinuously develop applications and explore the value of data in a systematic manner

The new system interface, as shown below

' & } Business Intelligence vid2 Data Analytics Apps System

© Mare Apps

Bandwidth Analytcs Electneity Waste Analytics Inernet Access Analytics
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Il | What are the Applications? & SANGFOR

With the rapid development of information technology, education/government/enterprise has
entered the era of big data,

corresponding to this, How to make massive amounts of data for daily decision making, and
make data better for education/government/enterprise services.

For a new research direction.

Report Center

Event Analytics

Internet Access Analytics

Bandwidth Analytics

Leased Line Analytics

Electricity Waste Analytics
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| Compare the Original Datacenter & SANGFOR

Major improvements:

Ul is more experience-oriented, design style is more cool

The underlying framework is rectified, the application coding is simpler,
and the requirements are raised to land more quickly.

Able to receive more kinds of data, not limited to IAG, such as one-

card system, access control system, etc.

B sangfor Technologies Page 19 8



| Compare the Original Datacenter

The original report center is presented as an application

Smooth setup of system settings, the same way of operation

Docking built-in IAG, with external deployment

Bl system configuration is equivalent to DC system management

‘f- 3 3 B B@peet Craler PR
‘ ’ Business Intelligence vzo02 Data Analytics Apps (o wl cestsoend

Bundwizth Disiauton

Apzheatian Cassgeey Tratllz Ratkbig iy Leer

Report Center Bandwidth Analytics
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PART 4

Introduction to the
Applications
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Il | Introduction to the Applications S SANGFOR

The new applications are Event Analytics, Internet Access Analytics, Bandwidth
Analyfics, Leased line Analytics, Electricity Waste Analyfics, as shown below:

g : :
l’ Business Intelligence w0z  DataAnalytics Apps  System § Unvead message (B Welcame, ademir

© More Apps

Bandwidth Analytics Blectricity Waste Analytics Internet Access Analytics
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| Report Center @ SANGFOR

Report Center is used to record data and statistics of Internet users. Business Intelligence is divided
into internal and external Business Intelligence, the device comes with built-in Business Intelligence,
because storage space is limited, if customers want to save a lot of logs, we recommend installing

an external Business Intelligence.
Business Intelligence will be accessing using port 443 which is “https” protocol.

Business Intelligence able to support other browsers other than IE, such as Firefox, Google chrome,
and all other browsers that supporting osx by default.

Business Intelligence needs to be installed on a separate server, synchronize the log generated by
the IAG, for customers do queries, export, and other operations.
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| Report Center S SANGFOR

B

| ancron Bl consists of below three items:
Web Server Client access data 1. Data Center program: for
| —I::;’ SANGFOR center via web . .
SANGFOR browser data synchronization
< = 2. Database programs: used to
Web i Data Center Servi
Tl o stae || Data Conter Sovice store data
client Input data fnto 3. WEB service: Query user data
v = [

Transfer data to
| ‘ Self-Develop ] external data center

Database
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| Report Center @ SANGFOR

When to use External Report Center?
1. User want to keep logs for long term, but Internal Report Center has limited storage.

2. External Report Center has attachment files indexing function, Internal Report Center
does not have.
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llll| Report Center-User Requirement & SANGFOR
Scenario Background

Customer requiremenT )

1. Audit IAG online behavior, including e-mail attachments.
2. Reporting stafistics, through keyword search logs

3. The audit logs need to keep at least 60 days

Reqguirement analysis
From observation,1 day's log will consume 1.5GB for internal report center, thus it needs
0GB to save 60 days logs. But customer device only have 80GB, thus we need install

external report center.
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Report Center

How to use external report center ?

Al Overall Activities

[E] Dashboard TR
Internet Activities

Logs Overall Activities
Posting/Microblogging Ranking
* Traffic Statistics Incoming/Outgoing Email Ranking

Mast Popular Applications
Internet Activities

URL Category

Endpoints
URL Category Access Trend

Top Talkers of URI
Search

Per-User Statistics
Rrporl'.

Per-User Statistics

Overall Actvities

File Upload Ranking
IM Ranking
Term Search Ranking

Application Access Trend

Top Talkers of URL Category

Most Popular Posts

Qverall Activities

By Lser Group
By Endpomt Device

By Location

Intemet Activities > Uverall Actrotes

Options

Show Tep 10

Ronk By: Requests for URL
Period

Period: 2015-09-25 00;00 to 2015-09-25 23;59
Filter

User/Group all

Go More Ophens

- SANGFOR
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| Report Center = SANGFOR

N

How to use external report center ?

Report Center
vii0

What's New adren

Joard Syne Tash X' System D, X, System St X Systerm Logs X All Activities Overall Ac. % Overall A All Activities

Al = All Activities Lo = All Acivini 2015-09-25 00:00.00 [ | A 2 B options || & Expor

Dashboard Tirre Take; 0.3%%  Pardodds 2015-06-2% 00.00:00 to 201 - 5339 All Day Avthon s Fwpest = Column -

No. Username Group Endpoint Device App Category Application Action Time Details

1 182.200.19.228 fdefault [1 Unknown Visit Web Site Uncategorized v log 2015-09-25 10:52:49
2 192.200.19.96 (default 2] Unknawn Visit Web Size Soarch Engine v log S 2
Traffic Statistics e
3 192.202.19.102 {default [ Unknown NET Protocel NITBIOS @ Rejecy ———T015-09-25 10:35:05 =}
g resed Nkt - 192.200,19.111 Jfdefaul w Uk nown NET Pistocod \HAETI?_S- = e _O Rrj—-‘i 2015-09-25 10:3%:0% n
5 162.200.48.111 (default (31 Unknown NS ——"DNs @ Reject 2015-09-25 10:35:01 o
G 192.200,19.111 fdefault GIPC____——— Visit Web Site Othess @ Reject 2015-09-25 10:34:01 =]
Entries Dr Page:: 50 v e <P zll3)la)ls [6 |7 [8] « >
Details Show Less §

-
AV a Users 192,200.19.22 Grougs sdelault

Reports

Source IR 192.200.29.228 Endpoint Device: Unknawn
Location: Not specified

URL category Uncategjorized

Domain localbestlocaldomain

URL httgsyNocalhastlacaldomair

Mors Dptioes
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| Event Analytics 3@ SANGFOR

Usage scenarios

1. Infectious epidemiological analysis can avoid large-area infections, can be
perceived in advance, and can be intervened in advance.

2. Analysis of vicious incidents, using the network to conduct personal attacks on others,
such as personal attacks, such as the principal

3. More additional events, which can be analyzed with custom keyword phrases

Principle of implementation

It is suitable for analyzing whether a certain type of event occurs according to a specific
keyword group, providing data analysis, showing the person who generates the network
behavior of a specific keyword and its details, facilitating tracking of certain types of
events and intervening related personnel, and preventing certain classes The
occurrence of the event.
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| Event Analytics S SANGFOR

'V

Detailed configuration

1. Set the keyword phrase of the event

2. Through the analysis of access to the website, IM, mail, microblogging forums
and other logs appear in the keyword phrase (remove interference)

3. Give the person who has the most access to the keyword phrase
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Event Analytics S SANGFOR

‘

Description

Bl is a keyword-based versatile analysis template, more of which is reflected in the risk warning,
the risk of the epidemic, and the risk of students participating in a vicious event. The instability
caused by national emotions, etc., through the deployment of Bl, can sense the risk in advance
and achieve the purpose of early intervention and early processing. It is not only applied to
colleges and universities, but other similar governments and enterprises must have similar needs.

Precautions:

1. An event-aware template is built into the system: Porn Involvement
2. A total of 30 events can be added

3. The event-aware app does not currently support report export
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| Event Analytics SANGFOR

Configuration is as follows

> e —
Generating dats on *eriod; 2018-11-01 % 2015:31:30 [%] | | & Restore Defauits

-

Summary

Internet Improves communication efficency and

facilitates infoomation acquisition. However, Intemet § Cover Picture: default j[ 1] v Upload
full of urheatthy stuif as porn that pase huge risks on
Summary:

Internet improves communication efficiency and facilitates

teenagers's mmental health, study arvd characters, even

fesding to crimes, This application analyzes internet information acguisition. However, Internet is full of unhealthy stuff
atcess logs fo detect the possibility of porn as porn that pose huge risks on teenagers's mental health, study
involvemens and recommend human intervention and characters, even leading to crimes. This application analyzes

Internet access loas to detect the oossibility of oorn involvement
Keywonds Free Africa creampie porn
Free Alex divine porn
Free Alyssa hart porn
Free Anal casting porn

Free Anal surprise porn
Learn More Free Animated porn

Free Aoi parn
= — Time Range: O since now
Porn Involvement " Specified
Users Since Date:

0

Show More

El o
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| Event Analytics

Application effect is as follows

- - 7-9]
Porn Involvement | shepping

Users Users

0

Generating data on

Summary

Internet improves comenunicaton efficiency and

facititates informatian acquisition, However, Internet is

full of unhealthy stuff as porn that pose hwge ks on
teenagers’s mental heslth, study and characters; even
leading to crimas. This application analyzes Internet
access logs to detect the possibiity of porn

isvolvement and recommend human intervention.

@H & Restore Defaults |

Keywords

Free Africa creampie porn

Free Alex divine porn Free Alyssa hart porn
Free Anal casting porn

Free Anal surprise pom Free Animated porn
Free Aci porn Free April neil porn

Free Arab dad porn

Free Arabian mommy porn Load More
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lll | Internet Access Analytics &= SANGFOR

N

Background

1.The operation and maintenance personnel are expected to be able to intuitively grasp the
traffic distribution of the infranet users online and whether the configuration compliance policy
is effective; whether there are bad network behaviors; whether there is a security risk;

2.How to reflect the value of operation and maintenance personnel on the operation of
equipment

Target customers:
goverments, enterprises, colleges and universities, operators, etc

Value

1.Monitor the overall network traffic status, traffic distribution and Internet behavior status of
each user.

2.Performance of work

B sSongfor Technologies
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Internet Access Analytics &= SANGFOR

Application effect is as follows

Op Internet Access Analytics

£ Options
App Bandwidth Distributig App Bandwidth Distribution(KB/s) Visits Abpar 77 ¥ Current Region: Malaysia Most Active Apps
Microsoft ... Priva Microsoft . M RemoteD... M Private IP Online Users: 7
1000

search Eng
0 | - g ., 5 —, - - 2 oS < 4 RemoteDesktop

08.2%1 D400 0500 : 7 ey < e :

12200 1&00 20000 00 . Microsoft Data

App Traffic Distnbution Top Notorious Apps By User

Microsoft

Jser Traffic Distribution ¢ gviS s
Traffic Distnbution [ : fop Notorious Websites By User

Destination  Visits
China

lapar

Jnited States
Singapore

ndia

357 (default)

Ken-Test @

A319%

Jdefault A

8B

1248
24B% e
7.6
- —_ . . P
0.07% 3.61% 1.93% 06% 103

Hemote . News f

Micros. Remote News P T Redat Search .. Bicros... News P Enterta... SinaClo.. IT Relat
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| Bandwidth Analytics &= SANGFOR

N

Background

The operation and maintenance personnel cannot grasp the network bandwidth
usage:

Want to know if the internal network bandwidth is sufficient, and what is the
application of high bandwidth consumptione

Understand traffic usage from the app and user dimensions

B sSongfor Technologies
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| Bandwidth Analytics

Target customers
Operation and maintenance personnel

> SANGFOR

l

Value

Operation and maintenance personnel grasp the ufilization of equipment bandwidth:

Intuitive display of intranet bandwidth overload information, high bandwidth consumption
applications

Rank fraffic from the app and user dimensions

Principle of implementation
Collect IAG bandwidth usage data
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Bandwidth Analytics

Instructions

After the branches are successfully connected to the Bl, the bandwidth
analysis application is analyzed for a single device.

When analyzing different branch devices, you need to [Reset] related
configuration.

| Ken-1AM12.0.13 w Sedect Application

Ken-IAM12.0.13 =
Application Fuzzy masen (4 Snlwrtnc
sangfor_IAM ' ot e e B | '
= = ol Al Web Streaming Media

g Options (53} DNRs AliDawnload Tooks

Visit Web Site AR Py

Bandwidth Ovesiosd Thresholds

| Ken-iAM12.0.13 w || | JEREEEE
i Weesdy Cverivad; in pezt 7 doys Bandwickh was overbaded for 3 days

Social Natwecking Al Streem Media
0A

Mail
tothly Overload: In pact 31 dwys bandaidh was averinaded for 14 days

How Duration of Bandwidth-Intensive Applications is Calculated?

Trallic Percest (%) | 20

S S

KenlAM12.0.13 w || 1 ‘
e ol i = Apolizaties: | Dowrload Tools F2P,F2P Straam Media Wed Strsam Me

o O

FEEEEEEEEEEEEEEE
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| Bandwidth Analytics @% SANGFOR

Application effect
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| Leased Line Analytics &= SANGFOR

N
Background

The IT operation and maintenance personnel cannot evaluate whether the
bandwidth of each leased line is sufficient and whether bandwidth needs to be
increased.

The IT operation and maintenance personnel cannot evaluate whether the
bandwidth usage of each dedicated line is reasonable, and whether the
bandwidth of the service application bandwidth is good enough.
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| Leased Line Analytics &= SANGFOR

N

Target customers
Customers with multiple leased lines

Value

Evaluate whether each leased line bandwidth is sufficient and whether it needs
to increase bandwidth

Evaluate whether the bandwidth usage of each leased line is reasonable
Evaluate the bandwidth quality of each leased line service application

Principle of implementation

Analyze the real-time traffic of the leased line and evaluate the duration of the
load above the upper and lower limits

At the same time, it is analyzed by what application the dedicated line is
occupied by which users.
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| Leased Line Analytics

Scenes to be used

There are multiple lines in the customer environment
Leased line traffic through IAG device

The leased line traffic does not pass through the |IAG device, but the traffic can
be mirrored to the IAG device.
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Leased line Analytics &= SANGFOR

Application effect

Leased Line Analytics View By: Day (24 1= ] [ % Options |

Lings 1

< Throughput - Leased Line (zxc)

I Overall Bandwid

2001 8- 1 7 G2 00
Outhounmd 1) MBS
@ Inbound 3,14 MIb/s

| Most Active | Leased Line Total »| I Top Apps on Leased Ling lotal »

Username Traffic Percent App Traific Percent

T ys By Tra G ;
Top Apps By Tr ken! 342G 80.36% IT Related 339G3

App kon12 178 80ME 18.32% NetworkNeghbors 122249M8
1 Related 192.168.100.100 S5.80MB Microsoft update 117.08M8
NotworkNelghbaors Others 0.00B RemoteDeskiop 6.19M8
Merosoft update Al £ 5GE Software Download 6 08M3
RemoteDeskion IT industry 283Ma
Scftware Download Search Englne 205M8
it 05 Update 495,303
SepchyEnging Nows Partal 24.47K8

05 Updat >
il Microsoft Data 86.52k8

! Poral
News Portal Others 676233

Microsodt Date 425G3
3

Others
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Jlll | Electricity Waste Analytics &= SANGFOR

N

Background

With the popularization of electronic office development and the improvement of
office efficiency, some employees' bad work habits have caused waste of
resources. By analyzing the online behavior of employees, they identify users who
have not shut down and provide reference data for enterprises. Used to internalize
internal resources

Value

Through the Office PC Electricity Waste, you can know how many people in the
internal network do not have the habit of shutting down after work, so the wasted
resources can also be known, providing a visual reference to the unit.
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| Electricity Waste Analytics

1. Online audit policy configuration Application and Flow/Online Duration audit
2. Do not shut down the definition, confirm the analysis department

o i
GFOR | 1«
Sdier

S AuditPolicy

¥ Craoec

Narms;

J Osscristion:

| | Audit valay
l ¥ Access Mot I Applcation

| . | # Flawf@aling Du

» Ocvancec

Calculation Formuda

L sange Cornnnl

B sSongfor Technologies

Electricity Waste Analytics

Tipe Prior to monitonng electricty waste, go 1o IAM GUI and enable aff

Managemeant » Policies » Audit Policy

How Electricity Waste is Detected?

© ©

Traffic Going Through IAM Unit Application Traffic Heartbeat Packets

How Costs of Electricity Waste is Calculated?

CostsinaDayPerPC = 8hrs oy v [1000W * Electricity Price 1.7 uUsD v /Kw

[F1Count in 24 hours for Saturday/Sunday

@ SANGFOR



| Electricity Waste Analytics @ SANGFOR

Application effect

@ Home > By Department > ¢

Electricity '
@ Home > § Eiectnaty Waste By User ‘.kel'ﬂo

Department default Duration Estimated Losts

Departments; /default 9 6 5 8 9 6
iP Addrpds 192168 168.110 hn . usp

L

default

) Eiectricity Waste Detected

2018-07 2018-08
Mon Tue Wed Thu Frl Sat Sun Mon Tue Wed Thu Fri Sat Sun
1 1 2 3 4 5

s -0 900000
9 10 n 12 13 14 15 o o 15 16 17 18 19

16 17 18 19 20 21 22 20 2 22 23 24 25 26
23 24 25 26 27 28 29 27 28 29 30 n
30 3
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JXUEN Upgrade, Authorize,
Admin Account
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| Upgrade

The Bl software upgrade principle after Report Center 11.0
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| Authorization

B Currently only supports testing
B Avuthorization for official purchase has not been provided yet
B Temporary authorization fime for paid apps is 180 days
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| Admin account S SANGFOR
N

Auditing and querying user network behavior is likely to infringe on the right to freedom of
communication and privacy. In this case, the corresponding authorization management is
involved:

Permission Mll| Assign permission to selected applications x

Only check the Search for logs, only the log

center app permissions, you can only view [y | fecion permission to it applaions

the Home, Log Query, report center, all " =TT = I
other apps are hidden B | |- @ Banwidth Overload Anatytics

1 krmission|  permissi
« Office PC Electricity Waste SiTaON

« Report Center

Only check Make statistics and reports, the s
app has permission to access, and the log | 4 Internet Access Analytics
center hides Log Query and report center imeeinye

lect ‘
=lect

-~

v

Hide System without checking System | |

Cancel

APP Permission
Assign permission to selected applications e Q. Cancel
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| App Options

Business Intelligence vio2

Data Analytics Apps System

C Restore Defaults

Departments (It does not count In the ussr groups baving ot assigned to any department

+ Acd

Name

Business Intelligence

Be aware of online behaviors
Dig for data of more values

Sub-Department

System

@ Status

8, Licensing + Adda X Cenr
Ken-Test

9 Sync Task

i £l o mxN

ém -~ Non-ViP

default
Departments

-

/local users/kon-222
JMlocal users/ken-111
flocal users/Ken-Test

Ken-Test
Ken-Test

Ken-Test

O  System Options

B sSongfor Technologies

Page 51




| Application update é“ SANGFOR
1.Bl realizes networking and uses IAG as a springboard to access the
network.
2.Get technical support expiration date and app update are all done
through IAG

3.Get the technical support expiration date and app vpdate is
synchronized to the Bl through the synchronization function to achieve
the update (port 810)

Precautions:
1. Bl and IAG devices are connected, and you need to release the

2. When Bl uses a bandwidth analysis application 1o connect to a multi-
branch IAG device, you need to release the
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| Licensing Scheme

All application-paid applications can be used by simply giving the IAG device an
application license. Go to System > Licensing, as the shown bellow:

View Devices Able to Authorize This System

No. Device Name Gateway ID Device Type
1 Ken-taM12013 AASSEETE Autharizad
2 sangfor IAM 79175673 Authorzed
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JNANY Sync Logs

B sSongfor Technologies




| Synchronize logs to external Bl & SANGFOR

IAG has limited storage space. It is usually recommended to synchronize logs to external
Bl. External Bl can expand storage space as needed and reduce the load on the |IAG
device itself.

"“"‘“— 182.158.20.89
Type: BA
Litering Purty £

o et
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| Synchronize logs to Syslog Server & SANGFOR

Support importing logs to syslog server. Note: IAM12.0.27 and BI3.0.8 and newer versions
support this feature.

Log Export

Log Export  System > Log Export
| Enable log export

Log Option Servers

Syslog Server

#| Enable Syslog server

Syslog Server. Ione entry per row. IP address and port are seperated by colon (2),
examples:

200.200.20.1:514

[2001:4008::1]:514
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| Synchronize Logs to FTP Server @ SANGFOR

Support importing logs to FTP server. Note: IAM12.0.27 and BI3.0.8 and newer versions support this

poire. = I

Log Export  System » Log Expon
#| Enable lag export

Log Option Servers

Syslog Server
Enable Syslog server

FTP Server
# Enable FTP servar s will yparted to specifind sarver veary 5 minutes aft notAin

Rasc Settings Server Address

Server Port: 21

Export to Path:

FT0 Server Authentication
Test Vabaity

Advanced Send emall alarm when FTF server sncounters error SNTFP Server
Settng

Compress exported logs
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| Question

1. What kinds of application analysis are included in BI?

2.  Which two application analysis requires activation licensing?

B sSongfor Technologies




THANK YOU
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