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Copyright © Sangfor Technologies Inc. 2022. All rights reserved.

Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter referred
to as "Sangfor") and its affiliates reserve all intellectual property rights, including but
not limited to copyrights, trademarks, patents, and trade secrets, and related rights to
text, images, pictures, photographs, audio, videos, charts, colors, and layouts as
presented in or concerning this document and content therein. Without prior written
consent of Sangfor, this document and content therein must not be reproduced,
forwarded, adapted, modified or displayed or distributed by any other means for any

purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part,
may be not within your purchase scope or usage scope. The products, services or
features you purchase must be subject to the commercial contract and terms as
agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor
disclaims warranties of any kind, either express or implied, for the content of this

document.

Due to product version upgrades or other reasons, the content of this document will
be updated from time to time. Unless otherwise agreed, this document is used for
reference only, and all statements, information, and recommendations therein do not

constitute any express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-

us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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About This Document

This document describes the mail server configuration guide for email
notifications in Google and Microsoft of Sangfor Internet Access Gateway(IAG).

Intended Audience

This document is intended for:

e Network design engineers

e O&M personnel

Note lcons

Indicates an imminently hazardous situation which, if not avoided,
will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

|!!| NOTE Calls attention to important information, best practices, and tips.
NOTE addresses information not related to personal injury or
equipment damage.
Change Log

Jun. 15, 2022 This is the first release of this document.
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1 Gmail Configuration

1. Access to the Gmail website app password.

o gle Account Q

Review security activity

Home

B e

Personal info
Signing in to Google

C® Dataand privacy

e
»(xx

2, People and sharing

Password >
B3 Payments and subscriptions

2-Step Verification @ on >
® About

App passwords None > |

Ways that we can verify that it's you

at it's really you signing in of 1o con

vity in your account

Recovery phone >

Recovery email >

2. Create an application password.

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.

Select the app and device for which you want to generate the app password.

Select app Select device v

Mail
GENERATE

Calendar

Contacts

YouTube

Other (Custom name)
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3.

It will generate password automatically

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step

Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.

Select the app and device for which you want to generate the app password.

X

Configure the related information in the IAG as below:

GENERATE

Navigate to System > Advanced > Notification > Email Notification.

Insert the google auto-generated password.

]

Navigation

» Status

b Prosxy

¥ Access Mgt

» Online Activities

» Bandwidth Mgt

b Activity Audit

» Endpaint Mgt

~ System

» Custom Application
* URL Database

» Service

» IP Address Database
* Schedule

» Keyword Group

» File Type Group

* Location

I Network

b Firewall

4 General
5 Licensing
* Administrators
» Date/Time
[ Update
» Alarm Options
* Global Exclusion
» Backup/Restore
» Custom Webpage
* Report Center

» Device Correlation

I» Diagnostics

Category

<«

MNotification

* Web UI

» Proxy Server

* Remote Tech Support
» Syslog Server

# Central Management
* Device Name

» Server Certificate

* Redirection/Proxy

» SNMP

* DNS Service

» Other Options

» Notification I

SMS Notification || Email Notification |

Icenlral Management | This page is editable

Enable

QOutgoing Mail Server
Sender Address:
SMTP Server IP:
Server Port: 465

|4 Authentication required

“:gmail.com

smtp.gmail.com

Username: Egmail.com
| T |
|
Send Test Email
Contents
Specify contents sent through email in authentication and self registration scenarios.

Authentication Verification

Email Contents:

®

[Verification code] Your verification code is <VERIFYCODE=.

This code is valid for 5 minutes.

Self Registration Approval (i)

Message Upon
Approval:

Message Upon
Rejection:

Restore Defaults |

[Motification] Dear <USER>, your application for <REGTYPE> is

approved.

| Restore Defaults |

[Motification] Dear <USER>, your application for <REGTYPE> is
rejected. If you have any questions, contact the administrator.

Restore Defaults |

Commit
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5. Click the Send Test Email to test for the validation.

Send Test Email

Recipient Address: @sangfor.com ‘

| Commit H Cancel |

Ir Vi codeis 3 pm— | T

2 Microsoft Email Configuration

1. Accessto

https://account.activedirectory.windowsazure.com/AppPasswords.aspx

2. Click create to create an application password.

B2 Microsoft ser

additional security verification app passwords

To sign into Outlook, Lync or other apps installed on your computer or smart phone, you'll need to create an app password. When prompt
password instead of your work or school account password.

You can use the same app password with multiple apps or create a new app password for each app. How do | get my apps working with a;
Note: If you are an admin of a Microsoft service, we recommend not using app passwords.

Bookmark this page

NAME DATE CREATED
19/10/2021 Delete
02/06/2022 Delete
23/03/2022 Delete
19/10/2021 Delete
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3. Insert the application Name and click next.

) password

Enter a name to help you remember where you use this password.

p—
Name:| -Tes

4. The password will be generated.

Passwo rII:. _ - I A—

Mote: This password will not be displayed again.

copy password to clipboard

Version 01 (Jul.15, 2022)
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5. Configure the mail server's information as below:

o Navigate to System > Advanced > Notification >

e The Password is the application password generated just now.

b Status Category < |uouﬂutlon
¥ Proxy » Web UI SMS Notification || Email Notification |
b Access Mgt > Proxy Server Central Management | This page is editable
b Online Activities » Remote Tech Support Enable :
» Bandwidth Mgt » Syslog Server
— - Qutgoing Mail Server
b Activity Audit » Central Management
) Sender Address: L
» Endpoint Mgt » Device Name
SMTFP Server IP: smtp.office365.com
- System ¥ Server Certificate
Server Port: 587
» Custom Application -

» Redirection/Prox - .
Y I authentication required

» URL Database
» SNMP Username:

» Service

» DNS Service Password: srssssssisansnas
» TP Address Database

Schedule ;B e Send Test Email

Keyword Group > Motification I

' Contents

2R EEL Specify contents sent through email in authentication and self registration scenarios.

» Location

Authentication Verification (i)
L Email Contents: [Verification code] Your verification code is <VERIFYCODE:>.
. This code is valid for 5 minutes.

| Firewall
4 General

* Licensing | Restore Defaults |

+ Administrators
Self Registration Approval (i)

» Date/Time

[ Update Message Upon [Motification] Dear <USER>, your application for <REGTYPE> is
Approval: approved,

» Alarm Options

» Global Exclusion

» Backup/Restore | Restore Defaults |

> EEEm L Message Upon [Motification] Dear <USER>, your application for <REGTYPE> is

» Report Center Rejection: rejected. If you have any guestions, contact the administrator.

» Device Correlation

:
| Restore Defaults |

|- Diagnostics - | Commit

6. Click Send Test Email to test the send email validity to confirm the email is

correct.

Send Test Email

Recipient Address: @sangfor.com ]

‘ Commit H Cancel \

Ir vV codeis 2 pzmm—) || T
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3 Precautions

1. To connect to the mail server, kindly ensure the device able to access the
internet directly to the mail server and the related port number without

restriction.

2. The above method might change according to the Google and Microsoft
policy, including the mail server address and port number. Therefore,
please ensure the mail server and port number is the same as Google and

Microsoft.
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