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Copyright © Sangfor Technologies 2024. All rights reserved.

Unless otherwise stated or authorized, Sangfor Technologies (hereinafter referred to
as "Sangfor") and its affiliates reserve all intellectual property rights, including but not
limited to copyrights, trademarks, patents, and trade secrets, and related rights to text,
images, pictures, photographs, audio, videos, charts, colors, and layouts as presented
in or concerning this document and content therein. Without prior written consent of
Sangfor, this document and content therein must not be reproduced, forwarded,

adapted, modified or displayed or distributed by any other means for any purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part,
may be not within your purchase scope or usage scope. The products, services or
features you purchase must be subject to the commercial contract and terms as
agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor
disclaims warranties of any kind, either express or implied, for the content of this

document.

Due to product version upgrades or other reasons, the content of this document will
be updated from time to time. Unless otherwise agreed, this document is used for
reference only, and all statements, information, and recommendations therein do not

constitute any express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-

us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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About This Document

This document is Sangfor Checks' user manual.

Intended Audience

This document is intended for:

e Sangfor Products user
e Partners

e Engineers

Note Icons

Indicates an imminently hazardous situation which, if not avoided,

will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

i Calls attention to important information, best practices, and tips.
LLINoOTE

NOTE addresses information not related to personal injury or
equipment damage.

Change Log

Jun. 01, 2023 This is the first release of this document.
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1 Overview

1.1 Background

With increased product quantity and complexity, business operations become
challenging. In response, we have developed Sangfor Checks, a one-stop
solution for business and business-related goals.

1.2 Features

1.2.1 Health Check and SP Installation

The current version of Sangfor Checks includes two main features: Health
Check and Service Packs.

Health Check support 6 products: Network Secure, Cyber Command, IAG,
Endpoint Secure, HCl and VDI.

Service Packs allow users to download service packages for Network Secure,
Cyber Command, Endpoint Secure, and IAG. However, users can only directly
patch the service packages for Endpoint Secure and IAG.

2 Installation

2.1 Download

Sangfor Checks can be downloaded from the Sangfor Community.

2.2 Installation

2.2.1 Online Environment

After downloading and decompressing the file, you can double-click
aCheck.exe to run Sangfor Checks. Run it as an administrator to avoid

errors caused by insufficient permissions.

Version 01 (Jul.11, 2024)
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- o X
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= Pictures & Share
Pin to taskbar
u Yideor Restore previous versions
= Local Disk (C:)
# CD Drive (D) CC Esend 2
Cut
& Network v
W'J;tem-, 1 item selected 419 MB Copy [ .-
2.2.2 Offline Environment

When using Sangfor Checks in an offline environment, follow these steps:

1. Download Sangfor Checks on a PC connected to the Internet, decompress
the compressed file, and run Sangfor Checks to download the patches or
Health Check plugins.

2. Transfer all Sangfor Checks files to the offline PC. You can either directly
copy or compress the files before transferring and then decompress them
on the offline PC.

3. You can now use Sangfor Checks in an offline environment.

A | | = | sangfor_Checks - ] X
Flie Home Share View o
« - A > ThisPC > Local Disk (C:) » Sangfor_Checks vo arch Sangh »

A Name - ¥ Date modified Type Siz
s Sangfor_Checks_v5.0.2B08121711_SEA 15/0872024 13:3 e fo
:sz:l’:ms ‘: mSang’nr_(he(ks_vio,ZBDau’l711_SE_A | 1o/mes0ea 04 mp 1 Fil= ( 234,036 KB
[5] Documents
& Pictures ¢
License
D Music
tools
[ videos
@ OneDrive
3 This PC
P 30 Objects
B Desktop
[Z Documents
¥ Downloads
D Music
& Pictures
[ videos
£, Local Disk (C:)

Manage Sengfor_Checks_v5.0.2B08121711_SEA
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2.3 Operation

2.3.1 OS Compatibility

Supported: Windows 7, Windows 10, and Windows 11.

Not Supported: Windows Server 2008 and above, MacOS, and Linux.

2.3.2 Run Sangfor Checks

Decompress the downloaded package and run aCheck.exe.

LNoTE

1. Run it as an administrator to avoid errors caused by insufficient permissions.

2. Create a desktop shortcut for easy access.

2.3.3 Update Sangfor Checks

For more information, see Chapter 3. 5. 2 System Upgrade.

2.4 Login

You can log in to Sangfor Checks with a Partner Portal account, Sangfor

Community account, or WeCom account.

2.4.1 Partner Portal

Partner engineers can log in with a Partner Portal account to use all Sangfor

Checks features.

2.4.2 Sangfor Community

Customer engineers can log in with a Sangfor Community account to use

partial features of Sangfor Checks.

Version 01 (Jul.11, 2024)
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2.4.3 WeCom

Sangfor staff can log in with a WeCom account to use all Sangfor Checks

features.

3 User Guide

3.1 Home

The Homepage will show the banner slider.

(B SANGFOR Checks a

. x
& SANGFOR Checks m Services  Advanced  System Feedoack  @UserGuide @ € () a7 v

@ SANGFOR

SPOTLIGHT ON
COMMUNITY ARTICLES

Check out the featured articles contributed by users!

Read More <&

Services

- L. 20 @0

Click the icons under the Services or Quick Access section to visit the

corresponding function module.
BB SANGFOR Checks a

é SANGFOR Checks m Services Advanced System Feedback @ User Guide € £X ﬂszr«-- -

COMMUNITY ARTICLES

Check out the featured articles contributed by users!

Read More <&

Services

q
Quick Access <

A s instalaton G oevice check

3.2 Device Health Check
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Device Health Check is crucial to device maintenance. Devices are regularly or
irregularly checked to spot and fix any potential failure or issue, aiming to

extend the device's lifetime and ensure production efficiency and security.

3.2.1 Principle

Sangfor Checks is a framework whose core capabilities, such as Health Check
and SP installation, are supported by different product line devices. The

workflow is illustrated in the following figure.

1. Connects to the device using an IP address
and a password.

2. Checks whether the device and device
version are correct.

3. Determines whether health check or SP
installation can be performed via Sangfor
Firmware Updater or SSH connection.

4. Uploads the check package/SP after the
It i ted.
SANGFOR Checks POTE = comnece Product

5. Performs the check, installs the SP, and
generates results.
6. Synchronizes the check/installation result to
SANGFOR Checks.

7. Generates the check report/SP
installation result feedback.

3.2.2 Procedure

3.2.2.1 Network Secure Health Check

Log in to the Network Secure 8.0.47 console, go to System > Administrator,

and select Factory Support for Management Method, as shown in the

Version 01 (Jul.11, 2024)
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following figure.

- O O Notsecum  apad/192.168.1.1 Y frameworkohpemod s /mod systemy s adminindex

Administrator

For Network Secure 8.0.47, configure the interface as shown in the following
figure and disable captcha option. The console port is 443, and the SSH port is
22345 by default.

Edit Physical Interface X
Basics
Name: eth1
Status © Enabled Disabled
Descripfion |optional
Type: Layer 3 v
Zone L3_untrust_A -

Easic Atfributes VAN attribute

System Upgrade: Temporarty uss this interface for system upgrade (| Remaining Period: 07:35:03

IPvd IPvB Link State Deteclion Advanced
IP Assignment: © Static DHCP PRFoE
Static IP: 1982.168.1.11/24 6]
Mext-Hop IP: 192.168.11 ®
Link Bandwidth:  Outbound 1024 Mbps * Inbound 1024 Mbps A

Management Service

Allow: WEEUI PING SHMP SSH

Save Cancel

Version 01 (Jul.11, 2024) 10
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€5 NGAF Platiorm Home  SOC
System
® General Settings Web Ul
Lanquage:

Web Ul Options

Device Name:
HTTPS Part

S5H Port:

Idle Timeout (mins):
Login Gapicha

Full View ™

TLS Protocol (&

Login Security

Per-User Max Logins

Max Login Attempts

Max Concurrent Sessions:

Monitor Policies Objects

Menu name

& License has been updaled and takes effect after device restarts. Restarting device may disconnect the network. Please perform fl

Network SMTP Server

English

SANGFOR NGAF
443
22345
120
Enable

Enzble © Disable

TLS1.0 TLS1.1

System Time

Hosts Licensing Privacy Options.

locations

For Network Secure 8.0.83, 8.0.85, and 8.0.95, the console port is 443 and does

not need to be separately opened, and the SSH port is 22345 by default, which

requires enabling configurations as shown in the following figures.

Allow:

Link Bandwidth:

Default Gateway:

Outbound 1000

Management Service

WEBL PING

Edit Physical Interface X
Basics
MName: ath1
Status: © Enabled Disabled
irtual Systems: public "
¥pE Layer 3 -
Zone:; L3_untrust_A M
WAN attribute
IPvE Advanced
Fassignment: @) Static DHCR FPFoE
Static IP: 182.168.1.2:24 @

182.168.1.1

Mbos

s -

nbound 1000 -

Mbps

Cancel
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Administrator X

Username:  admin &

Description: Administrator
Login Security Page Privileges
Authentication Policy: Password-based auth =
Password: Change Password
Management Method: Web L Web AP

“ Can=

In addition, select Disable for Login Captcha, as shown in the following figure.
Otherwise, the connectivity test will fail. Enable login captcha after the health

check is complete.

(i) Cloud-Delivered Protection is activated. Network Secure will compare |P addresses with the IP reputation data
System
Web Ul

G) General Seftings

Language: English

Web Ul Options

Device Mame: SANGFOR Network Secure

HTTPS Port: 443

S5H Port 22345

dle Timeout (mins): 1000

Login Captcha: Enakls

Full iew D ©Q Enable Disablz

TLS Protocal ©: TLS1.0 TLS1.1

pability Update

Legin & it
2 Troubleshooting SQInSecarty

Mazx Concurment Sessions: 10
12 SHMP

Far-User Max Logins: 10
@ Administrator Mazx Login Attempts: 10

B virtua

& Maintenance
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For Network Secure 8.0.47, 8.0.83, 8.0.85, and 8.0.92, configure the Task

Settings according to the following figure and click Start.

B SANGFOR (hecks C

& SANGFOR Checks Adenced  Settings bk @ User Guide @ 5 () sz

Task Settings

Single Task Multiple Tasks

Check Connectivity

After-Sales OBM  Pre-upgrade Check  Harchware Test

3.2.2.2 IAG Check

Log in to the IAG console, go to System > General > Advanced, and click
Remote Tech Support. Then, select Enable admin access via LAN/DMZ
interface for Update and click Enable Firmware Updater, as shown in the

following figure.

orinel
cnat

O &

Configure the Task settings and click Start, as shown in the following figure.
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B SANGFOR Chects

& SANGFOR Checks Home m Adiced.  ‘Settings Fdiock @UserGuide @ 8% () 2

Task Settings

Q Check Connectivity

3.2.2.3 Endpoint Secure Check

Log in to the Endpoint Secure console and go to System > System >
Network. On the Advanced tab, select Enable and ensure that the port

number is 22345 in the SSH Service section.

Click Save.

On Sangfor Checks, go to Services > Task Settings, select the Single Task

tab, and configure the following parameters.

Device Type: Select Endpoint Secure.

Username: Enter admin (or root for Linux deployment).
Console Port: 443,

SSH Port: 22345.

Admin Password: Enter the console login password or root user password.
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e Scenario Category: Select Specific Function.
e Scenario: Keep the default selection or select one as needed.

e Select | have read and accept.

3. Click Start.

SANGFOR Checks - o x

i‘ SANGFOR Checks Home @ Advanced Settings Feedback @ UserGuide &) £ 01.30"“1549 -

Task Settings

Services
) Single Task Multiple Tasks
Task Settings
Device Type: 5
Nan
Device IP 21682053
Adenin Password ® Check Connectivity

enario Category: O Specific Function () After-Sales OBM  Pre-Upgrade Check | Hardware Test

3.2.2.4 HCI Check

Log in to the HCI console, go to System > Port Management, and click Enable

in the SSH Port section. Disable the SSH port after the check is complete.

ng Storage Nodes Reliability aSecu

SSHPort &

Ao S5 3ecess P acaress

Configure the task settings and click Start, as shown in the following figure.
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(3 SANGFOR Checks =&
€ SANGFOR Checks Home @ Advanced System Feedback @ UserGuide @€ ¥ ﬂ 52784~
Task Settings
Services
Single Task Multiple Tasks
T
Service Packs I Console Port l
Installation P
Admun Pacsword: | sosssssees
v © After-Sales O&M  Specific Function  Pre-upgrade Check  Hardware Test  Dynamic
Scenano H
I The d and P! I
San all

3.2.2.5 Cyber Command Check

Log in to the Cyber Command console and go to System > System > General.

On the Web Ul tab, select Temporarily Enable SSH in the Remote Control

area and click OK.

@) Cyber Command =D

1 Inactivity Timeout

1 High Performance Mode

0 &

Version 01 (Jul.11, 2024)
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On Sangfor Checks, configure the Task Settings and click Start, as shown in

the following figure.

SANGFOR Checks

€ SANGFOR Checks Home @ Advanced Settings feedback @ UserGuide @ £ ﬁsu-“- v

BNl  Check Connectivity

3.2.2.6 VDI Check

Log in to the VDC console and go to System > O&M Configuration. On the
SSH Maintenance, select Enable temporary admin access via LAN interface

or Enable temporary admin access via WAN interface area and click Save.

] Via Dositop Contoler v enre (] Cicmang 5

I System
© Licensing 0&M Configuration
Remote Maints
0= Integrated Piattorms emote Maintenan ee
Ensvieq for2anowrs  Enabied shays € Dasbisa

@ Netvore
Upgrade Maintenance

® aaministrators

Enabie lsmporary 8NN SCcess via LAN interface
Enabla temporary admin access via WAN inforface

§5H Maintenance

Enable temporary aGmin 3ccess via LAN interface

Enabla temporary admin access via WAN infsrtace

@ update
€ Backup and Reslore
= “ L& Frotocol
& sso Protocol Varsion s

Q User Experience Setings

Endpoint Network Maintenance

On Sangfor Checks, configure the Task Settings and click Start, as shown in

the following figure.
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SANGFOR Checks - o x
i‘ SANGFOR Checks Home @ Advanced  System Feedback @ UserGuide € 4% ﬁ col*ang@sangforcom ~

Task Settings

Services
y Single Task Multiple Tasks
Task Settings
Tasks
X * Device Type: vDC

Check Scenarios
Service Packs Optional: Username: | Optional Cansole Port: | Optional SSH Port:

Installation Name: Optianal

Tasks

[ * Device IP 0. 46 ]

Management
| * Admin Password: | seueeeees

]

* Scenario Category: ‘O After-Sales O&M  Specific Function  Pre-upgrade Check  Hardware Test  Dynamic

* Scenario: Full Health Check v

I [ Ihave read and accept the EULA, DPA

Save the username and password (which will be automatically cleared after you exit the client or after 8 hours)

Log in to the VMP console, go to System > Service & Tech Support, and click
Enable in the SSH Port section. Disable the SSH port after the check is

complete.

for al

» .
0&‘. SANGFOR VMP Home Compute Networking Storage Nodes

Super Admin

&« System > Service & Tech Support

Sangfor provides hot line service, community service, version upgrade, on-site service, etc. Both standard edition and enterprise edition offer
those services.

Operation and Maintenance
1. SSH port controls the access to the console. For security reasons, enable it only when it is necessary.

2. Disabling SSH port will affect functions such as migrating VM across clusters, adding node and replacing node. To use these

functions, make sure SSH port is enabled.
Disable SSH port

Technical Support

1. Technical support staff guide you through setting up Sangfor VMP and getting the most out of your edition.
2. To reach our team, send an email to tech.support@sangfor.com or call customer service (+60 12711 7129 (7511))
3. Note: Standard edition provides technical support over phone. Enterprise edition provides remote operation and troubleshooting

(For enterprise edition, technical support over phone requires Sangfor customer service number).

1. Online Knowledge Database: Customer can search for technical information from Sangfor community online knowledge database
(For example, solutions, techniques, etc).

2. Online Technical Support: Ask questions and share experience with Sangfor technical support online about use and skills about
Sangfor.

3. SP Download: Service patch can be downloaded to update the software.

4. Access Community http://community.sangfor.com

On Sangfor Checks, configure the Task Settings and click Start, as shown in

the following figure.
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SANGFOR Checks

Task Settings

€ SANGFOR Checks Home @ Advanced System Feedback @ User Guide

Services
Single Task Multiple Tasks
Task
T:
VMP
Check Scenarios
Service Packs Optional: Username: Cansole Port: SSH Port:
Installation Name:
Tasks.
~Device IP: 10. 15

Management

* Admin Password:

“Scenario Category: O After-Sales O&M  Specific Function  Pre-upgrade Check ~ Hardware Test  Dynamic

*Scenario Full Health Check

B 1 have read and accept the EULA, DPA

Save the username and password (which will be automatically cleared after you exit the client or after 8 hours)

3.2.3 Multiple Tasks

o

x

© ﬁ col****ang@sangforcom -

On Sangfor Checks, go to Services > Task Settings. On the Multiple Tasks tab,

click Download Template.

B SANGFOR Checks
& SANGFOR Checks Home @ Adwnced  Sattings

Task Settings

Single Task

© New mport

Device Type Scenario Category Scenario Name Device 1P

Fill in the template according to the actual situation.

QUserGuide & & 6527.... 2

Admin Password

Operation
B Optiona
B e

[

Version 01 (Jul.11, 2024)
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. A 8 c ) G H K L M N o 3 -} R s T u v

vide

=Rows starting with a n

as filling-i

IAG for IAG. ) Fill in Crber Command for Cyber Command. d) Fill in Endpoint Secure for Endpoint Secure.

alid. If

s used by default after the

s
r-Sale

ssword
0N,

username, provide the new username.

Port: Opt e the new
t: Optional
The

o has been changed,

t login port i
been changed, provide the new S t is us

sed g check records with the

template file + a

Import the template.

8
| & SANGFOR Checks Home @ Advanced  System Feedback @ User Guide
= 3

Task Settings PC > disk (D + Sanglor + Sanglor Check e
es-  wEznE -0
Single Task Multiple Tasks conf ~ & 10 =
ab
rs
db base
@ OneOrive s
public
Check Scenarios mport | oumioad Templat v S80S

L
THEN): - " -
-
SANGFOR Checks .
|

& SANGFOR Checks

Advanced Settings Feedback @ User Guide @ £ ﬂ 527"

Task Settings

: Single Task Y
Task Settings
Tasks
B Detete
Check Scenarios
B optiona
Service Packs ol - - »
Installation
Endpoint Sec . - N -
Tasks
Management HC1 . - 4

1B Detete

Save the username and password (which vill be automatically cleared after you exit the client or after & hours)

=
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3.2.4 Check Result

3.2.4.1 Tasks

After completing the check, go to Services > Tasks to view the result. The

following operations are supported.

[ovestion_ osetpgen ]

Check Again Perform the check again. You can check abnormal entities only to speed up
the process.

Obtain Report | Report the check result to check whether the device is running. Bulk
operations are supported.

Report View all entities' check results and fix recommendations for risky entities.

View Details View the detailed check process.

Delete Delete the check record. The deleted record cannot be restored; you can
only perform another check to obtain data. Please operate with caution.

History Only the latest record is displayed for a gateway ID. To view earlier records,
click View All.

Import/Export | Import or export the check result from or to Sangfor Checks on another
computer. Bulk operations are supported.

Bulk Obtain Select multiple check records and report them at a time.

Reports

Download Download one or more PDF or Word reports. If you select Export to DOCX,

Report reports will be merged into one. Up to 40 reports can be merged.

Bulk Delete Select multiple records and delete them at a time. The deleted records
cannot be restored, and you can only perform another check to obtain
data. Please operate with caution.

Continue Ignore the pre-check errors and continue the check.

3.2.4.2 Check Report

View a report: Go to Services > Tasks. On the Tasks page, click Report in the

Operation column to view the report, including normal entities, abnormal

entities, and alerts. You can filter entities by category and optimize the
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configuration according to the recommendations.

@ SANGFOR Checks

LI -] ﬂszr“' v

€ SANGFOR Checks Home m Ad d t Feedback @ User Guide
Tasks
Device IF
Nar
@ AvtoRefresh  Refresh Import
No.  Device Gateway 1D Device IF N, v Heal Time C Report. taty Operat
1w . IAM13.0.62 peci.. 91 2024-06-17... N © Comp
2 Ha - - 6.100-2024 2024-06-17 ... No © Comple.
e - - AB047.238  Speci.. 8 2024-06-17 .. N © Comple.
AFB: Specl.. 86 20240617 . N © Compl
Secure o W - AF8092485  Spedi 20240617 .. N © Compl
=l At AFBOBS312  Sp 7 2004-0617 .. N © Comple.
60239431 o 2004-06-14 . N © Compl
8 [Sp 51530800 peci.. 88 2024-06-14 .. N © Compl

Download a report: Go to Services > Tasks.

o
On the Tasks page, click Report

in the Operation column. On the report details page, click Export to PDF or

Export to DOCX at the bottom.

8 SANGFOR Checks

& SANGFOR Checks Home

& Check Report

Network Secure 20210617 104126

EFAESED]

4 © Stability

4 WA starus QD) |

2

ExporttoPOF l Export to DOCX

QB ﬂszv---- v

29 23

Ignore an entity: If an abnormal entity or alert cannot be fixed due to the

environment or other issues, click Ignore next to the entity. In the Edit Notes

pop-up window, enter the reason and click OK. No scores will be deducted for

an ignored entity.
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SANGFOR Checks - o X

Edit Notes

Upload a report. Go to Services > Tasks. On the Tasks page, click Obtain
Report under the Operation column. If the message Report obtained
successfully is shown, and the status in the Reported column has changed
from No to Yes, it means the report has been uploaded.

After you click Obtain Report, device check information will be collected for
operational analysis to provide better services.

SANGFOR Checks - o -
ﬁ" SANGFOR Checks Home @ Advanced Settings Foodback @ UserGuide @& €% ﬁ [FrEC
Tasks
Services

[ Typ I *  Gateway IC D I

Scenario Category: - Select v Version: Type here Status: Selec

Time Checked: Select D MName: Type here

@ AutoRefresh  Refresh g Import

nice Type Gateway D Device IP Name Wersion Sce.. © Health.. © TimeChec.. - Report. = Status Operation
G 22C6043F 10.13040.35 IAM13.0.62 Speci.. @ 2024-06-17 .. No @ comple... Check Again  Obtain Report  Report v
b= | FFFFFFFF...  10.131.198.41 - 6.10.0-2024-... Speci.. 0 2024-05-17 ... No @ Comple... Check Again Report v
stworkSecurs  EFAEBEDI 107433132 - AFBOAT238  Speci. BT 2024-06-17.. No © Comple..  Check Again  Obtain Report  Report v
stwork Secure  7CBCDCAG  10.90.3.82 - AF8.0.83.76 Speci.. 86 2024-06-17 .. No @ Comple... Check Again  Obtain Report  Report v
stwork Secure  4387COF8 1090.3.61 - AFB002485  Speci.. 77 2024-06-17 .. No @ Comple..  Check Again  Oblain Report  Report W
stwork Secure DEESB44C 107433431 AF3085312  Speci. T8 2024-06-17... No © Comple..  Check Again  Obtain Report  Report v
idpoint Secu... 1071212, 10744066 - 60.2.3343.1.. Speci.. 67 2024-05-14 .. No @ Comple. Check Again  Obtain Report  Report v
dberComma,.  BOFAABBE 10745489 - SIS3.0600  Speci. 83 2024-06-14.. No @ Comple..  Check Again  Obtain Report Report v

Displaying 1 - 100f & Entries pecPage 10 = | &inall o

3.2.5 Check Scenarios

3.2.5.1 Scenario Categories

Two scenario categories are available: After-Sales O&M and Specific

Functions. Select the corresponding scenario as needed.
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After-Sales O&M: Check the device's security and stability. In a typical after-

sales scenario, check a device to ensure stable O&M.

Specific Functions: Some "Project Delivery Category" scenarios are
predefined, such as Standard Check and Continuous Threat Detection, to

check whether the functional configuration of devices meets requirements.

3.2.5.2 Predefined Scenarios

Predefined scenarios cannot be edited or deleted, including Standard Check,

Security Check, and Function Check.

Standard | Check the devices' security and stability.
Check

Security Check the devices' security, such as open ports and weak passwords.
Check

Function | Check the specific scenario functions and configurations according to the
Check customer scenario.

3.2.5.3 Custom Scenarios

Custom scenarios can be added, edited, and deleted. Please note that the

scenario name must be unique.

13 SANGFOR Checks

Create Scenario

Deice pe
cenano ory. Al ales O8M

3.3 Service Packs
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SPs are installed to update software to fix vulnerabilities, enhance

performance, and improve other deficiencies. It ensures the device's security,

stability, and functionality, effectively improving user experience, protecting

system and data security, and maintaining software competitiveness. You are

advised to pay close attention to SP release news, check or upgrade devices

regularly, and back up and test to ensure a smooth upgrade. On Sangfor

Checks, SPs need to be manually downloaded and installed.

3.3.1 Installation

SPs can be installed in two methods. Method 1 is recommended for accuracy

and simplicity, which can detect available SPs on a device and provide an

installation portal accordingly.

3.3.1.1 Method 1

On the Services > Tasks page, click Report in the Operation column. On the

report details page, if an SP is available, click Upgrade Now.

B SANGFOR Checks

& SANGFOR Checks Home m Advenced  Settings

& Check Report

Network Secure 20240817 142226

0.47.238 View Details 432132 EFAEBEDT

29

4/© stability

“wasars QD QEENID

;

Export to PDF Export to DOCX

o

k. @UserGuide @ & n 5a7aeee

23 3

3.3.1.2 Method 2

Go to Services > Service Packs > Installation.
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Configure the parameters and click Start Upgrade. You can install multiple

SPs.

B SANGFOR Checks o

& SANGFOR Checks Home m Advenced  Settings ek @UserGude @ () 27

Installation

Device

e Device Type: Select the corresponding device type.
e Admin Password: It is set to admin by default.

e Device IP: Example: 192.168.1.1

e Select SPs: Select the downloaded SPs of the device.

e Optional: Username (admin by default), Console Port (51111 by
default), SSH Port (22345 by default).

LLNOTE

The password set for Admin Password is valid for 8 hours and will be cleared after quitting

Sangfor Checks.

3.3.2 Tasks

This page shows ongoing or completed Health Check or SP installation tasks.

3.3.3 Management

3.3.3.1 SP Download

Go to Services > Service Packs > Management. On the Management page,

click Download under the Operation column of an SP or select multiple SPs
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and select Bulk Operations > Download.

3 SANGFOR Checks o

& SANGFOR Checks Home m Advencsd!  Settings ook @ UserGuide @ 3 () 1317 ss24

@ AutoRefresh  Refresh import SP Bulk Operations mport SP Offline More

evice Ty 5P Name Ser npact Durat..  Dependent SPs Time Released Status Operation

3.3.3.2 SP Export/Deletion

Go to Services > Service Packs > Management. On the Management page,
click Open or Delete under the Operation column of an SP or select multiple

SPs and select Bulk Operations > Open or Delete.

SANGFOR Checks - o x
—’;‘ SANGFOR Checks Home @ Advanced  Settings MR @ucrGude @ & () s v
Management
Type Al Network St W Endpoint S Hl

@) AutoRefresh  Refrest Import P Offiine More
8 Deiceny. SN {Dura.. DependentsPs me Relessed ¢ Sutis Operation
oA 37110113
m A A6 s None 20740410 Downloaded  View Deta
45,05 Spreek Onln ¢ 3
] NGAJ % andat: = - - None 2024-01-08 En i mivad Vi
= €Q1_8085.bin
_ spArOs SpreeR028 :
Noas A0S SpreeR 028 ng - None 2023-1030
063.in

3.3.3.3 SP Export

1. SP export: Choose More > Export to export SP information.

2. SP import: Click Import SP Offline to import the SP information obtained in
step 1 and then click Import SP to import the SP.

Version 01 (Jul.11, 2024) 27



Sangfor Checks V5.0.4 User Manual

[ SANGFOR Checks a X
s SANGFOR Checks Home @ Advanced Systmi Feedback @ User Guide @ £3 ﬂ 5270 v
Management
Type Il NSE G CyberCommand  EndpointSecure  Hyper-Converged Infrastructure
SP Name: Service Impact +  Dependent SPs: - Status
Time Updated: t )
@ AutoRefresh  Refresh Import SP Bulk Operations. Import SP Offline More ‘
Download
B Device Type SP Name. Service Impact Impact D..  Dependent Status ion
Export
SP_AF_05 SprecR On (©]
NGAF s Service Restart 10min None
SP_AF_OS_SpreeR 03
NGAF _8085bin Network Restart 10min None 2024-05-30
Restarting some services
SP_IAM_JG_37_1101-  will not affect the busine
L. 137020check phg s andwilnotcausenet TSNS Nome 2o
work disconnection.
NGAF :‘;:F-OS-’(‘-“‘“"-‘ Network Restart 10min None 2024-06-03
NGAF SPATIG2BBOON onice Restart 10min None 20240531 . Download  View Details

3.4 Advanced

This menu contains different app modules.

The product-operation, aDesk_tools, and aDeploy apps in the Service Tools
module will be automatically started after SANGFOR Checks is started. If a

check task fails, a manual restart is required for these tools.
product-operation: It is used for device check and SP installation.
aDesk_tools: It is used for VDI checks.

aDeploy: It is used for HCI checks.

Click More of an app module to view details, including the Port and Current
Version.

SANGFOR Checks

Tool Details X

product-operation

n: 5.4 BUILD 2024080110635

Running

Port: 19002

Operations

Description

Provides O&M capabilities such as product risk check, SP download
and installation, and verification. It helps O&M personnel
comprehensively check for and fix risks.

3.5 System
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3.5.1 Settings

Check Timeout: A check task takes not more than 20 minutes.
Concurrent Tasks: It specifies the number of concurrent check tasks.

Login Validity: If it is set to 30 minutes, a logged-in user will be logged out

automatically after 30 minutes.

Feedback: Allows users to submit feedback on the device.
€ . Check whether the SANGFOR Checks client is online.
£ : Configure system settings and get logs.

ﬂ 527+ ~ :You can click Log out after completing your tasks.

‘ {8 SANGFOR Checks

] X
€ SANGFOR Checks Home Services Advanced m l Feedback @ UserGuide € £ Q 527 I

O Log Ou

3.5.2 System Upgrade

SANGFOR Checks upgrade is divided into four sections:

4. SANGFOR Checks framework update

5. Update of device plugins supported by SANGFOR Checks
6. Update of function modules of SANGFOR Checks

(1) Function modules include Services, Base, and Advanced.
(2) These function modules can be updated separately.

7. Update history

(1) Provides update records of function modules and plugins on SANGFOR
Checks.
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3.5.3 SANGFOR Checks Upgrade

If a new version is available for SANGFOR Check, and the computer where
SANGFOR Checks runs is connected to the Internet, go to Settings > System
Update > SANGFOR Checks Upgrade and click Start Upgrade. After the
upgrade, SANGFOR Checks will be restarted automatically.

[ SANGFOR Checks o

g SANGFOR Checks Home Services Advanced @ Feedback @ User Guide © B a 131%%%5824

SANGFOR Checks Upgrade

Current Version: 5.0.2 BUILD 20240607110227

%

Start Upgrade

3.5.4 Check Plugin Update

3.5.4.1 Online Update

If the computer where SANGFOR Checks runs is connected to the Internet,

SANGFOR Checks is upgraded automatically.

3.5.4.2 Offline Update

Method 1: Copy the directory of SANGFOR Checks to an online environment,

update all plugins, and copy the directory again to the offline environment.

Method 2: Export one or more plugins from an online environment, copy the
exported .bin files to the offline environment, and import them back to the

online environment.
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3.5.5 Tool Upgrade

If a new version is available for the Base, Services, or Advanced function

module, the Upgrade button in the Operation column will become available

on the Function Module Upgrade page.

B SANGFOR Checks

& SANGFOR Checks Home Sevices  Advanced

Function Module Upgrade

@ BkUpgrade  C Relresh

1 productoperati.. 5028URD202. 503 BUILD202. OMB

3.5.6 Upgrade History

sback @ User

Log Progress Dperation

Gude @ & (P 131005024 -

Provide upgrade history of function modules and plugins on SANGFOR Checks.

(B SANGFOR Checks

& SANGFOR Checks Home  Senices  Advanced

Update History

ttem Time Upgraded From

NGAF Plugins 2024-06-16 17:02:28

To Result

1240603170413 Success

kerGuide @ € () 131524
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