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*1. Introduction

1.1 User Scenario

Nowadays it's important to have control over the traffic that these protected clients do (even on
unwanted applications that the user can use on business assets during work time).

But some applications use well-known ports to operate (for example TeamViewer, Skype, Hide. me,
and so on).

If we want to deny this application, it's impossible to apply a firewall rule that blocks a specific port
and protocol without causing network issues for clients.

A solution to this scenario is to create a Custom Application to permit Sangfor NSF to inspect
traffic and block unwanted traffic packets to block specific applications on specific clients within
your network.

1.2 Requirements

1. The user's network has Sangfor NSF as a firewall.

2. You must know how the application that you need to block works (type of traffic, ports used,
and destinations) to build an identikit on the firewall that permits you to know it and block it.

3. You need to have some clients and applications to block (in this guide we see how to block a
custom application that we named test for a specific client that has a static IP)

*2. Configuration Guide

In this guide, we'll see how to create a rule for a specific endpoint to block one custom application.

2.1 Blocking client applications with NSF policy

2.1.1 Create custom application Signatures

We need to add a setting about our custom application that we need to block it on the firewall.

To do so, we can go to the following web ui section:



6 Network Secure Platform  coss Home S0OC Maonitor Policies MNetwork System

Application Signatures Advanced App Signatures Endpoint App Signatures Custom App Signatures

Add ¥ Import @ Export (* Refrash

Mo, Rule Mame Cescription App Category App Mame

On this page, we can add a new application signature (on this guide we call it test) that has all the
behavior information related to our application that we want to block with NSF (think it as a sort of

fingerprint).

Complete the information as it follows:

Add App Signature b4

Basic Attributes

Rule Marme: test

Cescription: test application information
Categary: Custam_  yourcategary
Anp Mame: Custom_  test

Packet Feature (@

Directian: O Lan=-=wan LA - =R WA R-= AR
Thizs rule only applies to packets transferred in the specified direction.
Protocol: TCF -
Part: 4443 i
IF Address: Ciptional, default: all i)
Target Domain: test.cnm| i
N

2.1.2 Create application policy

At this point, we need to create an application control policy to filter out packets coming from our



custom test application.

To achieve this, you must go to this section of NSF's web ui and choose to create an Application
Control policy:

Policies -> Application Control -> Policies -> Add

b
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On the new policy, we need to choose a policy group and position to ensure that this policy works
as expected (for example, we set the default-policy group policy).

During application policy creation, when you select the corresponding src. Address voice, you can
create a network object that identifies the client which you want to block custom test application.

Add Application Control Policy b4
Basics
Marme: Block custom test applcation
Status: © Enabled Disahled
Description: Dptional
Falicy Group: T.default-palicygroup -
Faosition: Ahove - Falicy name -
Tags: Optional -
Source
Src Lone; any -
SrcAddress: O Metwork Ohjects mMAC Address

Test client =

UserGroup: i =

In this guide, | add a single IP related on a specific client:



Select Network Object

Available (27) | Add ~

Name Address
All Address Group

e e D0OMAain Mame

Edit Address
Basics
Mame: Test client
Crescription: | Mteatapplicatinn
Address Group: Ciptional
InLUse: Inuse
IP Address
Frotocal:

IFAddress: 10.0.0.62

DMS Lookup

After adding this information, you can click save and select this client on previous menu about new
policy creation.

At this point it's important to specify the destination about the application traffic that we want to
block and the custom application we created before



Edit Application Contrel Policy
Basics
Tehame: Block custom test applcation|
Status: © Enabled Disahled
Dezcription: Optional

-
Tags: Cptional hd
Source
Sro Zone: any v
Sro Address: © Metwork Objects MAC Address
Test client =
LlzerGroup: ! =
Destination
D=t Zone: any v
Dt Sddress: O hetwork Ohjects MAC Sddress
Al =
A

Services: any hs
Applications: Custom_yourcategary T
Others
Action: Al © Deny

On the above screenshot click on applications and select the newly created applications on
previous step and click save.



Add Application Control Policy b4

Basics
Mame: Block customn test applcation
Status: © Enabled Disabled
Description: Optional
Falicy Grougp: 7.default-palicygraup -
Fositian: Abave - Falicy name -
Tags:
Available (4635) Selected (1) Clear
Source Education-Learn
Custam_yaurcategany

S Tone: Book-Encyclopedia

Shopping
SreAddress:

Artificial_inteligence

SEL Data

Merwes-Media
UgeriGroum HTTP_POST
Destination Travel-Traffic
Dist Zone: Internet Finance

Job-Search
DstAddress:

=] [ custom_yourcategary
: Cuztom_test
—

Senvices: Cancel
Applications: Select -

Sawe and Copy Cancel

Now on the bottom of this page, we define the behavior of our policy and a schedule (if needed)



Add Application Control Policy *

Faosition: Ahove - Folicy name -
Tags: Optional -
Source
Src Zone: any -
SroAddress: O Metwork Objects MAC Address

Test client =
LserGroup: l} =

Destination

D=t Zone: any -
DistAddress: 0 Metwork Ohjects A Address

All =
Services: any -
Applications: Custom_yourcategory -
Others
Action: Allowy O Dery
Schedule: all-week -
Advanced: Settings

Save and Copy Cancel
Now click save to complete the policy creation.
Now you can see if there are some hits about newly created policy.
[+ X 4} Move To = v+ hlore = (™ Refresh A 30 to Endpoint &pp Control Y Fitter Search 8]

Mame ¥  Taos Src Zone Sre Address UseriGroup ¥ Dst Zone Dzt Address Services  Applicstions Schedule Action Hit)
olicygroup (20

Block custom test applcation - any Test cliert i any All any Custam_y... all-week Dery a

default-policy - a0y Al Al Yy Al any Al all-wweek Dery 97

*3. Precaution

Keep in mind that if you have some DHCP clients, | suggest you create a network object related to

a specific network instead.



