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Chapter 1 Introduction

Current environment got 2 ISP line with the dial-up different router (Topology as
below). We need to deploy the NGAF in this network.

MyKris ™
< _\/'
S Routers =

m Core Switch

PCs Servers

Chapter 2 Requirement & Solution

® Requirement: Customer wishes to achieve 2 routers become one device to
manage, PPPOE require;
Solution: Replace routers with NGAF's dial-up feature. We need to use Sub-
interface to configure dial-up instead of the usual physical interface because

Malaysia SIP dial-up is trunk mode with VLAN.

® Requirement: Two ISP line would like to combine and share bandwidth;

Solution: Configure Link load balancing policy
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Requirement: Protection of server zone to prevent outsider attack;

Solution: Configure IPS, APT and WAF policy

Requirement: Branches users want to access headquarters servers via internal
segment;
Solution: Using NGAF to Establish IPSecVPN Tunnel between branch and

headquarters

Requirement: User wants work from home or outstation via can connect back to
HQ access the applications servers;

Solution: Using NGAF's SSL VPN function to implement remote access servers

Requirement: Would like to allow customers or reader can access their website;

Solution: Configure Destination NAT

Above the solution provided able to achieve customer requirement. Below are after
deciding topology.
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MyKris

NGAF

LAN Interface — eth3
192. 200. 17. 254/24

Interface
192. 200. 17. 1/24

Core Switch

Servers

IP: 10.10.2.0
Mask:2565. 255. 2565. 0
Gateway: 10.10.2.1

PCs

IP: 10.10.1.0
Mask:255. 255. 2565. 0
Gateway: 10.10.1.1

Chapter 3. Configuration Steps

1 Configure Dial-up
Dial up 2 ISP from NGAF.

Login administrator console go to Network > Interfaces > Sub interfaces, Click Add
to add a new Sub-Interface.
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» Advanced Options

» Optical Bypass Module

» Security Databases

» VPN

» Objects

» Users

» Firewall

» Access Control

» IPS

» Server Security

» Scanners

» Bandwidth Mgt

» System

» Maintenance

» Configuration Wizard

No data available

| Edit Sub-Interface X

Physical Interface: eth2 v
VLAN ID: 500
Description:
Added To Zone: WAN v
Basic Attributes: |#| Pingable
|| WAN attribute
\¥| IPSec VPN outgoing line: oy
IP Assignment: () Static () DHCP
Status: Connected View
Username: sangfor.tech@unifibiz
Password: 0000000000000
 Disconnected ‘ ‘ Advanced ’
Link State Detection
A feature that achieves automatic link failover when ‘ Settings ’
one of the lines becomes down. =
Advanced
Specify Maximum Transmission Unit (MTU). ‘ Settings ’
| OK Cancel |

Physical Interface: assign the physical port as you want to use

VLAN ID: define the correct dial up VLAN
Added to Zone: define the zone as WAN

Navigation 4l | Interfaces

) Status Physical Interface ll Sub-Interface ‘I VLAN Interface H GRE Tunnel H Zone ” Link State Propagation ‘

~ Network + Add X Delete | &5 Refresh
» Interfaces [ N Zone IP Assignment IP Address MTU Ping Link State Delete
» Routing
» Virtual Wire

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Basic Attributes: tick Pingable to allow to ping physical IP tick WAN attribute to assign
the physical port as WAN & tick IPSecVPN outgoing line to allow VPN to go thought
this port.

IP Assignment: select PPPOE for dial up. Username to fill up dial up ID & Password
to key in dial up password and connect.

d.
E) Remark: Second ISP dial up configure same as above, from physical interface
assign to another available port.

2 Configure Link Load Balancing
Configured Link load balancing for 2 ISP line.

Navigate to Network > Routing > Policy-Based Routing, Click Add Link load
balancing route to add a new policy:

- ———
Navigation x|
| el |
||  Status \ Static Route H Policy-Based Routing H Multicast Route H OSPF H RIP H BGP H All Routes H Route Testing \
| ~ Network |+ Add ~ | % v @ 3 % 2 Refresh | [FImport |
|

Interfaces Source-based route Src IP Group Dst IP Group Protocol  Application Interface-Next.. Load Balan.. Link State  Schedule St.. Oper..

Routing [ Link load-balancing route

Virtual Wire
Advanced Options

Optical Bypass Module

» Security Databases

» VPN

» Objects

» Users

» Access Control

» IPS

» Server Security

» Scanners

{| » Bandwidth Mgt

» System

» Maintenance

» Configuration Wizard
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Add Link Load-Balancing Route X

|#| Enable

Name: LB

Description:

Schedule: All week i
Move To: above entry No. |V |1

Source

Zone: LAN h
Network Objects: All =

Destination

(®) Network Objects

All @
Q ISP

A v
() Country/Region

Select Country/Regio o

Protocol/Port

Protocol and port match clauses

‘ Settings ‘
Application
Applicable applications ‘ Settings ‘
Interface
+ Add | X Delete
[] Interface Link State Move Delete
[] eth2.500 Not detected yet . X
[[] etho.s00 Not detected yet 4+ X
Load Balancing Method: Round Robin v|®
| Save and Add | oK || cancel |

Name: define the name
Source Zone: select LAN for internal segment
Destination Zone: select All from Network Objects

Interface: add 2 WAN dial up physical port
3 Configure Other Network Configurations

3.1 LAN Interface

Go to Network > Interface > Physical interface, Click eth1 to edit it as LAN Interface
and LAN Zone.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 6
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Navigation

Physical Interface || Sub-Interface | VLAN Interface || Aggregate Interface | GRE Tunnel || zone || wink state Propagation |

» Status

~ Network v Enable @ Disable | £ Refresh
> Interfaces Name Interface .. WAN Ping Type Zone 1P Assignment 1P Address Link Mode MTU Link State Status []
N — etho [ No Allow  Route(layer3) None @ Static IPv4/Static IPv6  10.251.251.251/24  Auto-negotia.. 1500 Not detected.. v [
> Vatual Wire etht ) No Allow Route(layer3) LAN Static IPv4/Static IPv6  192.200.17.254/24 Ttlod:flge;éag 1500 Not detected... v/
» Advanced Options eth? (i) No  Deny  Route(layer3) None @ Static IPv4/Static IPv6 --- f”‘:fff‘qﬁ"é:"f 1500 Not detected.. v [
Edit Physical Interface X
¥ Enable -
Name: ethl
Description:
Type: Route(layer 3) v
Added To Zone: LAN v
Basic Attributes: |#| Pingable
[ | WAN attribute
IPSec VPN outgoing line: —— v ()
| 1Pv4 | IPv6
(@) Static () DHCP () PPPoE
Static IP: 192.200.17.254/24
Next-Hop IP: ®
Line Bandwidth -
oK I | Cancel

Type: Route mode

Added to Zone: create the LAN zone
Basic Attributes: tick Pingable
IPv4: define the static IP for LAN

3.2 Routing
Go to Network > Routing > Static Route > IPv4, click Add Static route to add two
static routings for local subnet.

Navigation &

Routing
St StaticRoute | Policy-Based Routing | Mul
~ Network W\m
» Interfaces & Add.~| X pelete | [Fimport (P Export | B4
» Routing l Static route l
> Virtual Wire Multiple static routes

» Advanced Options
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Destination:

Subnet Mask:

10.10.1.0
255.255.255.0

@

Destination:

Subnet Mask:

10.10.2.0
255.255.255.0

®

Next-Hop IP: 192.200.17.1 Next-Hop IP: 192.200.17.1
Interface: Auto v Interface: Auto v
Metric: 0 Metric: 0
Link State Detection: Disable v ® Link State Detection: Disable v|®
| ok || cancel | ok || Ccancel

4 Configure Application/Service Control

NGAF deny all applications and services by default policy. You need to set the
Application control policy to allow the traffic.

Go to Policies > Access Control > Application Control, click Add to add new policy to
allow the traffic.

:
|
a
1

Navigation 8l | Application Control
» Status + Add X Delete | v/ Enal al 1 Mov Move Down T Move | [Himport [NExport | 4 Refresh | [ Troubleshooting Search Pl »
» Network [] Priority Name Group SrcZone  Source Netw.. DstZo.. Destinatio.. Service/Appli.. Schedule Time Updated Action | Hit Count  St..  Operation
) Objects 01 Internet  Default gr... LAN Al LAN Al Predefined Se... All week  02-1513:14:46  Allow 9999+ v OFx
WAN WAN
~ Policies
4 Access Control 2 Default .. - Al Al Al Al All/Al All week - Deny 0 By

> Application Control
> Country Blocking

> Connection Control
4 Network Security
> Policies
> Anti-DoS/DDoS
» ARP Spoofing Prevention
| Bandwidth Management
» Configuration Wizard
» Blacklist/Whitelist

» Custom Webpage

» System

» Authentication System

For Examples, allow intranet access to external.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 8
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Add Application Control Policy X

Enable
Name: PCs access to External B
Group: Default group v
Priority: above entry No. vi1
Source
Network Objects/Users: () Network Objects
PCs_IP Group =]
~ User/Group
)
Zone: LAN v
Port: oAl
" Specified Port (i)
Destination
Network Objects: All [}
Zone: WAN [»]
Service/Application
Service/Application: ° Service
Predefined Service/any =]
" Application
@
Schedule: All week v
Action: O Allow ~ Deny
Advanced Settings: Settings
‘ Save and Add | OK ‘ ‘ Cancel
Source:

Network Objects: create an IP group containing the PCs segment and select it
Zone: select LAN zone
Port: select All

Edit IP Group X

Name:
|
PCs_IP Group

Description:
IP Version:
O 1Pva IPVE
IP Address: (i)
10.10.1.0/24
| Resolve Domain |
oKk || cancel
Destination:

Network Objects: select All
Zone: select WAN zone

Service/Application:
Service: select any

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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View: All v

0

Selected

1 objects

(=) Custom Services
(=) Predefined Service

any (TCP:0-65535; UDP:0-65535

["]ah (Protocol No.51)
["]bgp (TCP:179)

[ cluster (UDP:3343)
["]dns-t (TCP:53)
["]dns-u (UDP:53)

[ ]dhep (UDP:67,68)
[]dhcp6 (UDP:546,547)
["]esp (Protocol No.50)
[]ftp (TCP:21)

["]gre (Protocol No.47)
[] http (TCP:80)

[ ] https (TCP:443)

D h.225 (TCP:1720,1503)
[[]h.225ras (UDP:1719)

[TTh323 (TCP:1720.1503: LINP:171¢

Predefined Service/any ...

Go to Service

| ok || cancel

Schedule: select All week

Action: select Allow

5 Configure Destination NAT

Configure DNAT for customers or reader can access their website.

Go to Network > NAT, Click Add Destination NAT to add a new Destination NAT policy.

e |

) Status 1pva NAT || 1pve NaT || DNS Mapping |
~ Network HEAdden) X Delete | v/ Enable @ Disa 4 Move Up ¥ Mov 3 Move | import Type: All Search £|»
) Interfaces Source NAT Original Data Packet Translated Data Packet
> Routing Destination NAT one Dst Zone/Inte... Source Netwo... Destination N... Protocol SrcPort Dst Port Source .. Desti.. DstPort HitC.. Stat.. Clo.. Dele...
e e Bdirectional NAT 'WAN  LAN,WAN Al Al Al Al All Egress i... Uncha.. 9999+ [ X
2 S5, DN.. WA - All Public IP Tcp All 5001 SSL 4430 22 v [y X
» Advanced Options [] 3 sa. DN.. WAN o Al Public IP TCPU.. All 80 = Sang.. Uncha... 9999+ v [ %
» Optical Bypass Module [] 4 De. DN.. WAN - All Public IP TCRU.. Al 3400 - Dem.. 443 9999+ v [ X
> NAT [] 5 De. DN.. WAN - Al Public IP TCRU.. All 3401 - Dem.. 85 %15 v [ X
b SSLVPN [J & De. DN.. WAN - All Public IP CPU... Al 3402 - Dem... Uncha... 9999+ v [ x
N m— [] 7 De. DN.. WAN - All Public IP TCPU... Al 3389 - Sang.. Uncha... 9999+ (5] X
[J 8 De. DN.. WAN - Al Public IP TCP Al 3403 - HCI 443 9999+ v [ X
Yo [] 9 De. DN.. WAN - Al Public IP TCRU.. All 3404 - VMP 443 9999+ v [ X
— [] 10 De.. DN.. WAN - Al Public IP TCPU.. All 3405 - vDC 4430 2338 v [ X
* Policies [] 11 De.. DN.. WAN - Al Public IP Tcp Al 3406 - vDC 443 2320 v [ X
L System [] 12 De.. DN.. WAN - Al Public IP Tcp Al 3407 - VMP.. 443 19 v [ x
» Authentication System [] 13 De.. DN.. WAN o Al Public IP TCP Al 3408 = VDC.. 4430 u v B x

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Add Destination NAT Rule

|#| Enable
Name: Website
Description:
Move To: below entry No. V|22
Source
Zone: WAN ":E?

Destination

1P: () IP Address(i)

® Network Objects

Public IP @
Protocol
Protocol: TCP v
Dst Port: @

Destination Translation

Translate IP To: IP Address v
IP Address: 10.10.2.15
Translate Port To: ‘® Unchanged

. Specified Port

| Save and Add | oK || cancel |

Name: decide the name
Source: select zone as WAN
Destination: select either IP address or Network Objects for WAN public IP

Destination Translation: select translate IP to IP address, IP address put the web
server IP

6 Configure IPS&WAF&ATP Policy
6.1 Use the default IPS Objects

Go to Objects > Security Policy Template > Exploit Protection. There are two
templates we can use, one is for Internet Access Scenario, the other is for Server

Scenario.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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A

Navigation <

Exploit Protection

» Network Objects

» Services

4 Security Policy Template
> Exploit Protection
> Web App Protection
> APT Detection

» Content Security

6.2 Use the default WAF Objects

» Status + Add | X pe % Refresh | [] Advanced Settings Search L
» Network [] Ne. Name Others. Delete
3 r B Default Template_Internet Access Scenario Endpoint Protection,Malware In use
~ Objects
F E Default Template_Server Scenario Server Protection, Brute-Force attack In use

Go to Objects > Security Policy Template > Web App Protection. This Default

Template can be used to protect Servers Scenario.

Navigation B || web App Protection

» Status +Add X Delete | G Refresh | [ Sessions Search L

N iataer [] No. Name Attack Type Others Delete
— 3 Default Template QL Injection, XSS Attack, Trojan,Website Scan,WebShell,CSRF,0S command injectio... Application Hiding,Password,Privilege,Da...  In use

~ Objects

» Network Objects
> Services

4 Security Policy Template
» Exploit Protection
» Web App Protection
» APT Detection

» Content Security

[ Threat Signature Databases

[ Content Control Databases

6.3 Use the default APT Objects

Go to Objects > Security Policy Template > ATP Detection. This Default Template can

be used to protect Internet Access Scenario.

> Network Objects

» Services

P T e TP T W T —

4 Security Policy Template
» Exploit Protection
> Web App Protection

> APT Detection

[

» Content Security

I Threat Signature Databases
[ Content Control Databases
» IP Address Database

» Schedule

» Trusted CA

JE — T e TR

» Policies

Navigation o= L ———
» Status + Add X Delete G Refresh Search L
» Network [] No. Name Protection Delete

5 A Default Template Remote Access Trojan,Malicious Link,Mobile Securit In use
~ Objects

6.4 Configure Security Ploicies for Server Scenario
Go to Policies > Network Security > Policies, click Add > Policy for Server Scenario,

to add a new policy.

W.: www.sangfor.com | W.: community.sangfor.com | E.
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Navigation B4l | Policies
» Status # Add | X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down 3 Move | 5 Refresh | [ Advanced Z Filter | Search £
» Network | Poicy for Server Scenario ) Type Source Destination Risk Assessm... Protection Detection and...  Status
) Objects Policy for Internet Access Scenario Server  Zone: LAN Zone: WAN Realtime Exploit APT @
] Network Obje... Network Obje... Vulnerability Protection Detection
~ Policies LAnalytics | [web App
Protection
4 Access Control )
[[] 2 InternetAccessProtection Internet.. Zone: LAN Zone: WAN Exploit APT v
» Application Control Network Obje... Network Obje... Protection Detection
» Country Blocking Content Affiliated
Security source
» Connection Control lockout
against
high threats
4 Network Security
b 3 ServerProtection Server Zone: WAN Zone: LAN Realtime Exploit APT 7
Network Obje... Network Obje... Vulnerability Protection Detection
» Anti-DoS/DDoS Auaiviics Web App Affiliated
5 Protection source
» ARP Spoofing Prevention lockout
against
I Bandwidth Management high threats
» Configuration Wizard
> Blacklist/Whitelist
Navigation 4l | Policies
) Status 4+ Add ~ X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down T3 Move | % Refresh | [ Advanced Z Filter | Search L
» Network [] Pri.. Name Type Source Destination Risk Assessm... Protection Detection and...  Status
» Objects O 1 Test Server __ Zone: LAN Zone: WAN Realtime Exploit APT 7.}
ject .
Edit Policy for Server Scenario PR X:L“.::?:""* Protection Detection
~ Policies Web App
Basics + Risk Assessment $ Protection  Detection and Response Protection
4 Access Control
S [] 2 Inteq . Zone: WAN | Exploit APT v
> Application Control Name: ServerProtection Network Obje... Protection Detection
b sy BEeiy Descipicns Optional, 0 to 95 characters Content Affiliated
Security source
» Connection Control Status: Enable lockout
Source against
B high threats
4 Network Security S =
> Policies 3 Serv | WAN i Zone: LAN Realtime Exploit APT &
Network O Network Objects Network Obje... | Vulnerability Protection Detection
» Anti-DoS/DDoS Objects/Users: - = Enai s Web App Affiliated
. = Protection source
» ARP Spoofing Prevention lockout
- against
b Destination high threats
Zone: LAN )

» Configuration Wizard
» Blacklist/Whitelist

» Custom Webpage

» System

» Authentication System

Name: define the policy name

Network Objects:

SangforDemoSite, LewisServer, File Server,Testing Web @

Cancel |

Status: make to Enable for this policy
Source: select WAN Zone and Network Objects/Users select All to prevent from
outside. We do not know which public IP access server, so the source IP selects all

Destination: Zone select LAN to protect internal and Network Objects to protect
selected servers

(\:;_

E) Source zone is the initiator of the TCP link. In the Server Scenario, the source zone
is outside. And we do not know which public IP access server, so the source Network
Objects selects All.

And then click Next, to configure Realtime Vulnerability Analytics

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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Edit Policy for Server Scenario X

Basics $ Risk Assessment + Protection $ Detection and Response

Advanced Functionality (for server scenario)

|#| Realtime Vulnerability Analytics

* Webshell

¢ Vulnerability

* Configuration flaw
* Weak password

Back Next \ ‘ Cancel

Click Next, to configure IPS and WAF policy.
Exploit Protection (IPS): Enable it, select Default Template_Server Scenario and

select Deny Action.
Web App Protection (WAF): Enable it, select DefaultTemplate and select Deny Action.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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| i _ _
Edit Policy for Server Scenario X

| Basics $ Risk Assessment $ Protection + Detection and Response ]

Basics Protection (for any scenario)
Exploit Protection

Default Template_Server Scenario v Action: _JAllow @ Deny

~| Content Security

Advanced Functionality (for server scenario)

Web App Protection

Default Template v | Action: “Allow @ Deny

Back J Next H Cancel ’

Click Next, to configure Detection and Response policy.
APT Dectection: Enable it, select Default Template and select Allow Action.

Response: Enable Log event to store the log information.

Edit Policy for Server Scenario X

Basics + Risk Assessment + Protection + Detection and Response

Detection (for any scenario)

APT Detection (i)

Default Template v | Action:  @Allow ) Deny

Response (for any scenario)

Affiliated Source Lockout (i)  Settings
Log event

Back ‘ OK | { Cancel

Click OK, complete the configuration.
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7 Configure IPSecVPN

Build IPSecVPN with third party devices. NGAF as Master, third party as Client.

7.1 Configure Phase |

Go to Network > IPSecVPN > IPSecVPN > Phase |, click Add to add a Peer Device.

Navigation
~ Networl A

Local VPN: Stopped Connections:
D TR WAN Traffic:  Inbound: Byte/s
> Routing VPN Traffic:  Inbound: Byte/s
> Virtual Wire Entries Per Page: 50 €< » Page Total

» Advanced Options Disconnect  Connection | Username

» Optical Bypass Module
> NAT
I SSLVPN
41PSecVPN
> Status
> Basics
> Local Users
> VPN Connections
> Virtual IP Pool
> Multiline Options
> VPN Interface
> Multiline Policy
> Local Subnet

> Tunnel Route

410Sas von

Description | Type

Remaining License for Third-party:[]
Outbound: Byte/s
Byte/s

2|

Realtime Traffic (In/Out)

Remaining License for Mobile User:[]

Outbound:
Fuzzy match :

Time Connected

entries Tunnel NAT State Refresh Display Options Start Service

Internet IP LAN IP Protocol

Device Name: Klang_VPN
Description:
z
Address Type: | Dynamic domain Sl
Dynamic Domain: [ l
Authentication Method
Pre-Shared Key: cesens |
Confirm Key: [...... |
Enabled Auto connect
Advanced Save Cancel

Device Name: define the name

Address Type: set Dynamic IP address (because the opposite is dynamic public IP)
Pre-Shared Key: Create the Pre-share key for authentication
Confirm Key: Create the password for authentication

Cilck Advanced to edit the options.
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ISAKMP Lifetime: 3600 (s)

Max Attempts: 10

Mode: Aggressive Mode ¥

D-H Group: MODP1024 Group(2) 4
Local ID Type: Demain string (FQDN)
Local ID: ha.sangfor.com

Peer ID Type: Demain string (FQDN)
Peer ID: br.sargfor.con*] ‘
Enable DPD Enable NAT traversal

DPD/NATTSettings

Detection Interval: 5 (s)(5-60)

Max Timeout Count: 5 (1-6)

ISAKMP Algorithm

Authentication: MD5 %

Encryption: 3DES

Save Cancel

Mode: choose the aggressive mode

D-H Group: by default, is MODP1024 Group?2

Local ID Type: select Domain string (FQDN)

Local ID: define the local ID name

Peer ID Type: select Domain string (FQDN)

Peer ID: get the Peer-ID from third-party device

Enable DPD

Enable NAT traversal

DPD/NATTSettings: Detection Interval as 5s and Max Timeout Count 5s
ISAKMP Algorithm: define the Authentication as MD5 and Encryption as 3DES (by
default setting]

)
E) Make sure third-party device setting same as above of NGAF.

7.2 Configure Phase |l
Go to Phase Il > Inbound Policy, click Add to add a new inbound policy.
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Phase II

Inbound Policy

Add Delete Policy Name|Source IP|Peer E

| | Status Policy Name Source IP Peer device Inbound Service Description Operation
172.25.1.0/

_| Enabled klang Klang_VPN All Services Edit Delete

255.255.255.0

[ 4 [Pagerv| b bl & No.1-1  Total 1

Outbound Policy

Add Delete Policy Name|Source IP|Peer DEE

_| | Status Policy Name Source IP Peer device QOutbound Service Security Options Description Operation
172.16.0.0/

| Enabled HQ Klang_VPN All Services Default security option Edit Delete
255.255.0.0

[ 4 [Page1~v| b »| 2 No.1-1  Total 1
Name: [klang |
Description: _
Vi
Source: Subnet v

Subnet: 1722510
Netmask: 255.255.255.0

Peer Device: Klang_VPN v
Inbound Service:
Schedule:
® Allow in the above schedule Deny in the above schedule
|| Enable expiry time

Expiry Time: 0-00-00 0 10 : |0

#! Enable This Policy

Save Cancel

Name: define the name

Source: select subnet

Subnet: configure Peer IP subnet
Netmask: configure Peer Netmask
Peer Device: select the Phase | policy

&
Q Inbound Policy is configuring Peer IP segment into access Local segment.

Go to Phase Il > Outbound Policy, click Add to add a new outbound policy.
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Name: [Hal ]
Description:
Source: Subnet v
Subnet: 172.16.0.0 |
Netmask: 255.255.0.0 '\
Peer Device: Klang_VPN v

SA Lifetime: (s)

Outbound Service: | All Services v
Security Option: Default security opt ¥

Schedule:
® Allow in the above schedule Deny in the above schedule

|| Enable expiry time
Expiry Time: 0-00-00 0 : 0 : |0

|#! Enable This Policy
|#! Perfect Forward Secrecy

Save Cancel

Name: define the name

Source: select subnet

Subnet: configure internal IP segment
Netmask: configure internal Netmask
Peer Device: select Phase 1 policy

(\‘_/'.
Q Outbound Policy is configuring Local IP segment go to Peer segment.

7.3 Check the IPSecVPN status

Go to Network > IPSecVPN > Status, confirm the Service is enabled and the
connection has been established.

Local VPN: Running C ions: 1 License for Third-party:[9] Remaining License for Mobile User:[0]

WAN Traffic: Inbound: 0 Byte/s Outbound: 0 Byte/s

VPN Traffic: Inbound: 0 Byte/s Outbound: 0 Byte/s

Entries Per Page: « <> » 1/1 Page Total 1 entries Tunnel NAT State Refresh Display Options Fuzzy match Q
Disconnect Connection Username Description Type Realtime Traffic (In/Out) Internet IP LAN IP Time Connected Protocol

:J HQ-klang Klang_VPN Third-party device 0/0 175.143.34.88 172.25.1.0 2018-06-19 03:09:14 IPSEC_ESP

8 Configure SSLVPN

Configure SSLVPN to allow users access for internal application/servers via outside.

8.1 Configure Deployment Model
Go to Network > SSLVPN > Deployment, click Gateway Mode.
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Navigation o o--ormen: |

» Status

¥ Network

Deployment

» Interfaces
» Routing
» Virtual Wire

» Advanced Options

» Optical Bypass Module

» NAT

4 SSLVPN

> Online Users

> Deployment

Mode: (® Gateway () Single-Arm

WAN and LAN interfaces need to be configured.

Interface Settings

LAN Interface: ethi v

WAN Interface: | eth3 h

lok |

LAN Interface: eth1 (the port that assign to LAN zone, inbound traffic)
WAN Interface: eth3 (the port that assign to WAN zone, outbound traffic)

8.2 Configure Resource
Go to Network > SSLVPN > Resource, click Add to a new TCP Resource

Navigation | |
» Status 4L, Please set deployment mode on VPN > SSL VPN >Deployment Mode page. Otherwise, SSL VPN features cannot be used.
i stworic (D Add | @ Delete [JjEdit | [ Select v | [gMove ® View Association g More ~ | Filter Al v Search by Name ~ | Enter keyword |2,
ginterfaces [ Tcrame E) O Name Type Description 1P Address Port Status
> Routing £ L3VPN O (£ Default group Resour.. Itis predefined group and cannot be re... 4
» Virtual Wire [z iRy

» Advanced Options
» Optical Bypass Module
> NAT

4 SSLVPN
> Online Users
> Deployment
> Users
|
> Roles

> Login Options
Resource Usage

Basic Attributes

Name: | access all

Description:
Type: | Other v

Address: | 175 16.1.1-172.16.255.254/1:65535

k@ ©

Program Path: ) Browse... ‘

Path could be absolute path and environment variable (e.g. %ewindir%).

Added To: Default group 4
'
Icon: ico v

[#) Enable resource

[#) Visible for user

Name: define the resource name
Type: select Other
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Address: input Internal segment range, port input 1:65535

(\:;_
k) This address and port is for SSLVPN users to access.

8.3 Add SSLVPN Account

Go to Network > SSLVPN > Users, click Add User to add a new account.

» Status

¥ Network

» Interfaces User plE | E
- Group: /

Path: /

» Routing Group

efault group

4L, Please set deployment mode on VPN > SSL VPN >Deployment Mode page. Otherwise, SSL VPN features cannot be used.

() Add ~| © Delete [ Edit [ZSelect ~ | @ Hardware ID [ Import ~ [ Move “gMore ~ “® Associated Resources | | Unfold All

Ry | - ———

Search by Name ~ | Enter keyword v

» Virtual Wire

» Advanced Options

View/Edit Attributes

1, total subgroups:1, i users:0, total users:0

> Optical Bypass Module [ Name «

> NAT

4 SSLVPN
> Online Users
> Deployment
> Users
> Resources
> Roles
> Login Options
> Virtual IP Pool
> Logging In

» Authentication

> Certificate

[0 A Default group

Type Description Virtual IP Public/Private Status

Group  Itis predefined group and cannot be remov... Public user group <

A

Navigation «

» Status

Group/User |

i, Please set deployment mode on VPN > SSL VPN >Deployment Mode page. Otherwise, SSL VPN features cannot be used. ‘ |

¥ Network

» Interfaces Basic Attributes

» NAT Mobile Number:
4 SSLVPN Added To: /
> Online Users . . X
Inherit authentication settings from parent group
> Deployment
e Authentication Options
> Resources
User Type:
> Roles

Primary Authentication
gcalniontons Local password
> Virtual IP Pool

> Logging In Assigned Roles
» Authentication Roles:

» Certificate

> Routing Name: | sangfor m
» Virtual Wire Description:

» Advanced Options Password: esssesssssces ®

» Optical Bypass Module Retype Password: eessssssssses ®

»| (@ Create + Associate

Fields marked * are required
Virtual 1P @) Automatic () Specified
Expire: ) Never expire () Specified

Status: ) Enable ") Disable |

Secondary Authentication

» Resource Options

| ok | | cancel

> Local DNS

[ IPSecVPN

» Objects
» Policies
» System

» Authentication System

Name: define the user name
Password: define the user password

Retype Password: reconfirm password

Assigned Roles: temporarily left bank, configured it on the Role’s configuration page

8.4 Configure Role

Go to Network > SSLVPN > Roles, click Add Role to add new role.
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Navigation - e ——

» Status i Please set deployment mode on VPN > SSL VPN >Deployment Mode page. Otherwise, SSL VPN features cannot be used.

~ Network )Add~| © Delete [ZEdit | 2 Select + |3 Privilege Report Search by Name ~|Enter keyword | £
» Interfaces Add Role Description Assigned to Group Status
» Routing By using template
» Virtual Wire

» Advanced Options
» Optical Bypass Module
» NAT
4 SSLVPN

» Online Users

> Deployment

» Users

> Resources

» Login Options

» Virtual IP Pool

> Logging In

» Authentication

> Certificate

> Resource Options

> Local DNS.

Roles

Basic Attributes

Name: | access all ‘ *
Description:
Assigned To: | Admin Group, ccy | Select User/Group |

(%) Enable Role

Associated Resources

[;] Select Resource

Name Type Description

j Default group Resource Group It is predefined group and can..

Name: define the roles name
Assigned to: select users who will give the same rights
Associated Resources: select the Resource that you want users in this role to access.

8.5 Access SSLVPN From The Internet
Access SSLVPN via Public IP port is 4430, example; https://xx.xx.xx.xx.xx:4430,

screenshot as below;
& Access to SSL VPN x |CF

S SANGFOR

i

Access SSL VPN

test

9

Log In

e Failed to install components automatically. Please download components.
e Login error. Please download SSL VPN repair tool to repair components.
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