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About This Document

Organization

Part | Introduces the installation guide to the CMC product of SANGFOR. This part describes the
appearance, functions, and performance specifications of the CMC equipment, and preparations
and precautions for its connection.

Part Il Introduces how to use and log in to the CMC console.

Part 1 Introduces the deployment of the CMC and NGAF equipments.

Part IV Introduces the functions and configurations of the CMC Web Console.

PartV Describe how to connect with other products with CMC.

¥

This document takes SANGFOR CMC5100 as an example. Equipment of different models
differs in both hardware and software specifications. Therefore, confirm with SANGFOR about

problems involving product specifications.

Conventions

GUI Conventions

Item Sign Example
Frame+shadow+sha

Button The OK button can be simplified as OK.
ding

The menu item System Setup can be simplified as System

Menu item {3

Setup.
Choose cascading menu items - Choose System Setup > Interface Configuration.
Drop-down list, option button, The Enable User check box can be simplified as Enable

(]

check box User.




Window name Bold Font Open the New User window.

The prompt “Succeed in saving configuration. The
5 configuration is modified. You need to restart the DLAN
rompt
P service for the modification to take effect. Restart the service

now?” is displayed.

Symbol Conventions

The symbols that may be found in this document are defined as follows:

A

cause setting validation failure, data loss, or equipment damage.

Caution: alerts you to a precaution to be observed during operation. Improper operation may

Warning: alerts you to pay attention to the provided information. Improper operation may cause

bodily injuries.

w b

%
Note or tip: provides additional information or a tip to operations.

Technical Support

Email:  tech.support@sangfor.com.hk
International Service Centre: +60 12711 7129 (7511) Malaysia: 1700817071

Website: www.sangfor.com
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Chapter 1 Installation Guide

This part describes the composition and hardware installation of the CMC series products of

SANGFOR. You can configure and commission the product after the hardware is correctly installed.

1.1. Environment Specifications

The environment specifications of the SANGFOR CMC equipment are listed as follows:
r— Input voltage: 110-230 V
r= Temperature: 0-45<€
r= Humidity: 5%-90%
Take proper grounding and dustproof measures, and keep good ventilation and stable room
temperature in the application environment to ensure long-term and stable operation of the system.
The product complies with the design requirements in terms of environment protection. The
deployment, application, and scrapping of the product must be in accordance with national laws and

regulations.

1.2. Power Supply

The SANGFOR CMC series products are supplied with 110-230 V AC power. Before connecting

power to the product, ensure that proper grounding measures are taken for the power supply.

1.3. Appearance

ot
ZISS  sanGFOR

—~—

Figure 1 Front panel (CMC M5100)
1. CONSOLE interface 2.USB 3. MANAGE interface 4.ETH3
5.ETH2 6.ETH1
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E) The ALARM indicator is steady on in red during startup of the equipment. If the
indicator turns off after 1-2 minutes, the equipment is started properly. If the indicator does not
turn off for a long period of time, power off the equipment and then start it again after 5
minutes. If the problem persists, contact the customer service center to confirm whether the
equipment is damaged. After the equipment is started properly, the ALARM indicator may
blink in red sometimes. This means that the equipment is writing system logs.

w b

v
The CONSOLE interface is used only for development and commissioning. End users
connect to the equipment through the CONSOLE interface.

1.4. Configuration and Management

Before configuring the equipment, get a computer ready and ensure that the webpage browser (such as
the Internet Explorer) installed on the computer works properly (Firefox, Opera, Safari, Chrome and
any non-1E browser are not supported). Then connect the computer to the same local area network
(LAN) as the SANGFOR CMC equipment and configure the equipment.

The management interface of the CMC equipment is MANAGE (ETHO) and its default IP
address is 11.254.254.254/24. The DMZ interface of the CMC equipment is ETH1 and its default IP
address is 10.254.253.254/24. Connect the MANAGE (ETHO) interface to the LAN or directly to the

computer by using a network cable at initial login.

1.5. Equipment Connection

Connect the power cable on the backplane and turn on the power switch. Then the POWER indicator
(green) and ALARM indicator (red) on the front panel becomes on. The ALARM indicator turns off in
1-2 minutes, which indicates that the gateway works properly.

Connect the MANAGE (ETHO) interface to the LAN by using a network cable with an RJ-45
connector and then configure the CMC equipment.
After logging in to the console, perform network connection and connect cables based on the network

environment and deployment requirements.
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Multi-line SC device can support multiple ISP lease lines. In this case, connect the second
ISP line to the WAN2 interface, the thrid ISP line to WANS interface and so on.

w b

W

When the equipment works properly, the POWER and LINK indicators are steady on.
The ACT indicator blinks in case of data flows. The ALARM indicator (red) is on for about 1
minute at startup due to system loading, and is off in normal operation. If the ALARM indicator
is steady on during installation, power off the equipment and then start it again. If the problem
persists, contact SANGFOR.

%)
Use a straight-through cable to connect the network interface directly to a modem or
switch, and a crossover cable to connect network interface to a router. If the indicators are
normal but the cable connection fails, check whether a wrong network cable is used. A
straight-through cable differs from a cross-over cable in the wire sequence at both ends. See the

figure below.
Standard Cross-over
— —1
i I PAPEPOP
aild didlid
Orange/White Orange Green/White Blue Green/White Green Orange/White Blue
Blue/White Green Brown/White Brown Blue/White Orange Brown/White Brown

Figure 2 Wire sequences of straight-through cables and cross-over cables
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Chapter 2 Introduction to the Console

2.1. Logging In to the Web Ul

The CMCequipment supports Hypertext Transfer Protocol Secure (HTTPS) login through a standard
HTTPS port. If you log in through the MANAGE interface at initial login, the URL is
https://11.254.254.254.

w b

%
Login to the Web Ul of the CMC equipment through HTTPS can avoid security threats
caused if the configurations are intercepted during transmission.

How to log in to the console page of the CMC equipment?

Connect the cables as described earlier and then configure the CMC equipment on the Web UI.
The procedure is as follows:

Configure an IP address (11.254.254.100 for example) on the 11.254.254.X network segment for
the computer from which you log in to the console. Then enter the default login IP address and port
number of the MANAGE interface on the address bar of the Internet Explorer, that is,
https://11.254.254.254. A safety prompt shown in the figure below is displayed.

'g) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage.

% Continue to this website (not recommended).

® More information
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Click Yes and the login interface shown in the figure below is displayed.

Log In
rassword NN

Enter the user name and password and click Log In. the default user name and password are both
admin.

To view the version of the current gateway, click Version.

You do not need to install any control for logging in to the console. You can log in to the console

by using another browser instead of the Internet Explorer.
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Chapter 3 CMC and NGAF Deployment

This chapter introduce Sangfor CMC deployment methods.
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3.1. CMC Device Deployment Modes

3.1.1. Gateway Mode

Gateway mode
CmMC

L3 Switch

( )

| l LAN Network

CMC device in gateway deployment mode, WAN interface can connects to public network and
LAN interface connects to LAN network directly without port mapping needed. Meanwhile, NGAF

can get authenticated and download configuration in CMC via port 5000 by default.
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3.1.2. Single-arm mode

Single-arm mode CMC

L3 Switch | z

LAN Network

CMC deployed in single-arm mode, LAN interface connects to core-switch LAN port and
port-mapping needed to be done at gateway device (such as firewall, router and etc). Ports needed are:
TCP ports : 5000, 443, 1500, 446, 5109, 9458
UDP ports : 5000
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Single-arm deployment mode of CMC is recommended.

3.2. NGAF Deployment

3.2.1. NGAF as Gateway Mode

Gateway mode NGAF device is deployed in the public network as router which can proxy for

internal user to access Internet as shown below:

3.2.2. NGAF as Transparent mode

NGAF transparent deployment mode supports ACCESS port connection and TRUNK port
connection.

By referring to the topology below, NGAF deployed as transperant mode, LAN interface is
connected to a L3 switch with two netowrk segments 192.168.2.0/255.255.255.0 and
192.168.3.0/255.255.255.0. NGAF connected as ACCESS port.
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LAN:192.168.1.254/24

ETH2 : access

NGFW

LAN Networks

192.168.1.1/24
192.168.2.1/24
192.168.3.1/24

(

192.168.2.0/24

Transparent deployment mode NGAF; core switch ports assigned VLAN segments but routing

|
|
|
1
|
|
1
|
|
|
1
|
1
|
|
|
|
1
|
1
|
|
|
|
1
|
:
|
ETHI1 : access |
|
|
1
|
|
|
1
|
|
|
|
|
|
|
|
|
I
|
1
1
|
|
|
|
|
I
1
|

feature is not enabled; Router as gateway for all VLAN networks. LAN networks includes
192.168.2.0/255.255.255.0 and 192.168.3.0/255.255.255.0 which belongs VLAN2 and VLAN3

accordingly, trunking protocol is used between core-switch and router.

10
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Router

VLAN2: 192.168.2.1/24
VLAN3:192.168.3.1/24

NGFW

-
ETHI : TRUNK

Switch

VLAN 3: VLAN 2:
192.168.3.0/24 Q 192.168.2.0/24
GW: GW:

192.168.3.1 % 192.168.2.1

(=5~ N . A - = M S S G S S |

11
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3.2.

w

. NGAF in VRRP environment

Router Router

NGFW NGFW

Core Switch X; ------ S s Core Switch

If customer’s network topology is similar with the figure above; there are two layer 3 core
switches and two routers performing load balancing, NGAFs are deployed as transparent mode to
prevent changes happen in the network.

12
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3.2.4. NGAF as Mirror mode

re - - -"=-"-""=""""=""="""=""="""=""="">""=""=""=""="="""=""=-=====7=777" I
| |
| |
I I
I I
| |
I I
| |
I I
| |
I I
| |
I I
| |
I I
| VLANS9: 192,168.1.1/24 |
| VLANT: 1701611724 ¢ c Mirror Port I
i . I
| VLANIOL: 192.168.2.1/24 E !
i I
I I
i I
| | ETHI |
i IP: 192 168.1.12/24 I
: GW: 192.168.1.1 [

I
| |
I I
| | ] |
I VLANIOO AN101 I
: 7216 1024 192, 168.2.0:/24 I

|
| Server Farm LAN Network |

|
| |
L e e e e e e e e e e e . — . — . — o — — — — — — — — 4

Bypass mode can enable protection at the same time can maintain customer’s network
environment and prevent the risk of user’s network disruption. Connect the NGAF device with
switch’s mirror port or HUB and ensure that the user traffics forward to servers pass by the switch or
HUB, then enable mirroring download and upload traffics during configuration for mirror port and

enable server protection.

The network topology above shows NGAF device deployed as bypass mode, LAN interface
connects to layer 3 switch, the network segment is 192.168.2.0/24, server farm network segment is
172.16.1.0/24. Customer’s requirement is NGAF can perform IPS, WEB application protections and
DLP protection.

13
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Chapter 4 CMC Web Console

4.1. Status

This section include [CMC status], [Site Monitoring], [NGAF Site Summary],[Auto Update
Status], [Services],[Logs] and [Config Distribution Status] modules.

4.1.1. CMC Status

[CMC Status] include [CPU Usage], [Extranet Interface Line Status], [IP address], [Outbound
Traffics] and [Inbound Traffics], [Remote Maintenance], [Restart Device] and [Restart All Services]

function modules as shown below:

¥ Status

f
ﬁ Site Monitoring

[E} NGFW Site Summary

Running Status

[l Remote maintenance

% Festart Device Restart All Senvices

CPU Usage: |

lo%

Auto Update Status Status Line 1P Address Outbound(Bps) Inbound(Bps)
ﬁ Services ) .
Disabled Line 1

E Logs
" Config Distribution Status Disabled  Line 2
* Site Management Disabled Line 3
b System Disabled  Line 4

Refresh Save

[CPU Usage] : Display real time CPU usage of CMC device.

[Remote maintenance] : Check this option to allow Webconsole access through WAN interface.
[Restart Device] : Click the button to reboot hardware of the CMC device.

[Restart All Services] : Click the button to restart all services running in CMC device but not

14
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hardware reboot.

15
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4.1.2. Site Monitoring

[Site Monitoring] includes [Online Sites]. [Offline Sites], [Real-Time Infor], [Anomalous Events],

[Time Sync] and [Site Version] modules.
4.1.2.1 Online Sites

[Online Sites] includes [Stop services], [Filter] and [Search] function module. This page also
display all online Sites, IP address, Connected time and operations such as View, Details and Remote

control as shown in the figure below:

= 0
7 Status Fileer Service Status:Running Search: [a]

No. Site Group 1P Address Connected Since Operation
1 =ctt All 192.200.19.101 2014-12-08 15:43:27 View Details Remote control

3 CMC Status
&3 site Moni

H a
{0 Real-Time Info

£l Anomalous Events
© E Time Syne
| K Site Version
- (X} nGFW site Summary
0 Auto Update Status

*~El Config Distribution Status

} Site Management

} System

M 4 [page|i[¥|/1] »F M Show page 1/1 Total 1 entries

[Stop] : Click on the button and all CMC services will be stopped, all connected sites will be

dropped.
[Filter] : [Filter] : Use the filter feature when there are many sites in order to narrow down the

sites resulted by using selected parameters. Click on the button and the following figure is shown:

16
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Select Group:

Search: |

B Oan
I [Jeranch
[ cTioffice
- DTestGrnupl

| Ok | |Cancer|

Select the related group and click @

[Search] : Insert related group/sites name and click on , the search results will be displayed.
Support fuzzy search but does not support wildcard search.

[View Details] : Click on the button to check on the details between CMC and sites as shown

below:

17
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Total Speed: 0 Bps (Cutbound: 0 Bps; Inbound: O Bps)

Channel Name Speed(Out Bps/In Bps) Line Selection Details

Commznd 0/0 [0]192.200.19.107<->[0]192.200.19.101
channel

File channel o/ 0 [0]192.200.19.107<->[0]192.200.15.101
Real-time info 0/0 [0]192.200.19.107 <->[0]192.200.19.101
channel

[Command Channel] : Channel used to transfer commands between CMC and NGAF, all
command traffics will be forwarded via this channel.

[File Channel] : Use to transfer configurations traffics with NGAF during auto/manual
distributing configuration.

[Real-time info channel] : Channel for CMC and NGAF to send information, such as real time

status of NGAF is forwarded via this channel.

Click on to close the page.
[Remote Control] : Click on the botton to control the NGAF via TCP proxy method as shown

below:

18
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Prompt: Right Checking Successful

MNote:

1. If the page fails to display normally, please download ActiveX and add the URL address of the
CMC into trusted sites on your browser.

2. Closing this page will disconnect your remote access session.

Service IP Address
Console 127.0.0.1
Data Center 127.0.0.1
RealTime Log 127.0.0.1

Port

20794
22080
21188

Description
Default service
Default service

Default service

Status
Listening
Listening

Listening

4.1.2.2 Offline Sites

Refer to section 4.2.3 for TCP proxy service details.

[Offline Sites] includes [Stop Service], [Filter] and [Search] function module. This page also

display all offline sites name, IP address, offline time and offline duration messages as in the

following:

>>0ffline Site

Stop Service Status:Running

7 Filter

@

<

Search: Q

No.

Site

Group

1P Address

19

Offline Time

Offline Duration(hours)
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[Stop] : Click on the button and all CMC services will be stopped, all connected sites will be

dropped.
[Filter] : Use the filter feature when there are many sites in order to narrow down the sites

resulted by using selected parameters. Click on the button and the following figure is shown:

Select Group:

Search: |

B Can
I [ | Branch
I [] cT1office
J DTestGrnupi

Ok Cancel

Select the related group and click @
[Search] : Insert related group/sites name and click on , the search results will be displayed.

Support fuzzy search but does not support wildcard search.

4.1.2.3 Real-Time Info

[Real-Time Info] includes [Stop] service, [Filter] and [Search] functions. This page displays all
current connected NGAF status, CPU usage, hard dsk usage. Memory(RAM) usage, WAN
inbound/outbound traffics flow and VPN tunnel inbound/outbound traffics flow information. The page

is shown below:

20
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>>Real-time Info @

T rFiter| [ Siop | service Status: Running search: | ]
Resource Usage(%) WAN Speed(Bps) VPN Tunnel Speed(Bps) A

Site Status CPU Disk Memory Outbound Inbound Outbound Inbound WPN Tunnels

CTI Online 8 2 22 1] 0

[Stop] : Click on the button and all CMC services will be stopped, all connected sites will be
dropped.
[Filter] : Use the filter feature when there are many sites in order to narrow down the sites

resulted by using selected parameters. Click on the button and the following figure is shown:

Site Status: Hnline Offline Y

Select Group/Site:

Search: | |
B3 W an
I [¥| Branch
| [v] cTIoffice
- TestGrl:uupl

| OK | |Cancel|

[Site Status] : Include online and offline status, can view which are the sites online and which are
offline. For example: if there are online and offline NGAF in group/sites, when both online and offline

options are selected, online NGAF real time information is shown meanwhile for offline NGAF shows
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only device name without other information.
[Select Group/Site] : Choose the related group/site and click @ to get expected results.
[Search] : Insert related group/sites name and click on [Search], the related device’s real time

information will be displayed. Support fuzzy search but does not support wildcard search.

4.1.2.4 Anomalous Events

[Anomalous Events] includes [Filter] and [Search] function modules. This page display all site’s

anomalous message such as CPU usage 100%, memory usage 100% and etc as shown below:

7 Filter Search: E‘
Site Status Medule Monitored Object Anomaly Time

CTI (-] system Device Online Status Online 2014-12-0% 14:15:35

CTI (-] system Device Online Status Online 2014-12-0% 09:13:19

CTI (] system Device Online Status Online 2014-12-08 15:43:30

[Filter] : Use the filter feature when there are many sites in order to narrow down the sites

resulted by using selected parameters. Click on the button and the following figure is shown:

A Msystem
Site Status: On g Mlceu ysage [l
Select Group/Site: Disk usage
Search: | Memory usage
ElE] an [«]waN outbound speed
21 [sranch [#]wanN Inbound speed
[ [ cTioffice Device Online Status
) [ TestGroup1 [ vpn
[v]ven tunnel outbound
[w]veN tunnel inbound
Select Monitored Object: [¥]veN tunnels
system [] site status
CPU usage NGFW
Disk usage V] site status
Memory usage Bypass status
WAN outbound speed [v] Config distribute
[Vl waN Inbound speed ¥ Config upload N
Device Online Status
Cancel Cancel
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[Site Status] : Include online and offline status, can view which are the sites online and which are
offline. For example : if there are online and offline NGAF in group/sites, when both online and
offline options are selected, anomalous information of all NGAF devices will be shown.

[Select Group/Site] : Choose the related group/site and click @(] to get expected results.

[Select Monitored Object] :

[Search] : Insert related group/sites name and click on , the related device’s anomalous

information will be displayed. Support fuzzy search but does not support wildcard search.
4.1.2.5 Time Sync

[Time Sync] includes [Filter], [Sync Selected], [Sync Filtered], [Sync ALL] and [Search] function
modules. This page shows site’s time deviation which include also site’s name, device’s model, time

deviation and operation as shown below:

j Filter Sync Selected @Svnc Filtered Sync ALL Search: E‘

[ | site Device Model Time Deviation Operation

[Filter] : Use the filter feature when there are many sites in order to narrow down the sites

resulted which has time deviation with CMC. Click on the button and the following figure is shown:
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Model: |,.:..'|| V|

Select Group:

Search: | |
B Tan

J [18ranch

J [ cTicffice

J DTestGrDupl

Ok Cancel

Search and select the related group and site, click on @ to get the result.

[Sync Selected] : Select Site and click on the button to synchronize site’s system time with CMC
system time.

[Sync Filtered] : Use Filter module to get the result sites and click on the button to synchronize
filtered sites system time with CMC system time.

[Sync ALL] : Click on the button to synchronize all site’s system time with CMC’s system time.

[Search] : Insert related group/sites name and click on [Search, the related sites information will

be displayed. Support fuzzy search but does not support wildcard search.

w b

?
Time deviation is the time difference between site’s system time and CMC’s system.
4.1.2.6 Site Version

[Site Version] includes [Filter] and [Search] function modules. This page displays the name, module

name, current version, update previous version and update time of all sites as shown below:
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=>Site Version Info 2

T Filter Search: \ ‘O.|
Site Module Name Current Version Update Previous Version = Update Time{Time Sync)

CTI system 4.30.0.0 0.0.0.0 2014-12-08 14:35:00

CTI M 4.2.0.0 0.0.0.0 2014-12-08 14:35:00

CTI vpn 4.32.0.0 0.0.0.0 2014-12-08 14:35:00

CTI NGFW 5.3.0.0 0.0.0.0 2014-12-08 14:35:00

W 4 page Total1 | p M Show page 1/1 Total 4 entries

[Filter] : Use the filter feature when there are many sites in order to narrow down the sites

resulted by using selected parameters. Click on the button and the following figure is shown:

Select Group:

Search: | |
B3 an

) eranch

) [] cTioffice

- DTestGrDupl

| oK | |Can{:el|

Select the related group and click [OK].
[Search] : Insert related group/sites name and click on [Searchl, the search results will be displayed.

Support fuzzy search but does not support wildcard search.

w b

v
Update previous version shown as 0.0.0.0 means site’s NGAF related module has not
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preform auto-update via CMC.

4.1.3. NGAF Site Summary

[NGAF Site Summary] content includes [Recent Security Events], [Security Event Ranking],
[App Traffic Tanking] and [Internal database Status].

4.1.3.1 Recent Security Events

[Recent Security Events] includes [Refresh] interval and [Filter] modules. This page displays also
NGAF’s recent online security events and details which are time, site name, source IP, destination IP,

attack type, URL, description, threat level, action and details. The page is shown as below:

>>Recent Security Events @

- You can view the information of recent security events in real-time.

Refresh: IZO secundsﬂ = Filter Received report from 0 sites
No. Time Site Name | Source IP Destination 1P Attack Type URL Description Threat Le... Action Details

[Refresh] : Configure real time data page refresh period, available options are 10, 20 amd 60
seconds.
[Filter] : Select to view security events base on the threat level filtering, selectable options are

high, medium and low level.
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Event Threat Level
High
Medium
Low

| CK | | Cancel |

4.1.3.2 Security Events Ranking

[Security Events Ranking] used to show events of NGAF sites which involves DOS attack, web

application protection, IPS, virus, APT and attempt count. The page is shown as below:

=>»Security Events Ranking of the Week @
View Top: 20[v 4‘?. Refresh Only online sites can connect to the database.
No. Site Mame DOS Attack Web Application Protection IPS Virus APT Attempt Count Status

1 CTI [ [ 0 0 o 0 online

[View Top] : Display top 10-60 most security events happening sites.
[Refresh] : Refresh the result on display page.

4.1.3.3 App Traffic Ranking

[App Traffic Ranking] includes [View Top] and [Sort] function modules. This page shows Online
sites with top traffics flow, application type, outbound, inbound and bidirectional flow speed,

percentage and sites details. The page is shown below:
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==>App Traffic Ranking @

Refresh: IW View Top: |10 ¥ Sort By: IW[ Received report from 1 sites
No. App Type Qutbound Inbound Bidirectional Percent Site Details

1 Funshicn 1.8(KB/s) 261.0(B/s) 2.0(KB/s) 86.0% CTI(2.0 KB/s)

2 HTTP_POST 57.0(B/s) 116.0(B/s) 173.0(B/s) 7.1% CTI(173.0 Bfs)

3 Other 71.0(B/s) 14.0(B/s) 85.0(B/s) 3.5% CTI(85.0 Bfs)

4 Whatsapp Messenger 43.0(B/s) 40.0(B/s) 83.0(B/s) 3.4% CTI(83.0 B/s)

[View Top] : To show top 10/20/30 traffic flow on the online sites. Refresh the page and the top
10/20/30 applications of each site will be displayed and the previous display will be dumped.
[Sort by] : Select applications display based on sorting of inbound/outbound/bidirectional traffic

flow amount.
4.1.3.4 Internal Database Status
[Internal Database Status] includes [Filter] and [CMC Internal Database Status] function modules.

This page display all NGAF sites internal database status, which includes name, status, database name,

current version, latest version update service expiration and last reported. Date as shown below:
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>>Internal Database Status @

4 Refresh T Filter| [%CMC Internal Database Status

No. Site Name Status Database Name Current Version Latest Wersion Update Service Expiration Last Reported

1 cT1 Internal database has expi... Malware Signature Dat... 20141108 20141115 20150619/00:00:00 2014-12-15 09:07:19
2 (=)} Normal Anti-Virus database 20141020 20141020 20150619/00:00:00 2014-12-15 08:07:19
3 cTI Normal URL database 20141020 20141020 20150619/00:00:00 2014-12-1508:07:19
4 CcT1 Nermal Vulnerability Database 20141017 20141017 20150619/00:00:00 2014-12-15 09:07:19
5 CT1 Nermal - 20141116 Never expire 2014-12-15 05:07:19
6 cT1 Normal Application Ident Data... 20141017 20141017 20150619/00:00:00 2014-12-15 09:07:19
7 (=153 Normal WAF Signature Database 20141017 20141017 20150619/00:00:00 2014-12-15 08:07:19
8 cTl Normal Data Leak Protection 20141011 20141011 20150619/00:00:00 2014-12-1509:07:19
M 4 | paget[~]/1 P M Total & entries

[Filter] : Filter sites by using selective options such as update status and etc. Click on and

the page below is shown:
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Site Status
Online sites only

Basics

Site Name:

[ ] Database license expired

[ ] Database license will EXpire soon

[ ] License is not activated.

[ | Internal database version is out of date.

Internal Database Filter
L[] Anti-Virus Database

[ | URL Database

] Wulnerability Database

[ ] software Upgrade

L] Application Ident Database
L[] war Signature Database
[ ] Data Leak Protection

[ ] Malware Signature Database

| Ok | |Cancel |

[CMC Internal Database Status] : This module is used to check CMC internal database
status which the databases is exactly same with NGAF. Click on the button, the following page is

displayed:
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==Update 6]
% Refresh
Internal Databaze
Database Current Version Latest Version Operation
Anti-\Virus Database 2014-10-20 2014-10-20 Update Now Import
URL Database 2014-10-20 2014-10-20 Update Now Import
Wulnerzsbility Database 2014-10-17 2014-10-17 Update Now Import
Software Update = Unknown version Update Now Import
Application Ident Database 2014-10-17 2014-10-17 Update Now Import
WAF Signature Database 2014-10-17 2014-10-17 Update Now Import
Data Leak Protecticn 2014-10-11 2014-10-11 Update Now Import
Malware Signature Database 2013-05-13 Unknown version Update Now Import

4.1.4. Auto Update Status

[Auto Update Status] includes [Stop] service, [Filter] and [Search] function modules. This page
displays all status of NGAF sites download upgrade package via CMC. The page is shown below:

=>Auto Update Status @
7, Filter ‘ Stop ‘ RunningRunning Search: | ‘Q |
No. Site Downloading Update Package Progress

H 4 | page|l Al r M Show page 1/1 Total 0 entries
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[Stop] : Click on the button to stop all auto-update services, all NGAF sites will not be able to

update via CMC.

[Filter] : The filter feature is used when there are many sites in order to narrow down the sites
resulted by using selected parameters. Click on the button and the following figure is shown:

Select Group:

Search: |

B3 Oan
I [ "] Branch
I [] cTIoffice
J DTestGrDupl

Cancel

[Search] : Insert related group/sites name and click on , the search results will be displayed.

Support fuzzy search but does not support wildcard search.

4.1.5. Services

[Services] includes [Configuration Management] and [TCP Proxy] function modules.

4.1.5.1 Configuration Management

[Configuration Management] is used to manage CMC database
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=>Configuration Management Service

Service Status:Running Stop

.‘l)

[Stop] : CMC will not able to distribute configuration to NGAF if the service is stop.

v
If the service is stop running, the error page below is prompted when distribute
configuration to NGAF.

Prompt:

Distributing configuration file failed!
Error:ERR_DST_MOUDLE_UNREACHAELE!

Close

4.1.5.2 TCP Proxy

[TCP Proxy] is used for when NGAF connected to CMC, administrator select
via CMC’s web console interface and browse to NGAF’s related service with local 127.0.0.1 and
proxy port. This enable administrator to remote control the NGAF even if the NGAF is not directly
connected to CMC device (The process is similar to proxy service and thus is named as TCP Proxy).
This feature does not need port forwarding or bypass in firewall but it requires only CMC device to
open TCP port 9458(Factory default port) which is shown below:
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=>>TCP Proxy Service @
Service Status:Running

Listening Port:

D

Save

[Stop] : Press on the button to terminate the service, CMC will not be able to visit NGAF via TCP
Proxy.
[Listening Port] : CMC’s listening port, configurable to any ports (But not ports which are

already using in CMC to avoid conflict)

%)
When CMC is deployed as single-arm mode, port forwarding need to be configured
on the gateway device to port forward TCP 9458 (by default) to CMC device. If not,
administrator will not be able to access to NGAF remote control sites via TCP Proxy in CMC’s

web console.

4.1.6. Logs

[Logs] includes [View] logs type, [Date] and [Filter] function modules. The feature is used to

check on CMC’s system logs and operation logs, the page is shown below:
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@

-

i Refresh| 9 Filter

View: | System logs Date: |20141216[+ |

Service Severity Time
Communication Service Info 10:22:22
Communication Service Info 10:22:20
Communication Service Info 10:12:19
Communication Service Info 10:12:15
Communication Service Info 10:02:14
Communication Service Info 10:02:12
Communication Service Info 09:52:11
Communication Service Info 09:52:07
Communication Service Info 05:42:07
Communication Service Info 09:42:03
Config Manager Info 09:42:00
Config Manager Info 09:42:00
Config Manager Info 09:42:00
Config Manager Info 09:40:42
NTP Server Info 09:30:26
M 4 | page|t [¥]/15] p M

Details

[SaManager] Established file channel with CTI (L:0 R:0) successfully.

[SaManager] File channel with CTI (L:0 R:0) is closed!

[SaManager] Established file channel with CTI (L:0 R:0) successfully.

[SaManager] File channel with CTI (L:0 R:0) is closed!

[SaManager] Established file channel with CTI (L:0 R:0) successfully.

[SaManager] File channel with CTI (L:0 R:0) is closed!

[SaManager] Established file channel with CTI (L:0 R:0) successfully.

[SaManager] File channel with CTI (L:0 R:0) is closed!

[SaManager] Established file channel with CTI (L:0 R:0) successfully.

[SaManager] File channel with CTI (L:0 R:0) is closed!

[SCModule] Connect proxy success!

(sCConfigManagerServer) Connect to proxy (ADDR:/var/sinfor/sc/scproxy_server))
(5CConfigManagerServer) Config-dispatch service starts normally, version: 4.0.0.0, updated: Jul 20 2013 03:39:50
(sCConfigManagerServer) Config-dispatch service stops normally

(NTPSrv) System time deviates from NTP server time by -74 seconds.

Show page 1/15 Total 221 entries

[View] : Selectable options are system logs and operation logs. System logs show all CMC’s

services logs and Operation logs show the operations performed by CMC administrator.

=>>Logs

@

&/

i Refresh| 9 Filter| O Advanced Search Search: l:@

View: |Operation logs| | Date; [20141216] ]

Administrator

Role

admin Super admin
admin Super admin
admin Super admin
admin Super admin
admin Super admin
admin Super admin
admin Super admin
Unknown user Illegal

M 4 | page 1 1l FH

1P Address

192.200.19.74
192.200.19.74
192.200.19.74
192.200.19.74
192.200.19.74
192.200.19.74
192.200.19.74
192.200.19.74

Time

2014-12-16 10:35:59
2014-12-16 10:25:33
2014-12-16 09:42:02
2014-12-16 09:41:21
2014-12-16 09:41:05
2014-12-16 09:40:44
2014-12-16 09:30:09
2014-12-16 09:30:04

Module
User login

User login

Systemn Mainte...
Terminal Mana...
Terminal Mana...

System Mainte...

User login

User login

Result

Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded

Failed

Operation Details

Leg in

Leg in

Start config-distribute service
Distribute config to site: CTI
Distribute config to group [1 sites]
Stop config-distribute service

Leg in

Leg in

Show page 1/1 Total 8 entries

[Date] : Select date to view related logs on the particular day. By default, CMC can store up

to 8 days for System logs and 90 days for Operation logs.

@

CMC'’s logs does not support synchronization or export to third party logging

Server.

[Refresh] : Click on the button to display the latest logs.

[Filter] : The feature is used to select logs based on filter options for both type of logs. The

page are shown as below:
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Filter Cnteria - Webpage Dia

~ Log Severity

Info [v] Warning
Error | Debug

Entries Per Page: (10-1000)

~ Service Type

Select All Inverse

Firewall

Multiline Detection
Anti-DoS

Ermnail Alarm

Configuration Agent

Info Exchange Background
Communication Service
WPM Extensicn

TCP Proxy

COK

Cancel

For Operation logs, please refer to following page:
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Filter Cnteria - Webpage Dia

~ Logging Options

(]
Log succeeded operations
Log failed operations

— Display Options

Succeeded operations
Failed operations N

— Module

Select All Inverse

User login

System Settings
Firewall Settings
System Maintenance
Terminal Management W

W
Database Management

| OK | | Cancel |

[ Advanced Search] : Search method which is only available for Operation logs. Key in

information in the related fields to narrow down the logs display. The page is shown below:

— Search Options

Keyword: || |

Admin Name: | |

IP Address: | |
Operation Result:
Module: | Any V|

| Search | | Cancel |

Users can choose to view different type of logs according to their need.
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4.1.7. Config Distribution Status

[Config Distribution Status] is used to check the status when CMC distributing configuration,
normally when editing NGAF sites configuration and click ok, the configuration will be distribute
immediately to the remote control sites. If NGAF remote control sites are not connected to CMC or

CMC’s service is stopped, all synchronization logs will be displayed. The page is shown below:

>=Config Distribution Status @

5 Refresh

Operation Administrator Site Module Result Details Time

distribute confi... Admin CT1 MNGFW Synchronizing succeeded  100% 2014-12-15 14:26:26

distribute confi... Admin CcT1 cM Synchronizing succeeded  100% 2014-12-15 14:26:26

distribute confi... Admin CT1 system Synchronizing succeeded  100% 2014-12-15 14:26:26

distribute confi... Admin CT1 vpn Synchronizing succeeded  100% 2014-12-15 14:26:26

H 4 | page E il r M Show page 1/1 Total 4 entries

[Refresh] : Click on the button to display the latest logs.

L

v
CMC’s web console will prompt out a small windows which indicates
synchonization/configuration distribution failure; meanwhile NGAF sites will pop up an icon to

indicates the message during configuration upload.

4.2. Site Management

This section include [Group/Sites], [TCP Proxy], [Scheduled Tasks], [Update Packages] and

[Central Management] modules.

4.2.1. Groups/Sites

[Gourps/Sites] is used to differentiate groups and sites, can place NGAF devices into a group,

group can include more groups. CMC administrator can manage NGAF devices via groups and sites
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and this method can reduce the workload. The page is shown as below:

==All Direct Sites: 0 Direct Groups: 3 Total Sites: 1
+ add X Delete %\ Configure @ Distribute . Filter QU Advanced Search: E‘
] Name Status Device Model | Version Subgroups Description Operation

[ CICTIoffice * - - - 0 Config " Edit Distribute

[0 (CTestGroupl * - - - 0 Config * Edit Distribute

[ (CJBranch* - - - 0 Config " Edit Distribute

M 4 | page 1l r M Show page 1/1 Total 3 entries

[Add] : Put the mouse cursor on the button, options [site], [Group], [Import site] and

[Auto-generate site] is available. The page is shown below:

+ site

+ Group

_{l' Import site

M Auto-generate site

[Delete] : Click on button to delete all selected groups/sites, unselected groups/sites will

remain.

[Configure] : Click on the button beside [Delete] can configure NGAF under ALL
group which shown below:

% Configure NGFW

[Distribute] : Click on the |Distribute| button beside [Configure] to distribute configuration to all
current groups and NGAF sites.
[Filter] : Can select single NGAF sites account for further actions.

[Advanced Search] : Can insert sites account to perform searching, supports fuzzy search.

4.2.1.1 Add Group

When there are alot of sites, the sites can be managed by placing under group or several groups.
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. + Group . ..
Move the mouse cursor to the [Add| button, click on , insert name and description to

create a new group:

MName:

Description:

| OK | |Cancel |

L

v
Group’s details are not able to be modified after creation. If there is mistake found in
group details, delete the group and re-create it.

By default, CMC device has only one ALL group, and it can not be deleted. Refer to Chapter 5
for more details

4.2.1.2 Add Sites

NGAF remote control sites can be created under ALL group or any other groups, it can be

differentiate base on user’s need. The page is shown below:

Device Series
Device Series: [[ER NN
Version: | 5.3 v|
| | | Mext | | Cancel |

Refer to Chapter 5 for more details
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4.2.1.3 Import Site

Other than add groups/sites manually, we can use another method which is to import the sites

from a file in order to reduce the workload if there are alot of sites to be added. The case below shows

steps to import sites:
Case : How to import sites

This case will describe how to import 3 sites into CMC under group ALL.
Move the mouse cursor to and select [Import Sites], the page below is shown:

Basic Information

Enable site

[] Use its own VPN configurations

Description: |Impn::rt site |
Select File: | Browse.

Gow: [ 0
Device Series: | NGFW v|
Version: |5.3 v|
Device Model: | NGFW-Device v|

| OK | |Cancel |

[Browse] : Choose related file via this button, txt or .csv file. The content in the file should be as

below:

-

mj sites.bet - Notepad =RNCN X

File Edit Format WView Help

userl, ,passwordl -
user?, ,password’
userd, ,password3
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Click on and the page below is shown:

———— =
Message from webpage ﬁ

- ol

Warning :There are 2 commas between username and password.

N 1 Imperting sites from a text file cannot be rolled back. Before importing,
please make sure the file format and site information are correct. Are
you sure to proceed?

oK J ’ Cancel ]

il
1 _— - e h
{2 Choose File to Upload ﬁ
— ——
@uv|- Desktop » - |‘1» |.| Search Desktop ol
Organize « MNew folder &= ~ [ '@
b —| Microsoft Word Document n

- Favorites

Sangfor Data Center Configure
B Deskiop Shortcut
4. Downloads 679 bytes

%7 Dropbox 5G Partner Training.wrf I
| Recent Places | WRF File
413 MB

) Libraries sites. bt

By
Y Text Document
& Spps P 52 bytes
@ Documents

Skype
J" Music SHkycFlj'tcut |_
[5] Pictures 2A5KB £

il PPTVASR Start BlueStacks
B videos Shortcut
Al 176 KB il

File name: | sites.bit - |AllFiles () - |

1

m
-

| Open |v| | cancel |

[Group] : Select the group which the sites import to. Click on to select related group as

shown below:
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Select Group:

Search:

B3 @ an
1 Branch
—J O cT1office

) (O TestGroup1

OK Cancel

[Description] : Self-definable.

[Device Series] : remote control sites device

[Version] : The firmware version of remote control sites device.

[Device Model] : The hardware model of remote control sites device.

After done configuration, select @ to import the sites and the page below will be prompted if

succeeded:
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Prompt:

Import Result:
Imported 3 sites

Close

The sites will be shown in the related group (which is group ALL in this case) as below:

=>Groups/Sites @
>=All Direct Sites: 3 Direct Groups: 3 Total Sites: 4
4+ Add X Delete A Configure @ Distribute . Filter Q0 Advanced Search: | |Q |
[0  nName Status Device Model| Version Subgroups Description Operation

[ CICTIoffice * o] Config " Edit Distribute

[0 (CTestGroupl * 0 Config * Edit Distribute

[l ([JBranch* 0 Config " Edit Distribute

O Euser1l Enabled NGFW-Device NGFW 5.3 - Import site Config Edit Clone Distribute

[0 BRuserz Enabled NGFW-Device NGFW 5.3 Import site Config Edit Clone Distribute

O Euser3 Enabled NGFW-Device NGFW 5.3 Import site Config Edit Clone Distribute

M4 page[TV]a ] b M

Show page 1/1 Total 6 entries

Warning :The devices imported for each time must belongs to a same group, same

device series and same version.
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4.2.1.4 Auto-generate Site

Other than the two methods mentioned above, CMC can also auto-generate site by itself. The site

which is auto-generated, it’s name are came with suffix. The page is shown below:

Enable site

[] use its own configurations.

Device Senes: NGFW L

MName Prefix:

Password:

Confirm:

Description: Automatically generated

Mumber of Sites:

Group: all
Device Version: | 53 V|
Device Model: | NGFW-Device v|
Authentication: | Local v|
Save Cancel

[Device Series] : remote control sites device

[Name Prefix] : Insert auto-generate sites name prefix

[Description] : Self-definable, default set to “Automatically generated”

[Number of sites] : The number of sites to be auto-generated.

[Group] : Select the group which the sites import to.

[Version] : The firmware version of remote control sites device.

[Device Model] : The hardware model of remote control sites device.

[Authentication] : The authentication method using by auto-generate sites, select type Local
normally unless there is LDAP or RADIUS server in local network, can synchronize with username

and password in servers.
Case: How to configure auto-generate sites

This case describe how to create 1 auto-generate site under group ALL.
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Move the mouse cursor to Add and select [Auto-generate sites], the page below is shown:

D

(|

Enable site

[] Use its own configurations.

Device Series: | NGFW v|
Name Prefix:  |Test |
Password: |¢-||~«| |
Confirm: sssee |
Description: |Autumati~::ally generated |
Number of Sites: |1 X |
Group: all &)|
Device Version: | 5.3 v|
Device Model: | NGFW-Device v|
Authentication: | Local v|

| Save | | Cancel |

This example need to create 1 auto-generated site under group ALL, refer to figure above for

configuration, click on to create site Test1 as shown below:
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Prompt:
Created 1 sites

Close

=>=Groups/Sites @
>=All Direct Sites: 4 Direct Groups: 3 Total Sites: 5
+ Add X Delete & Configure () Distribute . Filter Q1 Advanced Search: | |Q |
[0 Name Status Device Model Version Subgroups Description Operation

[0 (QCTioffice - - - 0 Config * Edit Distribute

[ (CTestGroupl ° = = = 0 Config " Edit Distribute

0 (©sranch " - - - 0 Config * Edit Distribute

[0 Huser1 Enabled NGFW-Device NGFW 5.3 = Import site Config Edit Clone Distribute

O Euserz Enabled NGFW-Device NGFW 5.3 - Import site Config Edit Clone Distribute

[0 BRuser3 Enabled NGFW-Device NGFW 5.3 = Import site Config Edit Clone Distribute

OO0 ElTest1 Enabled NGFW-Device NGFW 5.3 - Automatically generated Config Edit Clone Distribute

M 4 page e M Show page 1/1 Total 7 entries

A

device series and same version.

Warning :The sites auto-generated for each time must belongs to a same group, same
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4.2.1.5 Edit Sites

Sites can be edited base on password changes, site’s name modification and group changes. Click

on on the site’s right side to perform the changes.
Case : How to edit sites

This case describe how to change site’s password.
Click on site’s button and the page below is shown:

=>Groups/fSites @
>=>All>=>CTlIoffice Direct Sites: 1 Direct Groups: 0 Total Sites: 1
+ add X Delete % Configure &) Distribute . Filter Q Advanced Search: ‘ ‘Q ‘
[ name Status Device Model Version Subgroups Description Operation

O HAcm Enabled NGFW-Device NGFW 5.3 - Conﬁlone Distribute

— Basic Information
Enable site

Use its own VPN configurations

Site Name: |pTI X |
Password: sesssssssssssscsccscssasansl
Confirm: T T
Description: | |
Group: |CTquﬁce ||
Device Model: |NGFW-Device v
Type: NGFEW S
Version: 5.3 W
Authentication: | Local W
| Bacl | | MNexd | | Cancel |
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Modify the password column in the dialog windows, then click on [Nexf and [OK] .

4.2.1.6 Clone Sites

When creating a new site, the site’s group, device series and version same with another existing

account, can use Clone to create the new site to ease user.

Case : How to clone sites

This case describe how to clone a NGAF site for another NGAF new site.

Click on of the related site’s right side and the following page is shown:

Basic Information

Enable site

[] use its own VPN configurations

Site Mame: CTIZ

Password: ey

Confirm: ey

Description: MGFWE.3 %
Group: CTloffice
Device Model: I A
Type: S
Version: W
Authentication: | Local W

MNext Cancel

Insert all related information into the columns, then click on and [OK] .
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4.2.1.7 Configure Sites

NGAF sites configurations divided into three types: Group NGAF configuration, Sites NGAF
configuration and remote local NGAF configuration. When there are conflicts occur between config
files, the sequence to prioritize is : Group NGAF Config > Sites NGWF Config > remote local NGAF
Config.

By refer to the configuration properties, we will categorize the configuration into three types and
different manage policy is apply on each type:

[Mergeable Config] : Group, Sites and remote local NGAF config are available in the CMC
device. For example, NGAF’s security policy module is merge type config, when Group configured
with security policy A, remote local config is configured with security policy B, both policy A and
policy B can be seen on the NGAF.

[Switchable Config] : The groups’/sites’ config has higher priority compare to remote local
config. For example: NGAF’s anti-virus policy is a switchable configuration, when group NGAF
enable anti-virus policy but remote local NGAF disable it, by default, the anti-virus policy is enabled.

[Local Config] : Only a few configuration can be allowed in remote local config, for example,
network zone configuration, real-time status and etc. The module which included in this config is
[Real-time Status], [Bandwidth Management], [Virtual Line], [SNAT], [DNAT] and [Network].

¥
Some Mergeable type config have priority order, these distributed config will work in

order: Group > Site > local, the local config policy cannot take over the priority of group config

Application Control Policy
CM Info Bar | The configuration pushed down from CMC device cannot be edited. You can edit local configuration anly.
+ add X Delete | v Enable @ Disable | 4 Move up % Move Down T Move | [ 1mport [FExport Src Zone all ~ | Dst Zone| all - 2|
[] No. Name Src Zone Source IP/User Dst Zone Dst IP Service/Application | Schedule | Action | Logging  Hit Count  Status
0 1 Test1_region_All LAN All WAN All Predefined Service/.. All week @Deny  Yes 0 v
2 Allow all LAN All LAN All Predefined Service/.. All week 2 Allow Mo 9999+ v
WAN WAN
e Default Policy All All All All All/AIN All week @ Deny Mo 0
4+ Move U [u]

If click on the when selecting local policy to re-order the policy, the system

will prompt error message as shown below:
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q

@ Error: Unable to remove, edit or move the cloud-
based analysis engine configuration pushed down

from CMC device.Testl_region_all

| Close |

The following details describe the type of configuration and a variety of application scenarios for

each configuration :
NGAF Group ALL Config access method

This config type has the highest priority among all other config types and will distribute to all
groups and all sites.

Case : Configure NGAF in Group ALL

Move the mouse cursor to and select [Configure NGAF] as shown in the following

page:
=>Groups/Sites @
>=All Direct Sites: 0 Direct Groups: 3 Total Sites: 1
+ add X Delete \ Configure (&) Distribute . Filter Q0 Advanced Search: | |Q |
[0 mName | : Configure NGFW Iatus Device Model Wersion Subgroups  Description Operation
[0 CICTIoffice - - - 0 Config * Edit Distribute
[0 ([CJTestGroupl " - - - 0 Config ~ Edit Distribute
[0 Ceranch*" - - - 0 Config * Edit Distribute

The page will be redirect to another page as shown below:

51



SANGFOR

(")

N

b

SANGFOR Technologies Inc.

International Service Centre: +60 12711 7129 (7511)

Malaysia: 1700817071
Email: tech.support@sangfor.com

-

} Network €M Toolbar ()| [ ] Disallow terminal to edit this page (i)

b Security Databases +Add X g @ 1+ + N Src Zone Al ¥ | Dst Zone| A v P|»n
» Objects [] No. | Name Src Zone Src 1P Dst Zone | DstIP

} Firewall

~ Access Control

> Application Control
» Anti-Virus
» APT Detection

» Web Filter No data available

» IPS

» Bandwidth Mgt

» System

Page| 1lof1 & Entries Per Page:| 50

Service/Application  Schedule  Action = Legging Hit Cou.

Status Clone Delete

0 entry

NGAF Group Config access method

Case : Configure NGAF in Group

Method 1 : Move the mouse cursor to and select [Configure NGAF] as shown in the

following page:

==Groups/Sites @
>=All Direct Sites: 0 Direct Groups: 3 Total Sites: 1
=+ Add X Delete A Configure £ Distribute . Filter Q. Advanced Search: | |Q |
[] mame R Configure NGFW |latus Device Model Version Subgroups  Description Operaticn

CICTIoffice - - - [i} Config * Edit Distribute

[ (CTestGroupl * = = = 0 Config * Edit Distribute

[0 (@eranch* - - - 0

The page will be redirect to another page as shown below:
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-

} Network €M Toolbar ()| [ ] Disallow terminal to edit this page (i)

b Security Databases +Add X g @ 1+ + N Src Zone Al ¥ | Dst Zone| A v P|»n
» Objects [] No. | Name Src Zone Src 1P Dst Zone | DstIP Service/Application  Schedule  Action | Logging Hit Cou Status Clone Delete

} Firewall

~ Access Control

Application Control
Anti-Virus
AFT Detection

Web Filter No data available

» IPS

» Bandwidth Mgt

» System

Page| 1lof1 & Entries Per Page:| 50 0 entry

Q@

Method 2 : Move the mouse cursor to and select [Configure NGAF] on the right side
of Group as shown in the following page:

>>Groups/Sites @

&
>=All Direct Sites: 0 Direct Groups: 3 Total Sites: 1
+ Add X Delete W\ Configure &) Distribute 7. Filter Q0 Advanced Search: | |Q |
[ Name Status Device Model Wersion Subgroups Description Operaticn

CICTIoffice * - - - 0 Config R Configure NGFW
[J ([TestGroupl " - - - [ Config “ooreorsoos

0 (©sranch " - - - 0 Config * Edit Distribute

M 4| page Al M Show page 1/1 Total 3 entries

NGAF Sites Config access method

Case : Configure NGAF under NGAF sites

Method 1 : Move the mouse cursor to the related site and click on it as shown below:
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>>Groups/Sites @

=2All==CTToffice Direct Sites: 1 Direct Groups: 0 Total Sites: 1

+ add X Delete A Configure &) Distribute

7 Filter Q Advanced Search: | |Q |
Status Device Model \ersion Subgroups Description Operation
Enabled NGFW-Device NGFW 5.3 - Config Edit Clone Distribute

M 4 page[1™]/1] b M

Show page 1/1 Total 1 entries

The page will be redirected to page below:

Application Control Policy

» Network CM Toolbar ()| [] Disallow terminal te edit this page (i) []CM Advanced Options

} Security Databases +add X e @ T + 2 Sre Zone Al v | Dst Zone| Al v Bl
» VPN [] No. | Name Src Zone Src 1P DstZone | DstIP Service/Application  Schedule  Action | Logging HitCou.. | Status Clone Delete

b Objects

} Firewall

~ Access Control

» Application Control
» Anti-Virus
» APT Detection

No data available
» Web Filter

» IPS

» Bandwidth Mgt

b System

Page| 1 of1 @ Entries Per Page:| 50 0 entry.

Method 2 : Click on the on the right side of the site’s name as shown below:
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>>Groups/Sites @

>>All=>=>CTloffice Direct Sites: 1 Direct Groups: 0 Total Sites: 1

+ add ¥ Delete A Configure () Distribute T Filter Q Advanced Search: | [a]

[ Name Status Device Model Wersion Subgroups Description Operaticn

Hcrt Enabled NGFW-Device NGFW 5.3 - d\t Clone Distribute

M 4| page Al M Show page 1/1 Total 1 entries

NGAF Sites Configuration Introduction:

Network Configuration

[Interface]

Module Description : The configuration in this page is local config, it has to be done by remote
NGAF itself.

[Advanced]

Module Description : The configuration under this page is switchable config. User can configure
SNMP and SNMP related switch option, only available in sites configuration, group configuration
does not include this page.

CMC toolbar instructions:

NGAF Sites page in CMC is shown as below:

CM Toolbar ()| [] Disallow terminal to edit this page (i) [ ] Push SNMP change down to terminal (i) [5] CM Advanced Options

e |

Enable SNMP

SNMP < || SNMP v1/v2
SNMP V1/V2 =+ Add X % Refresh
SNMP V3 [] name IP Address Community Delete

SNMP Trap

Check the [Push SNMP change down to terminal] to distribute the configuration of this page to
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remote NGAF devices. Check the [High Priority] in CM Advanced Options, the configuration on this

CMC page will have higher priority than the local configuration.

(m

Security Databases

Module description : The configuration on this page is under local NGAF config category. The
configuration is done in local devices. The page on CMC is used to check the content of these security
databases which includes [Vulnerability], [WAF Signature], [Data Leak Protection] and [Malware
Signature]. The menu is shown in figure below:

* Security Databases

Vulnerability
WAF Signature
Data Leak Protection

Malware Signature

VPN
Module description : This module is used to configuration VPN for NGAF devices. The module
includes functions such as [Basics], [Local Users], [VPN Connections], [Virtual IP Pool], [VPN WAN

Interface], [VPN LAN Interface], [Multiline Policy], [Local Subnet], [Tunnel Route], [IPSec VPN],
[Objects] and [Advanced].The page is shown as following:
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- VPN
Basics

Local Users
VPN Connections
Virtual IP Pool
WPN WAN Interface
WPN LAM Interface
Multiline Policy
Local Subnet
Tunnel Route

[+ IPSec VPN

[ Objects

[ Advanced

Refer to NGAF User Manual 5.3 under VPN section for configuration details. After done
configured this section, select [Distribute Now] on the top right of the page to distribute the

configuration to related NGAF device as shown in the figure below:

[Distnbute Now]

Objects

Module description : This module describe the objects used in access control policy or any
related policy in NGAF device config. For details, refer to NGAF5.3 User Manual under section
Objects.
Firewall

[NAT]

Module description : This module only visible in site’s user interface and belongs to Mergeable

type NGAF config. The final configuration is consisted of both CMC and NGAF local config.
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CMC toolbar instructions:
NGAF Sites page in CMC is shown as below:

NAT

IPv4 NAT

€M Toolbar (i)| [[] Disallow terminal to edit this page (i) ] CM Advanced Options

&+ Add - X @ FImport [FExport » 5 Refresh

Original Data Packet Translated Data Packet

[]| No.| Na. Type  Src Zone Dst Zone Src 1P DstIP | Protocol SrcPort DstPort  SrcIP DstIP  DstPort Hit Co... Status Clone Delete

Check the option [Disallow terminal to edit this page] to disable the local terminal to change
configuration for this page in the NGAF device. Select the [Do not push configuration down to
terminal] under [CM Advanced options] to prevent the current configuration on this page to be
distributed to the local NGAF device.

Access Control

Module description : Network security issues come in when local users has unlimited access
control to any website or any source, therefore NGAF can protect local resource via [Application
Control], [Anti-Virus], [APT Detection] and [Web Filter] modules. The page is shown as below:

* Access Control

Application Contro
Anti-Wirus
APT Detection

Web Filter

[Application Control] : Mergeable type NGAF config, filter traffics base on application layer and

also port used.
[Anti-Virus] : Switchable type NGAF config, is used to detect virus and block if necessary;

protect traffics and data from/to configured zone in NGAF.
[APT Detection] : Mergeable type NGAF config, is used to detect local malware, trojan and

harmful application/software. Block and logging (base on user’s configuration) if infected software

trying to communicate with public network.
[Web Filter] : Mergeable type NGAF config, this module is used to filter website browsing data

which mainly are [URL Filter] and [File Filter].

IPS
Module description : Mergeable type NGAF config, can be configured only in site’s config and
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remote local config. Intrusion Prevention System rely in the packets detection to discover potential

)

(|

threats to the internal network systems. IPS will check internal network packets to ensure the real
purpsoe of the packets, then it will decide whether to allow or deny these packets to internal network

base on user’s configuration.

IPS

CM Toolbar (i)| [| Disallow terminal to edit this page (i) [5|CM Advanced Options

= Add X @ 7 % Refresh P

[ no. Name Src Zone Src IP Dst Zone Dst IP Threat Prevention Status Delete

Refer to NGAF User Manual 5.3 under IPS section for configuration details.
Bandwidth Management

Module description : The main usage for this module is to control the bandwidth usage in NGAF.
For details, refer to NGAF User Manual 5.3 under Bandwidth Management section.
System

Module description : Include all basic system configuration, the page is shown as following:

* System

General
Administrator
Logging Options
SMTFP Server
Emazil Alarm
Global Exclusion

Custom Webpage

[General] : Switchable NGAF config, used to configure network settings.

[Administrator] : Switchable NGAF config, used to configure administrator account, CMC can
only change administrator account’s password.

[Logging Options] : Switchable NGAF config, used to configure settings for internal data center,
syslog and logging options in NGAF.

[SMTP Server] : Switchable NGAF config, used to configure mail server which send warning or
alarm email.

[Email Alarm] :Switchable NGAF config, used to inform admin via alarm email.
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[Global Exclusion] : Mergeable NGAF config, used to exclude target host from being monitor,
traffic filtering or any policies/bypass the host’s traffic.

[Custom Webpage] : Switchable NGAF config, used to customize the webpage which redirect to
host which include authentication result page, access denied page, virus found page, change password

page, notice board page, web authentication page and user locked page.

4.2.1.8 Distribute

After done configuration for NGAF sites/groups, by default CMC will distribute the
configuration to all sites and groups for every 10 minutes. However, admin can click on |Distribute| if

wanted to push the configuration to NGAF immediately. The page is shown below:

————————————————
>>All==>CTloffice Direct Sites: 1 Direct Groups: 0 Total Sites: 1
+ Add X Delete & Configure () Distribute . Filter O Advanced Search: §|
]  Name Status Device Model Wersion Subgroups Description Operation
O Ecm Enabled NGFW-Device NGFW 5.3 - Config Edit C| or

After click on the button, the following windows will prompt out:

Message from webpage Iﬁ

I.-""_"“‘-.I Configurations will be distributed right away, which may take you some
Y time to wait for the results. Are you sure to proceed?

O l ’ Cancel
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Prompt:

Request for distributing
configuration is sent. For details,
please wiew Config-distribute Logs.

Close

After that, the result can be checked on the [Config-distribute Logs] as shown in the figure
below:

5 Refresh

Operation Administrator Site Module Result Details Time

distribute configura... Admin cr vpn Synchronizing succeeded 100% 2014-12-17 16:39:15
distribute configura... Admin 1 oM Synchronizing succeeded 100% 2014-12-17 16:39:14
distribute configura... Admin cm system Synchronizing succeeded 100% 2014-12-17 16:39:14
distribute configura... Admin cm NGFW Synchronizing succeedad 100% 2014-12-17 16:39:14
distribute configura... Admin 1 NGFW Synchronizing succeeded 100% 2014-12-17 16:39:00
distribute configura... Admin cr system Synchronizing succeeded 100% 2014-12-17 16:39:00
distribute configura... Admin cm oM Synchronizing succeeded 100% 2014-12-17 16:39:00
distribute configura... Admin cn ven Synchronizing succeeded 100% 2014-12-17 16:39:00
distribute configura... Admin cm M Synchronizing succeedad 100% 2014-12-17 10:44:30
distribute configura... Admin 1 NGFW Synchronizing succeeded 100% 2014-12-17 10:44:30
distribute configura... Admin cr system Synchronizing succeeded 100% 2014-12-17 10:44:30
distribute configura... Admin 1 vpn Synchronizing succeeded 100% 2014-12-17 10:44:30
distribute configura... Admin cm ven Synchronizing succeeded 100% 2014-12-17 09:45:14
distribute configura... Admin cm NGFW Synchronizing succeedad 100% 2014-12-17 09:48:13
distribute configura... Admin 1 system Synchronizing succeeded 100% 2014-12-17 09:48:13
distribute configura... Admin cr cM Synchronizing succeeded 100% 2014-12-17 09:48:13
distribute configura... Admin cm NGFW Synchronizing succeeded 100% 2014-12-17 09:46:28
distribute configura... Admin cn ven Synchronizing succeeded 100% 2014-12-17 09:46:28
distribute configura... Admin cm system Synchronizing succeedad 100% 2014-12-17 09:46:28
distribute configura... Admin 1 oM Synchronizing succeeded 100% 2014-12-17 09:46:28
M 4 | page IE 20 r M Show page 1/2 Total 32 entries

w b

v
Ensure the databases of CMC and NGAF are having the same version, distribute

opration might fail if the requirement does not met.

4.2.2. TCP Proxy

[TCP Proxy] module is used to enable connection between CMC and NGAF even though both
devices are not connected directly (The process is similar to proxy service and thus is named as TCP

Proxy). This feature does not need port forwarding or bypass in firewall but it requires only CMC
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device to open TCP port 9458(Factory default port) and the port is changeable which is shown in the

figure below:

>>TCP Proxy Rules @
+ Add X Delete Search by Site: | |Q |
O mo. MName Status | Destination Port Target Site Description Operation

O 1 Test Enabled 51111 CT1 Edit Delete

[Add] : Click on to create a new TCP proxy, the page is shown below:

Enable

Name: | |

Description: | |

Target Site: | | Select

Destination Port
®) Use port of: ICGHSOIE

) sSpecified: | |

| OK | | Cancel |

[Name] and [Description] can be Self-define.
[Target Site] : Select related sites to apply TCP Proxy on, as shown below:

62



SANGFOR Technologies Inc.

‘-‘-“*—uq\
- SANGFOR International Service Centre: +60 12711 7129 (7511)
h —
-— Malaysia: 1700817071
Email: tech.support@sangfor.com
Select Site;
Search:
SRSV
!Branu:h
_cTIoffice
|TestGrnup1

Ok Cancel

[Destination Port] : Select related services/ports for the NGAF sites which include known service
ports and Self-define ports.

[Use port of] : Include Console and remote helping.

[Specified] : Self-define ports for selected NGAF sites.

[Delete] : Click on to remove the created TCP Proxy entry.

L

@
The real-time logs and remote maintenance in TCP Proxy service are reserved for

commissioning services and the usage is not significant for user.

4.2.3. Schedule Tasks

[Schedule Tasks] module is used to add auto-update task for NGAF sites, the page is shown

below:
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=>Scheduled Tasks @
4+ Add X Delete| T Filter Search: | |Q |
[ Name Status Task Description Operation

[Delete] : Click to remove the created task.
[Filter] : Use the filter feature when there are many sites in order to narrow down the sites

resulted by using selected parameters. Click on the button and the following figure is shown:

Select Group/Site:

Search: |

B33 Oan
I [[JBranch
A [ cTIoffice
- DTestGrnupl

| CK | | Cancel |

Select the related group and click @(I
[Search] : Insert related group/sites name and click on [Search], the search results will be displayed.

Support fuzzy search but does not support wildcard search.

[Add] : Create a new task for site’s auto-update, page is shown below:
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Enable task

Mame: ||

Description: |

Task: Update

| Bacl | | Mext | |Can{:el|

[Name] and [Description] can be Self-define.
[Task] : Update
Click on and the next page is shown as following:
Select Group/Site:
Search: |
EA Oan
J [l 8ranch
[ cTioffice
J DTestGrnupl
| Back | | Next | | Cancel |

Select the target sites and click on [Next:
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Select [NGAF] and proceed to next page:

Select Module:

NGFW

| Back | | MNext | |Can{:el|

Based On:

Perform Task:

Date:

Time:

® cMC time

) site time

| Back | | K | |Can{:el|

Choose the proper date and time to perform the update, able to select base on [site time] or [CMC

time and click on[OK] to complete the configuration.

A

Warning : Task configuration will be checked by NGAF sites for every minute,
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therefore, it is recommended to configure the task execution time to at least after 5 minutes to

prevent task expiry issue.

4.2.4. Update Packages

[Update Packages] is used to manage all auto-update packages. The page is shown in the figure
below:

>>Update Packages @

=+ Add X Delete

] nName Type Module Version Size Build Time Operation

[Delete] : Click to remove selected update package, unselected packages will remain in the CMC.
[Add] : Add a new update package, page is shown in the figure below:

Update Fackage: | | Browse. .

Select Group/Site:

Search: |

B3 Can
| [ Branch
O []cTIoffice
| DTestGrnupl

Cancel

Click on button to import the related upgrade package, select the target Group/Site and

click on [OK] to complete the configuration.
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4.2.5. Central Management

After NGAF device joined to CMC sites, admin must use password to quit from CMC control.
Use CMC’s generated Temp Decontrol Password to remove the NGAF from CMC sites. The page is

>>Central Management @
Decontrol Password:
Decontrol Password:
Confirm:
Temp Decontrol Password:
Temp Decontrol Password:

[Decontrol Password] : Configure a password here and the password is working for all connected
NGAF sites without expiry time unless admin change it.

[Temp Decontrol Password] : Require to insert NGAF gateway ID then CMC will generate a
tempoary password for the particular NGAF, valid until 24.00 of creation day.

4.3. System

[System] include [Basics], [Network], [NGAF Central Mgt], [Administrators], [Database
Management], [Advanced], [Firewall], [Backup/Restore], [Email Alarm Options], [Email Alarm

Service], [Auto Update Server] and [Time Deviation Reminder] functions modules.
4.3.1. Basics

[Basics] include [Licensing], [WebAgent] and [System Time] function modules.
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4.3.1.1 Licensing

[Licensing] is used to control CMC’s lines and sites amount, sites auto-update expiry date as
shown in the figure below:

=>Licensing

Lines: |1 |

Sites: |2[J |

Site Auto Update License Expires on: |2{J15—D1-I}B 07:58:59 |
|

Gateway ID: |SE35B67E

Save

[Lines] : The amount of WAN interface can be connected to CMC device.

[Sites] : The number of sites that can be connected to CMC device.

[Site Auto Update License Expires on] : CMC auto-update sites service expiry date.
[Gateway ID] : The unique ID for each CMC device, not changable.

Mobile users and device gateway need authorization to connect to CMC device.

4.3.1.2 WebAgent

[WebAgent] is used to configure CMC’s web agent address which include primary and secondary
web agent, shared key and listening port, the page is shown as below:
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=>>WebAgent

Primary Webagent: 19220019 107 5000 || modiyPwD |
Secondary WebAgent: | |
Shared Secret: | |

CMC Listening Port: 5000

If the web agent address is dynamic IP address, kindly insert web agent webpage address (usually
end with .php extension). After fill in the web agent, users can click on to check the validity of
the address. Meanwhile if the web agent address is static IP, kindly fill in web agent address with “IP
address:port” format, for example 202.96.122.23:5000. Click on to configure password
for web agent to prevent misuse purpose but this only works for webpage address. Click on to
configure shared key to prevent unauthorized access.

[CMC Listening Port] : This port is used by NGAF to connect to CMC, the port can be modified
to another port number, however, need to ensure that the port used by NGAF is same with CMC.

[Advanced] : CMC’s threads number as shown in the page below:

il B
a Advanced Settings -- Webpage Dialog ﬁ

Threads: |3 x

| OK | | Cancel |

A

Each threads can receive up to 1024 socket, each NGAF connecting to CMC need 2 sockets for

Warning : The maximum threads number can be configured in CMC is calculated as:
single line connection; If both devices are using multiline socket number = line number of CMC

x line number of NGAF x 2. Configure the number of threads based on the calculation to prevent

waste of resources.
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4.3.1.3 System Time

[System Time] is used to configure CMC system time, date and NTP server. The page is shown as
below:

>>=System Time

Enable NTP server
NTP Server: |p00|.r1tp.0|’g |

Date: [2014-12-17 |

Time: |18:21:50 |

| Get System Time H Get Local Time H Save ‘

[Enable NTP Server] : After enabled this option, CMC will synchronize with NTP server for the
date and time.

[Date] : Current CMC date

[Time] : Current CMC Time

IGet System Time| : Click to refresh the current page time.

Get Local Time| : Set the CMC system time same to the PC system time which is used to log in to
web console.

Click on to save the configuration.

4.3.2. Network

[Network] includes [Interface], [System Route] and [Multiple Lines] function modules.

4.3.2.1 Interface

[Interface] is used to configure CMC deployment and all interface’s details such as IP adress and

etc. The page is shown below:
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Deployment Mode
Mode: [Gateway  [v]

Internal Interfaces

LAN Interface

DMZ Interface

1P Address: |11.254.254.254

| IP Address: |1n.254.253.254 |

Metmask:

|255.255_255_D

|255_255_255. o |

| MNetmask:

WAN Interfaces

Line: |Linel

Enable this line

Line Type: IEthemet .

[] Obtain IP and DNS server using DHCP

1P Address: |192.2[JE]_1 9.107

| Primary DNS: |3-3-3-3 |

Netmask: |255. 255.255.0

| Secondary DNS: |202.96_128.63 |

| Line Selection Paolicy H Save ‘

LAN Interface

DMZ Interface
~

IP Address: |1 1.254 254 254

| IP Address: |1U.254.253.254 |

Netmask: |255.255_255_U

| MNetmask: |255.255_255_|] |

WAN Interfaces

Line1

Line:
Enable this line

Line Type: |Ethemet .

(] obtain IP and DNS server using DHCP

1P Address: |192.2[][]_1 9.107

| Primary DNS: |3-3-3-3 |

MNetmask: |255.255_255_D

| Secondary DNS: |202-95.123.53 |

Default Gateway: |192-200.19.254

Multi-IP Binding ‘

Line Selection Policy

H Save |
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Deployment Mode
Mol Single Arm K%

Internal Interfaces

D

LAN Interface DMZ Interface
IF Address: 11.254.254.254 1P Address: 10.254 253,264
Netrmask: 25852552550 Netmask: 255 255 2550
Default Gateway: 0000

DNS Server

Primary Dns: (0-0.0.0
Secondary DNS: 0.0.0.0

Save

[Deployment Mode] : Includes Gateway mode and Single arm mode. Gateway mode indicates
CMC device as gateway, Other than CMC related features, gateway mode CMC also include firewall,
NAT and other functions. Single arm mode CMC need only a LAN interface for connection. CMC
device online via NAT configuration on gateway device , this type of CMC has only basic CMC
related features but not other features which available in gateway CMC.

[Internal Interface] : CMC’s LAN and DMZ interfaces IP address and subnet mask configuration.

[WAN Interface] : Under Gateway mode deployment and is used to configure WAN interface

related information such as lines type, IP address, subnet mask, default gateway and DNS.
4.3.2.2 System Route

[System Route] is used to configure static route in CMC device, this feature is needed when there

are remote networks in user’s local network. The page is shown as below:
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=>System Routes

=+ add

Destination IP Metmask Gateway Operation

Save

Click on button and the page in the figure below is shown:

[ a Edit Route -- Webpage Dialog uw
Destination IP: |U-U-U-U x|
Netmask: |255.255.255_n |
Gateway: |U.[].EI_D |

| OK | | Cancel |

Need to fill in related network address, subnet mask and gateway IP address and click [OK] to

complete the configuration.
4.3.2.3 Multiple Lines

[Multiple Lines] is used during CMC gateway deployment mode and there are multiple lines

connect to WAN interface, the page is shown below:
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>>Multiple Lines @

D

»
-

=+ Add| 5 Refresh| A Advanced

[] Enable multiple linss support

Status Name Alias
Disabled Line 1

Move Operation
Up Down Edit Delets

[Enable multiple lines support]: This option is used to enable/disable the multiple lines feature.
[Add] : Click on|Add to create a new lines as shown in the figure below:

| ¢ Edit Line -- Webpage Dialog [
Mame: ILir‘IE 2
Alias: | |

Specify at least one DNS server for Ethernet ling; ignore DNS
settings for PPPoE line.

Primary DNS: |E-B-E‘-E |

Secondary DNS: |B-3.4.4 |

Use static Internet IP address
1P Address: |10-10.1.1 x|

| Save | | Cancel |

e

[Name] : Select on which line to used.

[Alias] : Self-define

[Primary DNS][Secondary DNS] : Fill in if public static IP address, if not just leave it blank.

[IP address] : Insert if the lines is using static public IP , else leave it blank.

[Advanced] : To determine whether enable/disable DMS detection, when DNS detection is
enabled, the line will be treated as not functioning if not able to detect DNS. Click on the button and
page below is shown:
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a Advanced Multiline Settings -- Webp... &J

Enable DNS detection

Interval: |10 seconds (1-120)

Ok Cancel

A

inserted must be valid. If ADSL dialup, DNS detection feature must be disabled.

A

line configuration] must be configure to use multiples lines.

Warning : If [lines type] is ethernet, DNS detection must be enabled and the DNS

Warning: After enable multiple lines support feature, the configuration under [multi

4.3.3. NGAF Central Mgt

NGAF Central Mgt is used to manage rules database updates and auto-update status of internal

datacese.
4.3.3.1 Licensing

[Licensing] use to activate internal database rules which include Anti-virus, URL, IPS, Software

update, application control, web application protection, and data leak protection databases;
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==Licensing

Gateway ID: SE35B&YVE

Authorized Licensing: — Activated

Activated Module:

+w" Application Control +" Bandwidth Management « VPN
« IPS +" Web Filter « Anti-Virus

«" APT Detection

Internal Database Update licensing

Module Expiry Date Status Operation
Anti-Virus Database 2015-12-10 Valid Modify
URL Databaze 2015-12-10 valid Modify
Wulnerability Databasze 2015-12-10 Valid Modify
Application Ident Databasze 2015-12-10 Valid Modify
WAF Signature Database 2015-12-10 Valid Modify
Data Leak Protection 2015-12-10 Valid Modify
Malware Signature Database 2015-12-10 Valid Madify
Save

[Internal Database Update licensing] shows all the database expiry date and the validity status.
Click on to change the license keys to validate the related database status.

4.3.3.2 Update Settings

Check on the [Enable sites download internal database from CMC] to allow NGAF device to

download and update it’s database via CMC but not via public.
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==Update Settings

Enzble sites download internal database from CMC

Save

4.3.3.3 Update

[Update] page display current and latest NGAF internal database version details.

Click on , CMC will download related packages from official sites when CMC is
able to access to internet.

Click on to upgrade the database to latest version manually.

% Refresh
Internal Databaze

Database Current Version Latest Version Operation

Anti-Virus Database 2014-10-20 2014-10-20 Update Now  Import
URL Database 2014-10-20 2014-10-20 Update Now Import
Wulnerability Database 2014-10-17 2014-10-17 Update Now Import
Software Update & Unknown wersion Update Now Import
Application Ident Database 2014-10-17 2014-10-17 Update Mow Import
WAF Signature Database 2014-10-17 2014-10-17 Update Now Import
Data Leak Protection 2014-10-11 2014-10-11 Update Now  Import
Malware Signature Database 2013-05-13 Unknown version Update Mow  Import
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4.3.4. Administrators
[Administrators] page is used to configure CMC administrator account as shown below:
pme g
+ Add X Delete| /3 Online Administrators Search: | |Q |
[ Name Status Role Description Operation
Admin Enabled Super admin Edit
[] Guest Enzbled Commen admin Edit Delete

[Online Administrators] : Can check on the admin who already logon to CMC device. The page
below is displayed after click on the button.

-
a Cnline Administrators -- Webpage Dialeg ﬁ
Mo.  Mame Role IF Address Last Operation
1 admin Super admin 192.200.19.74 2014-12-17 18:32:24

b

[Delete] : Click to delete selected administrator accounts, it will not affect unselected accounts.
[Add] : Add new administrator account, the page below is shown after click on button:
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(")

Enable administrator [] Free remote access to site

~ Basics A

MName: | |

Role: | Common administrator

Password: | |

Confirm: | |

Description: | |

— Authentication

[ ] Hardware authentication

Certificate: | |

] Only allow login from the following IF

From: | |T{:: |

~ Valid Period

W

| Realms| | Save | | Cancel |
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Enable administrator [] Free remote access to site
Confirm: A
Description:

Authentication

[] Hardware authentication
Certificate:

] Only allow login from the following IP

From: To:

Valid Period

Schedule: Iall day | v |

[] Account EXPIrES

On:

Fealms Save Cancel

[Name], [Password], [Description] : Self-define/

[Role] : There are 3 types : common administrator, group administrator and super administrator.
All of the roles have their own privilege which might be different from each and another.

[Hardware Authentication] : After enable this feature, when admin login to CMC web console,
apart of inserting username and password, CMC device hardware certificate is needed also. If the

certificate is different from certificate configured during account creation, the user will not be able to
login to CMC web console.

L

v
How to generate the hardware certificate? When user access CMC login page, there

is a link connected to current hardware certificate as shown in the figure below:
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Log In

[Only allow login from following IP] : When admin login to CMC web console, if the IP address
of the PC using is not same with the IP address configured earlier in thi section, the user cannot access
into CMC web console.

[Valid Period] : The valid period for administrator accounts created. If expired, user not able to
access web console.

[Realms] : Admin user account privilege is configured here. If it is super administrator, the user

account has super admin privilege which not able to be configured. If it is common administrator,
click on button and the page below is shown:
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a Administrative Realms -- Webpage Dialog [ﬂ
Description system CM vpn Fw
>
OK Cancel

e

[Privilege] : Default is set to [View], can change to [Edit] manually.
Click on and the page below is prompted :
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=
( Add Realm -- Webpage Dialog =~ ﬂ

D

MName: | |

Description: | |

Select Group/Site:

Search: |

B Can
| [ Branch
0 [ CTIoffice
| DTestGrDupl

Select Module:

system: ® view O Edit
CM: ®view O Edit
vpn: ®view O Edit
fu ® view (O Edit
dhcp: ® view O Edit
NGFW: ®view O Edit
i N

| Ok | | Cancel |

[Name] and [Description] : Self-define.

[Select Group/Site] : Choose the Group/Site which to be managed by the current administrator
user account.

[Select Module] : Select the function modules which to be managed by the current administrator
user account.

If the administrator user is group admin, click on button and the page below is shown:
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D

(

e N

| 4 add | Privilege: View @ Edit

Mame Description system CM vpn o
|
[
[
|
[
[
]

L4 >
‘ OK | |Cancel ‘

b i

[Privilege] : Default is fixed to [Edit], can not be changed.
Click on and the page below is prompted :
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a Add Realm -- Webpage Dialog

o |

Name: |

Description: |

Select Group/Site:

Search: |

B an
| [ 18ranch
o L cTioffice

| |:| TestGroupl

Select Module:

system: Wiew
CM: View
vpn: View
v View
dhep: Wiew
MGFW: Wiew

Edit
Edit
Edit
Edit
Edit
Edit

CK

Cancel

b

[Name] and [Description] : Self-define.

[Select Group/Site] : Choose the Group/Site which to be managed by the current administrator

user account.

[Select Module] : Default is set to [Edit], cannot be modified.

L

v
Administrator user account cannot be deleted. Super admin can configure super

administrator’s user account, group administrator’s user account and common administrator’s

user account. Group administrator’s user account can modify group administrator’s user

account and common administrator’s user account. Common administrator’s user account can

not create new administrator user account.
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4.3.5. Database Management

[Database Management] is used to manage CMC’s internal datacase, the page is shown below:

=>Database Management @

3 Refresh

Enable anti-maloperation

Database Auto-backup

Interval: days (1-30)

Backup Time: ‘03 |: |D'J |: |EMJ ‘ h:m:s
Max Backups: (l-mu)

Database Status

Status Date Created Size
In use 2014-12-08 09:46:17 13 MB

Database Disk Status

Status Total Free Usage
Normal 55,560 MB 52,219 MB 6%

Backup Partition Status

[Enable Anti-maloperation] : Check this option to disable the configuration on this page, to
prevent incorrect mis-configuration of the database.

[Database Auto Backup] : Can configure auto backup for CMC database base on day and time
settings.

[Database Disk Status] : Display current CMC’s internal storage usage status.

=>>Database Management @
| = .| ~
Database Disk Status
Status Total Free Usage
Normal 55,560 MB 52,219 MB 6%
Backup Partition Status
Status Total Free Usage Total Backups
Normal 55,566 MB 51,342 MB 7% 5
Select  Name Backup Time Size Status Backed Up Description
@] BX0000000004 2014-12-18 03:00:12 322 MB Nermal Automatically
BX0000000003 2014-12-17 03:00:11 322 MB Normal Automatically
BK0000000002 2014-12-16 03:00:12 322 MB Normal Automatically
Q) BK0000000001 2014-12-12 03:00:12 322 MB Normal Automatically
O Factory Defaults ~ 2009-09-14 19:16:3% 1 MB Normal Manually Restore to defaults
Operation Logs Database
v
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[Backup Partition Status] : Select previous backup file or restore factory default backup, can also
delete the backup file which is not using or cannot be used.

[Operation logs database] : Can restore operation log database to default.
4.3.6. Advanced
[Advanced] includes [Console], [Schedule], [Auto-update] and [LDAP Server] function modules.

4.3.6.1 Console

[Console] is used to configure CMC’s web console login port and idle timeout preriod. The page

is shown below:

==Console

HTTP Port:  [1500

HTTPS Port: 443

Idle Timeout: |10 minutes

Save

[HTTP port] : Default is set to 1500. User can use http protocol with this port number to login to
web console, the port number is changeable but can not conflict with CMC service port numbers.

[HTTPS port] : Default is set to 443. User can use https protocol with this port number to login to
web console, the port number is changeable but can not conflict with CMC service port numbers.

[Idle Timeout] : Default is set to 10 minutes. CMC will automatically logout user if user idle for

time period configured after logon to web console.

4.3.6.2 Schedule

[Schedule] is used to define commonly use time period and these defined schedule can be used in
[Firewall] and [Access Control] to determine policy enable/disable time period. The schdule works

base on CMC system time. The configuration page is shown below:
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+ Add X Delete Search: Q
[ | name Description Operation
all day all day View

Click on button and the page below is shown:

Name: |Working hours |

Description: || |

Click and drag over grids to select time ranges(Green: Included White: Excluded)
All 00|D1 |02 /0304|0506 07|08 09|10 11 (12|13 |14 15 18 119 (20|21 (22|23

= IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
| e
e NEARERRERNNRAR NN
E ARERENANERAGENNRANERAAE
i NERENENRNARENNNNARINEEE
= NERERRNRNARENTNNNARNDEE
L

Su

Davs:|

Time:|

| Include | | Exclude | | Save | |Cancel|

For example, schedule “Working Hours” is configured, select the proper time period and then
click on to indicates policy should be working in the selected period, click on to
complete the configuration.

4.3.6.3 Auto-Update

[Auto-Update] module is used to configured whether CMC device should/should not download
update package and perform auto-update. Check on [Enable system auto-update] to enable CMC
device to perform update automatically once per day. By default, the auto-update interval time is set to
24 hours. The page is shown below:
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=>=»Auto-update

Enable system auto-update

With system auto-update enabled, updating will be performed automatically once per day.

Save

4.3.6.4 LDAP Server

[LDAP Server] is used as CMC’s the third party authentication. The page is shown below:

=>LDAP Server

Enable LDAP authentication

Server IP: 110.254.254.8 |
Port: 389 |
Admin DN: |Admin |
Password: (sssssccscccsscces |
Confirm: T |

Advanced || Save |

After done configuration on the page, click on and the page below will be displayed:
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Server Type:
Search Filter: |Clbjec‘.tCIass =person

Logon Mame Attribute: |{:n

Root DN: |0:users,nu=sinfnrs,nu=cc-m
Base DN: |0:users,nu:sinfnrs,nu:com
Timeout(s): | 10
| OK | | Cancel |

4.3.7. Firewall

[Firewall] include [Services], [Firewall Rules] and [Anti-DoS] function modules. This feature
works on traffics passing through CMC when deploy in gateway mode.

4.3.7.1 Services

Define the transport protocol and port in this section to identify the network operating software
and communication program which using different transport protocol and ports via firewall rules. The

page is shown below:

>=Services @
+ Add

Name Protacal Details Operation
http TCP 80 Edit Delete
pop3 TCP 110 Edit Delete
smtp TCP 25 Edit Delete
all-tep TCP 0-§5535 Edit Delete
msn TCP 1863 Edit Delete
ssl TCP 443 Edit Delete
ftp TCP 20-21 Edit Delete
ms-ds TCP 445 Edit Delete
netmeeting TCP 1503,1720 Edit Delete
anti-virus TCP 135-139,445 Edit Delete
dns UDP 53 Edit Delete
all-udp upp 0-§5535 Edit Delete
ping ICMP typed codel Edit Delete

Click on button to define a service with specific transport protocol and port number as

shown in the figure below:
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a Edit Firewall Service -- Webpage Dialog

S|

| mysql

Name:

Protocol: |TCF“

Port No.
1433

Operation

Delete

V]

Cancel

L

[Name] : Self-define

[Protocol] : Select related protocol for the port, by default is TCP.

[Add] : Click on this button to add port/port range base on requirement, as shown in the figure

below:

@ Port

Port Mo.(0-65535): |0

) Port Range

CK

Cancel

4.3.7.2 Firewall Rules

Sangfor CMC device’s firewall uses packet state detection filtering technology, it can perform

protocol, source and destination IP address packet filtering on multi direction forward and scheduling.
[Firewall Rules] include LAN<->DMZ, DMZ<->WAN and WAN<->LAN, 3 interfaces and 6
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forwarding direction rules configuration. The page is shown below:

>>Firewall Rule(LAN<->DMZ) @
VSIS + Add| [FTest Rule
b Site Management Status Protacol Name Action  Direction Service Source 1P Destination IP Archive Action Operation
¥ System
- [ Basics
= -} Network

- [} NGFW Central Mgt
- Administrators
] Database Management
(& advanced
i@ Console
+~IA Schedule
i Auto Update
‘& LDAP Server
- Firewall
Services
e
i B LAN<->DMZ
| -0 DMZ<=WAN
@ wAN<->LAN
i Anti-DoS
- Backup/Restore
2 Email Alarm Options
Email Alarm Service
~ gl Auto Update Server
Kl Time Deviation Reminder

[LAN<->DMZ] : Is used to configure firewall rules between LAN interface and DMZ interface
for both directions on CMC device.
[DMZ<->WAN] : Is used to configure firewall rules between DMZ interface and WAN interface

for both directions on CMC device.

[WAN<->LAN] : Is used to configure firewall rules between WAN interface and LAN interface
for both directions on CMC device.

Example below shows the firewall rules configuration between WAN<->LAN :

The figure below shows the configuration of firewall rules between WAN interface and LAN

interface, it can be configured to allow or deny any services packets:

>>Firewall Rule(WAN<->LAN) 2

+ Add| [ETestRule

Status Protocal Name Action Direction Service Source IP Destination IP Archive Action Operation

Enabled TCP anti-virus Deny LAN-=WAN  anti-virus All TP All TP Disabled Move Up Mowve Down Edit Delets
Enabled TCP all-tcp Allow LAN->WAN  all-tcp All TP All 1P Disabled Move Up Move Down Edit Delets
Enabled UDF all-udp Allow LAN->WAN  all-udp all 1P all 1P Disabled Move Up Move Down Edit Delete
Enabled 1CMP all-ping Allow LAN->WAN  ping All 1P All 1P Disabled Move Up Move Down Edit Deleta

Click on|Add to define a new rules as follwing page:
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[¥] Enable rule

Name:

Description:

Direction: (® LAN->=WAN () WAN-=LAN

Action: @ Allow () Deny

logs.)

Service: Ihﬁp ﬂ
Source IP: IAII IP ﬂ
Destination IP: IAII IP ﬂ

L[] Archive logs{Mote:if enabled,the system may generate massive

Ok Cancel

[Name] : Self-define.

[Direction] : The rule will be applied based packet which direction match with the configuration.

[Action] : The action (Allow or Deny) to be taken on packets which match the condition.

[Service] : Service type to match packets.

[Source IP] : Source IP set to match on the packet’s source IP address.

[Destination IP] : Destination IP set to match on the packet’s destination IP address.

[Archive logs] : Check this option to log all the packets which match current firewall rule,

normally this option is disabled in order to prevent massive logs generation on device.

4.3.7.3 Anti-DoS

This feature provide protection against denial of service (DoS) attacks from both internal and

external network. DoS attack might cause bandwidth congestion or system hangs due to large amount

traffics to be processed in a short time. Sangfor CMC is equipped with anti-DoS feature which can

detect the amount of packets sent by each IP address, if the amount exceeds the amount allowed in

CMC in specific period of time, CMC will assume the IP address performing DoS attack and will drop

the related traffics for self-protection. The page is shown below:
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=>=Ant-DoS

D

Internal Subnets(Requests from other IP addresses will be dropped. Empty list indicates all IP addresses are
deemed as internal.)

=+ add

1P Address Operation

LAMN Routers{The routers directly connect to this CM device.)
+ add

1P Address Operation

Max TCP Connections:|1024
Max SYN Packets: 10240
Lockout Period(min): |2

All the IP address fill in [Internet Subnet] will be allowed to pass through the CMC device,. If
this section is remain empty, that means all IP address will be dropped without any action perform on
it., same goes to IP address which is not inserted in this section. Meanwhile for subnet which are
inserted in this section, CMC will perform Dos checking on each IP address.

For each entry of [LAN Routers], CMC will automatically read the mac address and no DoS
checking is performed on this MAC address. If the column did not configure correctly, it might cause
the internal network down and all users connecting to the router will not able to access to Internet.

[Max TCP Connections], [Max SYN Packets] and [Lockout Period] configuration is depends on

user environment and requirements.

Warning : If internal subnet is configured but the network which CMC located is not

included, it will cause internal network not able to access to the device.
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.8. Backup/Restore

[Backup/Restore] is used to backup amd restore CMC’s interface’s IP address, firewall module
configuration but not include CMC database and administrator account configuration. The page is
shown below:

==Backup/Restore

Backup Configuration: Backup

Restore Configuration:

Backup reminder

Interval: days

Mote: If ActiveX fails to run normally, please add the URL address of this device into
trusted sites on your browser.

Save

Click on to backup CMC configuration. Click on , then select the backup config
file and click on to complete the restore process.

4.3.9. Email Alarm Options

[Email Alarm Options] is used to configured alarm event details and the alarm email settings such
as recipient address. The page is shown below:
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==Email Alarm Options

Alarm-Triggering Events

Ermnzil Alarm Service

By default, this page cannot be configured and is shown in grey color syntax because the [Email

Alarm Service] has not been configured yet. To enable the configuration on this page, kindly configure

the [Email Alarm Service] first by clicking on the blue color font. The page below is shown after

clicking it :

=>»Email Alarm Service

Enable email alarm

Email Sender: |Cti@sangft}r.cum |
SMTP Server:  [ctilocal |
Test Email To: | |

[] rRequire authenticaticn

Username: |

Password: |

Email Alarm Options

Send Test Email

“ Save ‘

After completed the configuration on [Email Alarm Service] page, kindly get back to the previous

page as below:
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==Email Alarm Options

Alarm-Triggering Events

D

| Check All || Inverse |

[] General alarm
[] site offline

] nNGFw Site Alarm
[] site enables bypass
] configuration distribution failure

Email Settings

Ermail Recipient: | |

Sending Interval: 720 minutes (5-1440)

Email Alarm Service Save

[General alarm] : Include sites disconnected issue.

[Site offline] : If a site’s status from online turn to offline, then alarm email will be triggered.

[NGAF Site Alarm] : To enable [Site enables bypass] and [Configuration distribution failure]
module detection.

[Sites enable bypass] : If a site ‘s bypass/enable packet drop function is turn on, alarm email will
be sent to administrator.

[Configuration distribution failure] : If configuration yet distribute successfully to sites, alarm

email will be triggered.

4.3.10. Email Alarm Service

[Email Alarm Service] is needed to enable alarm email function, to configure sender’s email and

mail server details. The page is shown below:
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=3>Email Alarm Service

Enzble email alarm

D

(|

Email Sender: |tti@53ngfor.cum |
SMTP Server:  [ctilocal |
Test Email To: | |

Require authentication

Username: |admin |

Password: |-lau| |

Email Alarm Options Send Test Email H Save ‘

[Enable email alarm] : To enable this feature

[Email Sender] : Alarm email sender’s address.

[Test Email To] : The test recipient’s email address

[Require authentication] : To enable the settings for username and password of email server.

Click on to send validate the configuration.
4.3.11. Auto-Update Server

[Auto-Update Server] is used to configure the server which CMC connects to perform update for

internal databases. The page is shown as below:
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=>=lUpdate Server

Update Server

(")

Server: | Auto V| |D.D.D.D |

I:‘ HTTP Proxy Server

Proxy Server

IP Address: | |

Port: | |

Require authentication

Username: | |

Password: | |

Save

[Update Server] : Select the options available and click on to check on the
availability of the server.
[HTTP Proxy Server] : CMC device update via a HTTP Proxy Server. Supports HTTP Proxy with

authentication.
4.3.12. Time Deviation Reminder

[Time Deviation Reminder] configuration enable notice prompt message during administrator
user login to web console if the number of sites which having time deviation issue exceed the limit.

The page is shown below:

=>=Time Deviation Reminder

Enable reminder

Remind me if sites' time deviates from the CMC time by minutes

Save
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Select [Enable Reminder] to enable the function, fill in the number of sites and the time

deviation.
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Chapter 5 Sites Connecting

The Central Management Console (CMC) is designed to manage Sangfor NGAF devices
distributed across a wide area network (WAN). With CMC, administrators can conveniently monitor
and schedule update tasks for the NGAF devices with just a few clicks.

However, before the NGAF devices can be managed and monitored by the CMC, they must
connect to the CMC. There are two key steps:

1. Create sites on the CMC in Section 5.1
2 . Have the distributed NGAF devices connect to the CMC in Section 5.2
This chapter also discuss the common causes for configuration distribution failure and

troubleshooting.

5.1. Creating Sites

By creating groups/sites, the CMC introduces the concept similar to groups/users and therefore
conducts the hierarchical management. To have a NGAF device connect to the CMC, the
corresponding site should be created on the CMC under a certain group which could be created based

on geographical location or personal preferences.
Creating Groups/Sites

Log into the administrator console of the CMC and go to the Site Management > Groups/Sites

page to create groups/sites, as shown below:
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>>Groups/Sites @
>>all Direct Sites: 3 Direct Groups: 1 Total Sites: 3
4 Add X Delete S\ Configure () Distribute . Filter @ Advanced Search: Q
+  site Status Device Model Version Subgroups Description Operation
+  Group : . 0 Config * Edit Distribute
& 2
= Import site Enabled NGFW-Device NGFW 5.3 - Config Edit Clone Distribute
¥ Auto-generate site Enabled NGFW-Device NGFW 5.3 - Config Edit Clone Distribute
[0 [Etest Enabled

NGFW-Device NGFW 5.3 Config Edit Clone Distribute

LB | Pagei‘l V:,ll | 2] Show page 1/1 Total 4 entries

Adding a Group
1. Click Add > Group to open the Add Group page, as shown below:

Mame: | |

Description: | | Add Gl'cuph |

| Save | Cancel

2. Enter the group name and description.
3. Click Save to apply the settings.

Adding a site
1. Click Add > Site to open the Add Site page, as shown below:

— Device Series

pevice Series: [T IR v
Version: | 53 W |

2. Select device series and version.

3. Specify basic settings for the site.
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Basic Information

Enable site

[ ] Use its own VPN configurations

Site Name: new_site

Password: seneen

Confirm: TITIY]

Description: | This is a site] X
Group: all g
Device Model: | NGFW-Device V|
Authentication: | Local V|

Back Mext Cancel

4. The basic settings include site name, description, password, the group that the site belongs to,

device model and authentication, as described in the following:

® Enable site

Check it to enable the site so that the corresponding NGAF can connect to the CMC,; if it is unchecked,

the corresponding device cannot connect to the CMC.

® Use its own configuration

If it's checked, when the site connects to the CMC, local configuration of VPN module will be

uploaded to the site of the CMC. If it's unchecked, VPN module can be configured by the site of CMC.

Then distribute the configurations to NGAF devices.

® Site Name

Specify a name for the site, which will be the username for the physical device to connect to the CMC.

® Password, Confirm

® Specify a password for the site, which will be the password for the physical device to connect to
the CMC.

® Group

Select a group that the site belongs to. You can select the root group (that is, all) or a specific group

(for example, group a).

® Device Model
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Select NGAF-Device which indicates the sangfor NGAF device.

® Authentication

Select an authentication mode, including local, LDAP, Radius server authentication.

5. Click Save to apply the settings.

6. Click Next to enter Hardware Certificate page, as shown below:

Hardware Certificate

[] Enable hardware certificate

Hardware Certificate:

[ ] site adopts active/standby mode

Backup Certificate:

Back Save Cancel

Enable hardware certificate: if checked, the certificate generated on the NGAF device can be
imported onto the site. Once the certificate imported, the NGAF device will be tied with this site, as
their certificates are the same. Therefore, the other NGAF devices cannot connect to the CMC through

this site, as their certificates are not the same.

Site adopts active/standby mode: It's designed for the NGAF devices deployed in active/standby
mode. As each device has its own hardware certificate, when the active device changes to standby
state, it will cause the standby device cannot join CMC, because the certificates of standby device and
the site are not the same. Therefore, you should also import the hardware certificate of standby device

to ensure the standby device can join CM when HA failover occurs.

Import site
The pages of importing site and adding site are the same, the difference is that user can import the
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sites by clicking Browse to select corresponding file.

L

%
Notes: Sites to being imported support .txt and .csv (each row format is the same.
More than one records have multiple rows.). txt format: site name, password, csv format: site

name, empty column, password

Auto-generate site

The difference between the pages of auto-generate site and adding site is that there are additional
fields on the auto-generated page: name prefix and number of sites. For example, enter NGAF in
Name Prefix field and 100 in Number of sites field, and click Save. Then 100 sites will be generated

automatically.

5.2. Connecting to the CMC

Sites indicate Sangfor NGAF devices that can be centrally managed and monitored by the
Sangfor Central Management Console (CMC) after they connect to the CMC. To have a NGAF device
successfully connect to the CMC, create the site on the CMC and configure the CMC connection
options on the NGAF device.

Site Connecting to the CMC
To have a site connect to the CMC,
1. Log into the administrator console of the CMC and create the site (see Creating Sites).
2. Log into the administrator console of the site (NGAF) and go to the System > Central Management

page, as shown below:
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Navigation Rl | centaianagemencccr)

erver Secu
- b+ Risk Assessment i Status (7
- » Bandwidth Mgt . Status:  Joined CM{Connected to CMC server:200.200.154.174:5000)
- System Remove from CM
General | Join CM ;
Administrator Primary WebaAgent: 200,200.154.174:5000
Logging Cptions secondary webagent: Test Validity
SMTP Server Site Name: wrq
Email Alarm Password:

Global Exclusion Shared Secret:

[ ] This device and CMC server reside on a

Custom Webpage same LAN

Central Management

oK |

¢ Maintenance

3. Specify the following information.

® Primary WebAgent

Enter the WebAgent address in format of IP:Port or URL. The WebAgent will be used by the site to
obtain the network location of the CMC, and therefore it should be the physical IP address or domain
name (if available) of the CMC. If the CMC is assigned a WebAgent address by the manufacturer,
enter the corresponding URL address.

® Test WebAgent

Click it to test the connectivity between the site and CMC. Please note that this button does not work
when the WebAgent address is a URL address.

® Secondary WebAgent

Secondary WebAgent indicates the standby WebAgent address which will be used by the site to
connect to the CMC when the primary WebAgent is unavailable.

® Site Name

Enter the username for connecting to the CMC. It should be the name of the corresponding site created
on the CMC.

® Password

Enter the password for connecting to the CMC. It should be the password of the corresponding site
created on the CMC.

® Shared Secret

Enter the shared secret which should be the same as that configured on the CMC. Ignore it if no shared

secret is set on the CMC.
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® This device and CMC server reside on a same LAN
Specify whether the CMC resides on the same local area network as the NGAF.
After clicking OK, you should login again.

If the site has joined CM, but it does not connect to the CMC, as shown below:

Nawvigation
» Risk Assessment

» Bandwidth Mgt

* System

» General

» Administrator

» Logging Options
» SMTP Server

» Email Alarm

» Global Exclusion
» Custom Webpage

» Central Management

» Maintenance

» Configuration Wizard

&«

~

W

Contra Hanagementic) |

Status 3

| Remove from CM

+f| Join CM ®
Primary WebAgent:
Secondary WebAgent:
Site Name:
Password:

Shared Secret;

Joined CM{MNot connected to CMC server)

200.200.154.174:5000
| Test validity

wrg

|:| This device and CHC server reside on a
same LAN

QK

'

Please check if the site name, password and shared secret are identical with the site name,

password and shared secret configured on the CMC. Otherwise, connecting to the CMC will fail.

If the network connection is available and the site can join Central Management(CM)

successfully, you can view the following figure:

centra Management(c) |

Nawvigation
2rver >ecu

4«

» Risk Assessment

)

» Bandwidth Mgt

¥ system

» General

Adrministrator

» Logging Options

SMTP Server

» Email Alarm
» Global Exclusion

Custom Webpage

Central Management

» Maintenance

Status (7
Status:
Remove from CM

| loin CM D
Primary WebAgent:
Secondary WebAgent:
Site Name:

Password:

Shared Secret:

__Jained CM{Connected to CMC server: 200.200,154.174:5000)

200,200.154.174:5000
| Test validity

wrg

|:| This device and CMC server reside on a
same LAN

Ok
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Site Removed from CM
To remove a site from CM, go to the System > Central Management page, and click on Remove

from CM. Then the following prompt pops up:

Enter decontrol password

Ok Cancel

Enter correct decontrol password. Then the site can be removed from CM and will not be
managed by the CMC any more.

Decontrol password can be modified on the CMC, and can also be a temp one generated by the
CMC, which will get expired after the day.

After the site is removed from the CM, it will login again automatically.

Decontrol Password
To modify decontrol password on the CMC,
1. Log into the administrator console of the CMC.

2. Go to Site Management>Central Management page, as shown below:

b Status

Decontrol Password:
¥ Site Management

—ﬁ Groups/Sites
& TCP Proxy

Decontrol Password:

Scheduled Tasks Confirm:
B update Packages
: Central Management o
b System -

Temp Decontrol Password:

Temp Decontrol Password:

3. Enter decontrol password and confirm it. Click Save to save your settings.
4. Decontrol password will be distributed to the site automatically. It will be used when you want to
remove the site from CM.
Generate Temp Decontrol Password
Enter gateway ID and click Generate. Then a temp decontrol password will be generated, which

will get expired after the day. It will be used when you want to remove the site from CM.
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The differences between the decontrol password and temp decontrol password are as
follows:

1. Decontrol password should be dispatched to site by the CMC and will never get expired. It is
applicable to all the sites.

2. Temp decontrol password is generated on the CMC. It should be sent to the administrator of

site by email, SMS or telephone, and will get expired after the day.

5.3. Common Causes for Config Distribution Failure

When configurations are dispatched to terminals by the CMC, if the terminals haven't received
the configuration file,that means the CMC failed to dispatch the configurations. The failure reason is

more than one. For how to find out the reasons, you can refer to the following methods:

L

v
Note: The following methods are applicable to the cases that common causes lead to
configuration distribution failure, and do not include all the troubleshooting methods.

Check if the terminal connected to CMC
1. Log into CM console and go to Status > Site Monitoring > Online Sites page to check if the site is
in the online site list. If the site connected to the CMC, corresponding site information will be

displayed on this page, as shown below:

o 1 ®

~ Status =

Filter Stop | Service Status:Running Search: E

i@ cmC status
- 24 site Monitering .
=] Online Sites _____|
2 Bz Fss 200.200.89.124 2014-10-17 17:12:08 View Details Remote control
----- H offline Sites
----- [ Real-Time Info
""" @ Anomalous Events
B Time Sync
@A site version
-2 NGFW Site Summary
& Recent Security Events

No. Site Group 1P Address Connected Since Operation
Elno yes All 200.200.88.172 2014-10-17 17:19:29 View Details Remote control

n

B security Events Ranking
----- © App Traffic Ranking
----- © Internal Database Status
- £ Auto Update Status
- /& services
B configuration Manageme
B TCP Proxy o
A Logs 1 [ m - »
~El Config Distribution Status M 4 page 1>/ p M Show page 1/1 Total 2 entries

2. Log into NG Firewall console and go to System > Central Management page to check if the settings

for joining CM is correct, as shown below:
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(|

Navigation Rl [ cerial anagementicr) [
» Risk Assessment
~
» Bandwidth Mgt Status (7,
- System Status: [Joined CM(Mot connected to CMC sen'er'}|
| Remaove from CM
» General
s Administrator o] Join CM )
» Ingging Options Primary Webagent: 200.200.154.174: 5000
. SMTP Server Secondary WebAgent: [ Test validity
Site Mame:
» Email Alarm wra
) Password:
» Global Exclusion
Shared Secret:
» Custom Webpage
[ ] This device and CMC server reside on a
» Central Management zame LAN
» Maintenance I oK |
¥ Configuration Wizard N
i

View Config Distribution Logs on CMC
Go to Status > Services > Config Distribution Logs to check if the configuration is dispatched

successfully. If success, 100% will be showed in Details column. Otherwise, 0% will be showed.

- -2 site Monitoring & Refresh
Online Sites Operati Administraty Sit Modul Result Detail T
. y peration ministrator ite. odule esu atails ime o
Offline Sites F
Y distribute confi... Admin w2 vpn Synchronizing succeeded 100% 2014-10-16 20:59:03
B Anomalous Events distribute confi... Admin w2 NGFW Synchronizing succeeded 100% 2014-10-16 20:59:03
-8l Time Sync distribute confi... Admin w2 sc Synchronizing succeeded 100% 2014-10-16 20:59:03
- Site Version distribute confi... Admin w2 system Synchronizing succeeded 100% 2014-10-16 20:59:03
-0 NGFW Site Summary distribute confi... Admin 90122 sc Synchronizing succeeded 100% 2014-10-16 14:40:24 £
“I Recent Security Events || distribute confi... Admin 90122 NGFW Synchronizing succeeded 100% 2014-10-16 14:40:24
I Security Events Ranking || gistribute confi... Admin 90122 system Synchronizing succeeded 100% 2014-10-16 14:40:24
“I App Traffic Ranking distribute confi... Admin 20122 vpn Synchronizing succeeded 100% 2014-10-16 14:40:24
" Inti | Datab: Stat
0 internal Database Status || g ipte coni.. Admin z system Synchronizing succeeded 100% 2014-10-14 15:14:01
Auto Update Status
& seri distribute confi... Admin no yes sc Synchronizing succeeded 100% 2014-10-14 15:14:01 -
- ervices
= - distribute confi... Admin z NGFW Synchronizing succeeded 100% 2014-10-14 15:14:01
Configuration Manageme
T mE distribute confi... Admin no yes NGFW Synchronizing succeeded 100% 2014-10-14 15:14:01
distribute confi... Admin z sc Synchronizing succeeded 100% 2014-10-14 15:14:01
distribute confi... Admin no yes system Synchronizing succeeded 100% 2014-10-14 15:14:01
} Site Management ol m ]
} System M 4 |page 1 ~/33 b M Show page 1/39 Total 780 entries

Check Sync Status
If the sync status of NGAF module displayed 0%, you can view anomalous status of sites on
Status > Site Monitoring > Anomalous Events page. The information about inconsistent versions and

number of entries exceeding upper limit after merging will be displayed.

L

v
If the above steps completed, the reasons cannot be found. Please contact Customer
Service. We will provide technical support timely.
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