
3. Monitor



Monitor
Logs : Web App Protection, Intrusion Prevention, Botnet, Website Browsing, Email Protection 

and DoS attack was combined into one in Security Logs

Highlighted area shows  the 

potential  attack content​



Monitor
Logs : 

Application Control Logs that enables users to view the logs generated in Access Control > Application 

Control Policy.

User Login/Logout Logs enables users to view the login and logout information of common users that are 

successfully authenticated by the authentication module of the NGAF.

SSL VPN Logs log the SSL VPN function log.

Export logs

Export logs



Monitor
Logs :

Admin Operation Logs enables users to view the logs generated throughout the process whereby a user 

logs in to the console, performs operations, and then logs out.

System Security Logs allow user to check the if there is any attacks from Internet or intranet.

Local ACL Logs allow user to check the if there is traffic that has been blocked by policy
Export logs



Monitor
Sessions: 

Traffic ranking enables users to collect statistics on the Internet access traffic of intranet users 

by application, IP address, etc. There are 4 modules which allow users to check for different 

traffic which is top users by traffic, top application by traffic, top hosts by traffic and top IP 

addresses by traffic.



Monitor
Sessions: 

In suspicious traffic it enables users to check about the LAN hosts and server that have 

suspicious outgoing traffic.



Monitor
Sessions: Session Ranking allow user to check the IP addresses which has the highest number of 

session.

Add monitored IP addresses to 

periodically monitor new and 

concurrent sessions made by them.



Monitor
Sessions: Bandwidth Management allows user to check the bandwidth management policy 



Monitor
Statistics: Application enables users to collect statistics on the times intranet users access an 

application on the Internet. 

Export logs



Monitor
Statistics: Traffic enables users to collect statistics on the Internet access traffic of intranet 

users by application, IP address, etc. 



Monitor
Report: Security Report page enables users to customize reports based on security. 



Monitor
Report: Report Subscription page can be generated on schedule. 



Monitor
Settings: Alert Settings enables alarm information to be sent to the administrator's mailbox via email. 

There are some events which will trigger the alarm which includes Basic, Health Check, Local Logs, 

System Status and Security Events. For example, if the intranet is infected with viruses or the disk 

usage reaches a threshold, the NGAF automatically sends alarm emails to the administrator's mailbox 

for alarming. 



Monitor
Settings: Log Database page enables users to view the sizes of logs generated over a specified period 

and perform related operations such as deleting logs. 
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