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= SANGFOR

Logs : Web App Protection, Intrusion Prevention, Botnet, Website Browsing, Email Protection

a' Protection Logs

Q Filter | g% Exportlogs | (O Refresh

Filter: Time (2020-12-01 00:00 - 2020-12-31 23:38) | Type (Web App Firewall) | Src Zone (All) | Source Address (Al | Dst Zone (All} | Destination (Al | Threst Level (Severe, |

Ne. Time

1 2020-12-20 22:51:38

2 2020-12-20 22:50:25

5]

2020-12-20 22:40:22
4 2020-12-20 22:41:38
5 2020-12-24 00:00:04
] 2020-12-24 00:00:04
T 2020-12-24 00:00:04
2 2020-12-24 00:00:04
g 2020-12-24 00:00:04
10 2020-12-24 00:00:04
11 2020-12-24 00:00:04
12 2020-12-24 00:00:04
13 2020-12-24 00:00:04
14 2020-12-24 00:00:04
15 2020-12-24 00:00:04
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Type

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

‘Web App Firewall

Wb Ao Tiemanel|

U B e

Amds P T D

Attack Type

S0L injection

S0L injection

S0L injection

S0L injection

X585 attack

X585 attack

X585 attack

X585 attack

X585 attack

X535 attack

X535 attack

X535 attack

X535 attack

X535 attack

X535 attack

WET bl

P E S I S,

IR ADN IR S edim e b mle

Sre IP

162.200.16.4

102.200.18.4

162.200.16.4

162.200.16.4

202.0.068

202.0.0.141

202.0.0221

202.0.1.105

202.0.0.157

202.0028

202.0.1.18

202.0.1.64

202.0.1.48

202.0.0.187

202.0.1.50
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Ere IF Location

UAE

UAE

UAE

UAE

Australia

Australia

Australia

Australia

Australia

Australia

Australia

Australia

Australia

Australia

Australia

Fasuana

vl

Dst IPFURL

172.18.10.110

172.18.10.110

172.18.10.110

172.18.10.110

162.1568.254 .58

162.1588.254.18

1862.188.254.17

1862.188.254.37

162.1568.254.683

1862.1568.254.60

182.158.254 48

182.1568.254.5

1862.168.254 .8

1862.1568.254. 80

182.1568.254 .47
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Details X
E Exclude Page: 1 Mext

Source Destination

Src Zone: WARN D=t Zone: LaM

Src IP: 192.200.19.4 Dst IP: 1721610110

Src IP Location: UAE Dst IP Location: -
Src Port: B2445 Dist Port: a0

XFFIP: -

Basics Data Packet

INCLUDE EMCODIMG TYPE: URL
REQUEST: l

TU TI o

18

GET /dashboard/?id=
Host: 192.200.19.55
Connection: keep-alive
Upgrade-lnsecure-Requests: 1

Highlighted area shows the
potential attack content

Arcept-Encoding: gzip, deflate
Accept-Language: en-US eng=09
Cockies _ga=GA1.41621034562. 160 sz T ISR C S s mo OOTE =TT S,
dependsModule=true; languageModule=trus; commonModule=trus;
PHPSESSID=hat03e3hmake183arpkdermnond
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Application Control Logs that enables users to view the logs generated in Access Control > Application

Control P Application Control Logs
Q Filz{' i} Excort Logs

User LoginfLogout Logs SSL VPN Logs

Maonitor

Filter: Period (2020-12-29 00:00 - Sre IR/ User (All)

Export logs

Monitor

Application Control Logs User Login/Logout Logs

Q FiI'.s[ g% Excortlogs

Monitor

Filter: Period (2020-12-25 00:00 -

Export logs

MNa. Uzemame
- 1 Uzeri
Acoess Logs z Uzart
3 Uzeri
4 Uzeri
5 Uzeri

SANGFOR TECHNOLOGIES

B 000

Dist zone (AID

SSL VPN Logs

Time

2020-12-20 12:27:43

2020-12-20 11:57:20

2020-12-20 11:57:24

2020-12-20 11:48:47

2020-12-20 11:45:44

Cst IR (ANl | Service/application (All)

Behavior

Log out

Assign virtual IP

Login

Log out

Login

Action (Allow, Deny, Deny)

IP Address

182.168.18.71

182.168.18.71

182.168.18.71

182.168.18.71

182.168.18.71

Matched Policy

No.1

Usermame:
Time:
EBehavior:
IP Address:

Description:

Allow all

Allow a

Allow =

Action Operation
Description QOperation
View
View
Usert
2020-12-28 12:27:43 Wiew
Log out
View
182.188.18.71
Log out successfully! Wiew

Allowr iew
Allowr View
Allow Wiew

Your Future-Proof IT Enabler
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Logs:
Admin Onperation Loas enables users to view the loas aenerated throuahout the nrocess wherebv a user

- Admin Operation Logs System Security Logs Local ACL Logs
logsint

Q FiI'.c—'[ B Export Logs

Monitor Filter: Period (2020-12-29 00:00 - ) | Account Type (All] | Management Methad (All) | Object (Alll | Description {-)

Export logs

Mo Admin Account Tvpe Mamt Method Host [P Obiect Operation Time Description Details
Monitor _ art repart View
Admin Operation Logs System Security Logs Local ACL Logs No.1
scribe to report View
Admin: admin
Monitor —————————— Account Type: LOCAL View
Admin Operation Logs Syslam Secunty Logs Local ACL Logs Management Method:  webui
View
Host IP: 182.200.19.4
Searl Teme OE0-13-30 -'-h a0-00 . Object Export security repart View
Qperation: Export report
I _ _ i . ie
End Time: 2020-12-28 TH 23:58 - Time: 2020-12-20 22:44:51
Description: Export report a5 POF successfully. View
Sro 2ona Al -
System Logs 2020-12-28 14:48:40 Turn on global packet passthroughianalysis .. View
2020-12-20 14:42:02 IPv4 routesGet resulisSuccess View
Dt 1P 2 i
2020-12-28 14:41:21 |Pwé routesGat resulisSuccess Wiew
Aution = Allow Cimpy _ o
2020-12-20 14:40:43 ranslate IPv4 addresses io IPv4 addresses. .. View
2020-12-20 14:38:43 Translate |IPv4 addresses to IPv4 addresses. .. View

m Span e
2020-12-28 14:28:07 admin{local) 182 200.18.4 logged in succass... \iew
Total: 33 o Entries Per Page 50 -

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Sessions:
Traffic ranking enables users to collect statistics on the Internet access traffic of intranet users
by application, IP address, etc. There are 4 modules which allow users to check for different
traffic Wl Ttotosicstons by Trafic  Ton P Adaresses by Trafie  Traffc by iP Address

addresse: “™~

R NGAF Pl Lo [ o

Mon Monitor

SANGFOR TECHIvuULUGIED rour ruture-rroof IT Enabler
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M on ito r g SANGFOR

S
Sessions:
In suspicious traffic it enables users to check about the LAN hosts and server that have
suspicious outgoing traffic.

Suspicious Traffic

—~§ ) E Uy P — . LAt

Protection Logs
QFiter | ¥ Exportlogs | ' Refresh IP. domain Q
Filter: Time (2021-07-11 18:52 - 2021-07-11 18:53) | Type (Botnet) | Src Zone (All) | Src Address (IP: 192.165.1.110) | Dst Zone (All} | Dst Address (192.200.19.20) | Threat Level (Severe, High, Medium, Low, Info)..|
No. Time Type Attack Type Src Address Src IP Location Dst Address Dst IP Location Threat Level  Action Operation

1 2021-07-11 18:52:08 Botnet Abnormal Conn... 192.166.1.110 - 192.200.19.20 UAE Low Allow View Mare v

SUSPICIOUS Irarmic on IF AQdress (1Y£.108.7.7110)
No. Time Type Description SrcIP DstIP Threat Level  Details
1 2021-07-11 18:52:08 Reverse on SSH paort Reverse connection is established by SSHp...  192.1658.1.110 192.200.19.20 Low View
2 2021-07-11 18:54:22 ICMP anomaly Size of ICMP packet is more than 64Byte. 192.168.1.110 192.168.19.15 Info View
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Sessions: Session Ranking allow user to check the IP addresses which has the highest number of

-
[a¥al Nala)

Top IP Addresses by Session Sassion Details Session History

L3 Add Monitored IP " Refresh

Sessions - IP Address (172.16.10.100)

0

Monitored IP Addresses <|

......

72.18.10.100 | I__.II
i | I|'I | ' _.I-I. |I |!!
MNew Sessions
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Sessions: Bandwidth Management allows user to check the bandwidth management policy

Bandwidth Management

Status: Bunvvng | Bandwidth Maregement | C' Refresh Fafwsn 5 seconds ™

Bandwadth Channe [ WAN Tr-ougﬁout][ Exclusion Rule ]
Bandwidth Management

Status: Running | Bandwidth Management (* Rafrash Refrash: 5 saconds ™

SANGFOR TECHNOLOGIES

B 00

Bandwidth Channel WAN Throughput Exclusion Rule
Mo Mame ¥ Transient Throughput (Out'ln) = Throughput History (Outlln) = Traffic History (Outboundfinbound) =

1 Total rate 0 {bis) /0 (bis) 0 {bis) /0 (bis) 0 (E] 0 (B)

Liae e es il : e & o i & " 4 !
- 105 ’\;' - - 1 T 10 ; - = 110820 - - 108 4 - 03 50
_— t Throug'
Al onanneis
Namre Link Transient Throughgut (Outin Percert (Outbound/inbourd) Users Mr Bancwiot {Cutboundinbound Max Bandwedth (Outbound/inbound)  Status
Defaur crarrel % 0% g(kbnis) Running

Your Future-Proof IT Enabler
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Statistics: Application enables users to collect statistics on the times intranet users access an

application on the Internet.

Application
Application

ELELGY  Application

Q) Fider [ i} Sxrort as Excal File Send Repart by Ema I]
Fitter Period (2020.12.27 . 2021.01.02 EXpOI’t |OgS ]r' [All) | Statistics (App Mame) | Show (Tep 10

Send Report by Email

Statistics by App Name Comal Addess

App Namg Behawiors (L
S5L

HTTF_GET

5EH

Tat @

SANGFOR TECHNOLOGIES
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HTTP_GET

Inpgeng Traffic

QKB

QKB

QKB

QKS

App Mame™ TOF 10 =

i
L
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Monitor @ SANGFOR

Statistics: Traffic enables users to collect statistics on the Internet access traffic of intranet
users by application, IP address, etc.

Traffic

Filter

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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Monitor @ SANGFOR

Repgrt: Security Reporf nane anahlac 1icare tn riictnmi7e rennrte haced nn cnr‘urity.

1 Security Summary

- Period: 2020-12-25 to 2020-12-30
Monitor
Security Report

Pre-Protection: ! Post-Protection: Excellent
| st
| o=
Go ,,4;‘ ) Go
Filter O . %7
ey \ P\ Tum On p
ITe Feroo & \ + . >
5 \ ® NGAF Protection S ®
..... o \ = o =
SRV Q h, ) o< - ®
\ a _— a
N -
Hos!
Overall Security Status Overall Security Status After Protection
Report Contents
With protection, overall security rating = rased to Excellent Excellent
Overall Secunty
If no security policy is enabled, the following attacks may occur
Server Securiy Recommendation:
= | 1721610010 server(1) has been Ever Follow the security enhancement recommendations in
o3t Secunty 2
Risk been attacked the corresponding server security sections to fix the

BSUES as soon as possible

4 Conclusion:
gvanced
4 attack(s) occurred Overall securtty rating s Far, since most of the attacks
Attack
are blocked by Sangfor NGAF
HH Conclusion:
S No vulnerabdity has been detected

Security Report Vuln None

SANGFOR TECHNOLOGIES
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Report: Report Subscription page can be generated on schedule.

Report History

P

Report Subscription

St Mama

2020123

SANGFOR TECHNOLOGIES
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1 Security Summary

1.1 Summary

Period: 2020-12-30 to 2020-12-30

Pre-Protecton: Excellent

/ g %0y
F N e

Canararted At

2020-12-21 D-a8:23

No attack succeeded
Attack

No vulnerabdity has been detected
Vuin

Post-Protection: Excellent
=
f . Good

F N A By

Usar

=iy

Conclusion:

None

Conclusion:

None

g SANGFOR

N—

Sitatus Opsaration

Oparation

Your Future-Proof IT Enabler



Monitor @ SANGFOR

Settings: Alert Settings enables alarm information to be sent to the administrator's mailbox via email.

There are some events which will trigger the alarm which includes Basic, Health Check, Local Logs,
and Sectirity Fuente Enr examnle if the intranet ic infeacted with vviriiceq nr the dick

Monitor arutor Maonitor _
Alart Events Alart Sattings

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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M on ito r @ SANGFOR
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Settings: Log Database page enables users to view the sizes of logs generated over a specified period

PR R R T R N P R D B [

Log Database

Q] Filter

Una Se
1 4z KB
...... 1 TBS
18 Trd
2020-12-17 10,740 KB
D 1218 20,774 KB
ZO20-12-19 34 204 KB
15841 KB
168.200 KB
2201222 7.782 KB
TR0 KB
8205 KB
20 G088 KB
23 KB
= il
2 541 KB

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
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