1 Background
We often encounter problems that cannot update the database, but clicking on the update
in the web console still fails to update successfully. The solution to common faults is
provided below.

2 Common Problems

2.1 Driver's license expired
Please confirm that the status of the relevant database is valid.
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2.2 Some Updater Servers Are Not Available

Try selecting a different update server to test server validity.

Message

Errar: Testing failed| Plaase try 2gain or change
server.




Message

i ) Alert: Server is available

2.3 All Update Servers Fail the Validity Test

Try to ping the public IP address such as 8.8.8.8 in the Web Console to determine if
the |AM can access the Internet. |f |AM cannot access these public |P addresses,
troubleshoot network issues such as routing.

Please try to ping the domain name such as www. google.com in the Web Console to
determine whether the |AM can resolve the domain name. If the |AM can access the public

IP address such as 8.8.8.8 and cannot access the domain name, please check whether the
DNS of the IAM device is available.



cla[clear] [cerl+l]

].'I.l Cafngnle:

term[ctr l+c] Encd

mll

TCracerouce

=Rl Yigw

ping
ifcontig
route
ethtool K
telnet
proxydbog
ping 8.85.8.8
PING 5.5.5.5 (5. LB 5684
63 byces
64 hyres

64 bytes

from 3.6.8. lemp reg=1
£1rom i i _Eeqg
fromw i g =L ¥

-

bd bytes Irom

reqg=4
Terminated

T . CJOog L )
PING www.google.com |
64 byces

64 bytes

tsalls0s

from

£rom
bytea from 1 03 £
from tsalls0s
from tsalls09-in-1£4. 110

1209-1n-14. 1e 10l

Clear
the current
tool i3t

lrack packet

WA1E
Teat
pProXYy

|.‘.II (o]

£4.1el100,.net
tsalls0S=-in=-f4.1e100.n=t
taallslS=in=fd4.1e100.n=t
f4.12100.n=t
Jpet (172.217.160 : ilcmp

et (172.21 | =N N ]

SCreen

PLOCEL AL
connection status of network interface
IorwaArding path

ARF table

Display routing table

information of network adapter
connectivity of port
[debug ip address]

1 18T8.

tcl=124

ttl=1:z4

1l ccl=53
LEl=53

ttl1=53

1Cmp_req
icmp rege=:Z
icmp reg=:s

1omp reg=4 ttl=53

req=5 ttl=53 time=85.

Eegq=6 LT 1=55 rime=E85

2.4 Test Whether the Upgrade Server Can Access
Updating the database requires not only access to the upgrade server,
to port 80 of the upgrade server, you can use telnet to test.

but also access

Commands Supported by Console:
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2.5 Update The Rule Base When The Device Is Unable To Connect To

Network




When the customer prohibits |AM from accessing the Internet for security reasons, the
Application Signature Database and URL Database can be updated offline, but the Audit
Rule Database must be updated online, so please use a proxy server to find a computer
on the customer intranet to install agent software such as ccproxy. Then let |AM use

this proxy server to update the Audit Rule Database online.

[ Froxy onion: |

¢ Enable proxy server

IP Address:
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|| Authentication required

Lsername:

Password:
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