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Chapter 1 Scenario
Case Environment

INTERNET ——Z-a

Hack:
1.254. 254. 21

1. 254, 254. 2:8080

Server:
192, 200, 19. 201:8080 User:
192. 200. 19. 50

NGAF Public IP 1.254.254.2 port 8080 DNAT to Server 192.200.19.201 port 8080
Hacker's PC MAC is 74:de:2b:e8:8¢c:29

Chapter 2 Configuration

1. Types of Deniel of Attack
1.1. Outbound attack
Prevent attacker attack firewall internal network.

NGAF Anti-Dos/DDos outside attack policy



Navigation Anti-Do5/DDeS

4 Access Control
> Application Control
> Country Blocking

Defense Against DoS/DDoS Attack
> Connection Control

S¥N Flood || uop Flood | ons Flosd || 1cv Flosd |

4 Network Security

» Policies

* Anti-DoS/DDoS

* ARP Spoofing Prevention

@ Defense against SYN flooding attack

Per-Src-TP Packet Loss Threshold(packets/sec):

Source Lockout Period(sec): 300

» Decryption
b Bandwidth Management

» Configuration Wizard

Restore Defaults

» Blacklist/Whitelist

» Custom Webpage

» System
} Authentication System

} Security Solution

Note: Source zone of the outbound policy is: WAN [(external zone)

Use DOS/DDos attack tool Hyenae send SYN flood to 1.254.254.2(@80

Hetwork Frot.RTENOTITLE
BSH ACK

Operation Mode TCP Packets Format: MAC-IP@Port
| [Attack from local machine v|  Sowce Pattern 'de:2b: e8:8c:29-1. 254. 254. 218%
Hetwork Interface [Microsoft v|  Destination Pattern %-1.254. 254. 228080|
TCP Flags FIN  [V]smH EST

| |

| [ 2 2] 5 TTL (Tine To Live) 128

|| Packet Type [1ce = e 0

' Send Parameters Window Size 0

! [¥o packet Linit v)| 10 |-| 1000 | Sequence No. Dffset 0

i [Io send delay v] 1000 :- [ 3000 J Sequence No. Incr. Steps 1

| [¥e send duration »J[ 10000 |- 15000 | b e Paglosd

| [Ho payload ']

Command Line Usage

* Opening network interface (\Device\NPF {COE7700C-CDCF-411D-A646-7B5247A38C36})
* Launching attack
Running...

L = e e e o s w w w  aaee .

| * Finished: 32185 packets sent (1737990 bytes) in 9.335 seconds i
[ About ] [ Execute ]
[
('@ Filter | (3, Export Logs
Filter: Period (2018-06-01 00:00~2018-10-26 23:59) | Direction(Outbound, Inbound) | Attacker Zone(All) | Attacker IP(AIl) | Target IP(AN) | Type (Al | Threat level (High,Medium Low) | Action (Allow,Deny)
No. Date Type Direction Attacker IP Target IP Theestlevel  Adtion | Desaription Detalls Wihiteist
1 2018-10-25 13:21:00 UDP flooding attack Outbound - - T View Add
-4 1150, fi Vi
2 0161025 13159 uop qu an: omwn: i 161025 132100 ew ::
3 2016-10-25 13:07:38 UDP flooding attax Outbouns o WP fooiog View
4 20181022 19:23:23 UDP flooding attack Outbound e ] View Add
5 20181022 124131 UDP fiooding attack Outbound ] T E— View Add
5 20181022 11:12:14 UDP flooding attack Outbound Attacker IP: I~ View Add
7 2018-10-22 11:10:56 UDP flooding attack Outbound : View Add
8 2018-10-22 10:57:39 UDP flooding attack Outbound Target 1P: View add
(] 2018-10-22 10:43:07 UDP flooding attack Outbound Policy Name: DDOS, View Add
10 2018-10-22 10:30:59 UDP flooding attack Outtiound jheeatieuels LD View Add
11 2018-10-22 09:42:08 UDP flooding attack Outbound Adhe 1”;" " View Add
e Lockout Period: secon
12 2018-10-22 09:18:11 UDP flooding attack Outbound — et on o 1 s xceds the View Add
13 2018-10-20 19:49:20 UDP flooding attack Outbound View Add



mailto:1.254.254.2@0.0.0.80

1.2. Inbound Attack

Prevent internal users attack outside network.

Navigation

» Status

Anti-DoS/DDoS

» Network

» Objects

~ Policies

4 Access Control
» Application Control
» Country Blocking

» Connection Control

4 Network Security
» Policies

> Anti-DoS/DDoS

» ARP Spoofing Prevention

» Decryption

I» Bandwidth Management
» Configuration Wizard

» Blacklist/Whitelist

» Custom Webpage

» System

» Authentication System

» Security Solution

Defense Against DoS/DDoS Attack

SYN Flood ||_UDP Flood_| DN Flood || 1CMP Fiood |

| Defense against SYN flooding attack
Per-Dst-IP Packst Threshold(packets/sec): 5000 ®
Per-Dst-IF Packet Loss Threshold(packets/sec): | 19000
Per-Sre-IP Packet Loss Threshold(packets/sec): | 2000

Source Lockout Period(sec): 300

Restore Defaults.

Note: Source zone of the inbound policy is LAN/DMZ

Use DOS/DDos attack tool Hyenae send SYN flood to 192.200.19.201@80

Operation Mode

[Attack from local machine V]

Hetwork Interface

Hetwork Pratocaol

[Hicrosoft ']

R )

ICF Facketsz
Source Fattern

Destination Pattern

TCP Flags

de:2b:ef:Go:28-192. 200. 19. 5003

%199 181 132, 250850

FIN SYH RST
PSH ACH

IP-VYersi IPwd -
FrELen [ ] TIL (Time To Live) 128
el B [TCP v] Aelmowl edgement Ho. u]
Send Farameters Window Size u]
[Ko packet Linit »|| 10 -] 1000 | Sequence Fo. Offset 0
[No send delay v]| 1000 | - | 3000 | Sequence Ho. Iner. Steps 1
[He send duration =] toooo |- asoon | o S
[No payload b
Command Line Usage
* Opening network interface (\Device\NPF_[COE7700C-CDCF-411D-R646-7B5247A38C346}) .
* Launching attack ﬂ
RBunning...
* Finished: 988781 packets sent (53394174 bytes) in 219.482 seconds i

bomt | | Execut eJ!

NGAF Record in logs


mailto:192.200.19.201@0.0.0.80

Filter: Period (2015-11-25 00:00~2015-11-25 23:59) | Zone type(Internal,External) | Src zone (All) | Src IP (192.200.19.50) | DstIP (199.181.132.250) | Type (All) | Threzt level (High,Medium,Low) | Action (Allow,Deny)

No. Date Type Src IP Dst IP Description Threat Level Action Detai
1 2015-11-25 18:02:49 Inside DoS attack 192.200.19.50 199.181.132.2 No. 1 " Vier

Date: 2015-11-25 18:02:49

Type: Inside DoS attack

Src Zone: DMZ

SrcIP: 192.200.19.50

Dst IP: 199.181.132.250

Policy Name: =

Description: -

Threat Level: High

Action: Deny




Chapter 3 Detail configuration

3.1 Outside attack policy

Policy zone chose WAN zone.

Defense against ARP flooding attack

|| Defense Against ARP Flooding Attack

Per-Src-Zone Packets Threshold{packets/sec): S000

Scan Prevention

Scan Prevention »

|#*| IP =can prevention

Threshold({packets/sec): 4000
Lockout Penod(s): 200
|#| Port scan prevention
Threshold({packets/sec): 4000
Lockout Period(s): 300

QK l l Cancel

* Only support TCP port scan.

Defense against DoS/DDoS Attack

Defense Against DoSs/DDoS Attack X

| YN Flood | UDP Flood | DNS Flood || 1CMP Flood || ICMPv6 Flood

|« Defense against SYN flooding attack
Per-5rc-1P Packet Loss Threshold{packets/sec): 2000

Source Lockout Peniod(sec): 200

I Restore Defaults ]

l oK H Cancel ]




Defense Against DoS/DDoS Attack b4

5YN Flood | UDP Flood || DNS Fiood || IcMP Flood || 1cMPy6 Flood

[+| Defense against UDP flooding attack
Per-5rc-1P Packet Loss Threshold{packets/sec): 2000

Source Lockout Penod(sec): 300

I Restore Defaults ]

l oK H Cancel ]

Defense Against DoS/fDDoS Attack b4

| Sy Flood || uDP Ficod || DNS Flood || 1cMe Flood || 1cMPvs Flood

[+ Defense against DNS flooding attack
Per-Src-IP Packet Loss Threshold{packets/sec): 2000

Source Lockout Penod(sec): 200

l Restore Defaults ]

l aK H Cancel ]




Defense Against DoS/DDoS Attack b4

| SvNFlood || UDP Flood | DNS Flood || ICMP Flood || 1CMPyS Flood |

|| Defense against ICMP flooding attack
Per-Src-1P Packet Loss Threshold{packets/sec): 2000

Source Lockout Penod(sec): 200

l Restore Defaults ]

I oK H Cancel ]

| SYN Flood || UDP Flood || DNS Flood || ICMP Flood ” ICMPv6 Flood

|« Defense against ICMPv6 flooding attack

Per-Src-IP Packet Loss Threshold({packets/sec): 1000

Source Lockout Penod(sec): 200

l Restore Defaultsl

I oK H Cancel ]

Packet-Based Attack

Packet-Based Attack

‘

Mame

Unknown protocol

TearDrop attack

Sending IP fragment

LAND attack

WinNuke attack

Smurf attack

Large size ICMP packet{=1024B)#Ping of death

KEEEOX OO

I oK ] I Cancel




* Not suggest chose Sending IP fragment, IP fragment exist in normal network.



Abnormal Message Probe

Advanced Protection ¥

| Packet-Based Attack ” Bad IP Options ” Bad TCP Options

Mame

Wrong IP message

IP imestamp message

IP =ecurity option message

IP stream option message

IP record route option message

IP loose src route option msg

K EEEEEREERE

IP strict src route option msg

| QK || Cancel |

Advanced Protection b4

| Packet-Based Attack ” Bad IP Options || Bad TCP Options |

Mame

SYM packet fragmentation
TCP header flag bits are 0 only
SYM and FIM flag bits are 1
Only FIM flag bit is 1

€ EER]LEE

QK | | Cancel

3.2 Inside attack policy

We need to know NGAF connect to intranet through L3 switch or router or L2, whether
L3 or router enable SNAT. whether proxy server in intranet, we can exclusion proxy
server |P.

Internal IP Address Whitelist



Internal IP Address Whitelist

This allows traffic from specified internal IP address or ranges
to outside networl, to prevent DoS attacks to outside network
an forged source IP address,

nternal IP Address Whitelist X

|#| Enable

Settings ]

You may add all the internal IP addresses intoe the Internal network object, to
prevent outbound DoS attacks from them, since access to the Internet from all
other IP addresses will be rejected.

Internal Zone/IP

Internal Fone; Select i
Metwork Objects: Select L

Others

[ | Allow specified private network segments(10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/186)

QK

] l Cancel

3.3 Anti-Dos/Ddos logs

Check in internal report center

Admin Operation

» Statistics
&) Specity the following and clck Go to retrieve data
- Logs Q
T From: 20180801 = o000
waF To: 20181020 [T
Intrusion Prevention Directon: “Outbound < Inbound

Attacker Zone: | All

» Statistics

& Fiter | [ Export Logs

T
Content Security Aacke @
Aitack Type: Al
Agplication Control
Threatlevel:  @iHgh @ Medum @ Low
ssLven
Adtion: “inlow @ Deny
Local Security Events
User Login/Lagout Go Open in new tab.

e |

~ Logs. Filter: Period (2018-06-01 00 I | Attacker Zone(Al) | Attacker IM(ANl) | Target IPA) | Type (All) | Threat level (High, Medwm,Low) | Action (Allow, Deny)

Py o, Date Trme Oirection & Attscher MAC Torget 1P Thestterel | Acion | Descristion Details Whelist

1 20181025 13:21:00 UDP foading sttack Outbound fafcled28r02 Hgh Doy Mumber of packetssenton anIP...  View Agd

b 2 20161025 13:15:39 UCP fiooding attack Gutbound fefcfea2s:0 High Deny  Mumber of packets senton anlP .. View nst

Intrusion Preventon 3 0181025 UDP fonding attack Outbound [ Hgh Deny  Mumber of packets sentonanlp . View ata

Y s 20161022 19:23:23 DR foding attack Oubound fefcheacssh Hgh Deny  Humber of packets senton an1p . View add

5 20181022 12:41:31 UG floading atac Gutbound fefclessiac Hah Oeny  Mumber of packets senton an i .. View ngd

Conlek Seouhy 6 1181022 101234 UG fioading attack Gutbound fefcledtbled Hah Deny  Mumber of packets senton aniP .. View nsd

Agpication Control 7 201810-22 11:10:56 UDP fonding sttack Outbound fefcuacssh gh Deny  Mumber of packets sentonsn 1P . View 2o

eam s 20181022 10:5739 Vo foading stack Outbound fefctuacssn igh Deny  Mumber of packets sentonsn 1P View nta

9 20181022 10:43:07 UOP iading stack Outbound fefcteacssih Hgh Deny  Humber of packetssentonsn 1P View add

* Local Security Events 10 2018-10-22 10:30:59 UCP floading attack Outbound High Deny  Humber of packets sent on an IP View add

+ User LoginlLogout 1 201610:22 19:42:08 UDP fooding attack Outbound High Deny  Wumber of packefs senton an1P .. View ndd

pprer— 2z 20181022 09:18:11 VDR fisoding atack utbound fefcracsed Hgh Doy Namber of packets senton anlP . View asg

B 20181020 13:49:20 U0 ooding atack Outbound fefcte:stisaich Hgh Deny  Mumber of packetssentonan 1P View asd

1 201610-20 19:09:01 UCP fonding sttack Outbound fedfcfegéigaich Hgh Oeny  Mamber of packets sentananlp .. View ndd

15 20181020 17:0729 UG# fioading ttack Outbound fefcfestach High Deny  Mumber of packefs sentonanlP .. View Asd
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