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https://www.sangfor.com/en/about-us/contact-us/technical-support
https://www.sangfor.com/en/about-us/contact-us/technical-support
mailto:tech.support@sangfor.com


Considerations for STA Traffic Mirroring 

Version 01 (2023/05/06) 

 

 

 

Intended Audience 

This document is intended for: 

 Pre-sales 

 FAE 

 

Note Icons 

English Icon Description 

 

Indicates an imminently hazardous situation which, if not avoided, will 

result in death or serious injury. 

 

Indicates a potentially hazardous situation which, if not avoided, could 

result in death or serious injury. 

 

Indicates a hazardous situation, which if not avoided, could result in 

minor or moderate injury. 

 

Indicates a hazardous situation, which if not avoided, could result in 

settings failing to take effect, equipment damage, or data loss. 

NOTICE addresses practices not related to personal injury. 

 

Calls attention to important information, best practices, and tips. 

NOTE addresses information not related to personal injury or 

equipment damage. 

 

Change Log 

Date Change Description 

2023-05-06 This is the first release of this document. 
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1 Overall Description 
Different from gateway products (such as WAF, AF, IPS, etc.), CC 

products themselves are platform products, and STA is deployed in a 

bypass. The installation and deployment will not affect the customer's 

network, and only need to configure mirroring on the switch, so It is 

easy to get started, but what needs to be paid attention to is that 

before deployment, research on special typical scenarios (such as: NAT 

scenarios, load/proxy scenarios, DNS server scenarios, etc.) 

A summary of the content is shown in the attached table below: 

overall 

considerations.xlsx
 

 

 Traffic Direction: In principle,outbound access, inbound access, 

and lateral access,mirroring traffic is performed based on these 

three flows from the perspective of direction, among which outbound 

access is mainly terminal or server access Internet traffic, 

inbound access mainly refers to the access of Internet users to 

external servers, lateral access mainly refers to cross-security 

zones communication from terminal to terminal or internal server, 

branches access HQ through leased line/VPN in branch scenarios, 

etc... When conduct mirroring policy,we give priority to ensuring 

the direction of outbound access and inbound access. As for lateral 

access, we try to cover it as much as possible. 
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 Reduce Duplication: In a multi-domain network environment, it is 

easy to cause traffic duplication. It is necessary to delineate and 

discuss the working scope of each STA to avoid highly repetitive 

traffic situations. 

 Sinking Principle: Theoretically, traffic mirroring should sink as 

far as possible to peripheral areas, such as traffic before 

mirroring to DHCP server,DNS server and other servers, which will 

make subsequent security operations much more convenient. 

 Performance Issues: For example, in a data center scenario, 

internal links are often at the 10GE level,and lateral access 

traffic is much larger than inbund access traffic. In this case, 

it is necessary to evaluate whether the performance of the STA can 

support lateral access traffic. 

 Mirroring Switches: For some industry customers, even if only 

mirroring the outbound traffic from core switches is too large, a 

single STA cannot handle it. In this case, it is necessary to 

improve the STA model, and on the other hand, use a TAP switch to 

offload the mirroring to each STA. 

 One-way Traffic: STA analyzes based on complete sessions. When 

conduct mirroring policy, it is necessary to ensure the integrity 

of the request traffic and response traffic. Avoid that only request 

traffic or only response traffic is mirrored since STA will not 

analysis in most occasions 

 Typical Devices ： Such as NAT 、 DNS 、 SNMP 、 OMS 、 Scanner 

devices...etc,should be taken into consideration respectively(see 

the details in following chapters). 

2 Single STA situation 
Take the switch interface as the unit and analyze the internal areas 

traffic to determine the minimum number or optimum combination of 

mirroring observation ports that need to be mirrored.  

Example: core switch interfaces ① ② ③ ④  link to four areas 

respectively, the orginal mirroring policy is that all the 4 ports are 

mirrored as shown in below diagram. 
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Analysis and draw the access direction we will check out duplicated 

traffic. 

 

Then we will conclude the exact ports which need to be mirrored. 

  

3 Multiple STA 
In fact, it is common to see multiple STAs in customer's network. If 

they are deployed at will, duplicated traffic will increase the number 

of logs and increase unnecessary resource consumption for STAs. The 
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scope of action of a single STA should be clear, and the crossover 

should be reduced as much as possible. Below diagram is an actual 

deployment of a customer as an example.The problems including： 

1. Mirroring the traffic after source NAT; 

2. Some key zones like Production Zone and R&D Test Zone are not covered 

and the capability of STA are not be taken full use; 

3. There are some duplicated traffic between STA-01 and STA-02; 

 

After analysis of problems, we can adjust the deployment position as 

below. 

The STA-01 can cover Branches and Other Zones to detect threats. 

The STA-02 can cover Production and R&D Test Zones to detect threats. 
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4 NAT Scenario 
There are mainly 3 types of NAT, they are source NAT、destination NAT 

and two-way NAT. For two-way NAT scenarios, there is no good way to do 

correlation analysis of before and after NAT device since both source 

IP and destination IP are replaced at the same time. 

4.1 Source NAT  

Make sure that mirroring traffic area locates before source NAT. 
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4.2 Destination NAT 

Make sure that mirroring traffic area locates behind destination NAT.  
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5 Load Blancing/Proxy Scenario 

5.1 Basic Understanding 

In a multi-level proxy, X-Forwarded-For in the http request header is 

used to record all proxy addresses from the client address to the last 

proxy server, as shown below. 

 

When tracing the attacker source IP, usually the first IP address in 

the X-Forwarded-For field is the real client address. As shown in the 

screenshot below, after two layers of proxy, the real source IP is: 

219.76.33.91, the first layer of proxy: 10.100.86.254, the second layer 

of proxy: 10.100.86.14 

 

5.2 Mirroring Observation Position 

In reverse proxy scenario, it is recommended that you should deploy 

the STA mirroring traffic after reverse proxy server since CC can 

detect x-forward-for field and we can see it in security alerts. 
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6 Internal DNS Server Scenario 

6.1 Scenario Description 
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The above network topology can illustrate  intranet DNS  Server scenarios  in some customers' 

network structure. When STA receives the mirrored data that is the data behind the intranet DNS  

server, it will judge the DNS server as a risky host, and cannot locate the real problem business. 

6.2 From Logs to Infer Mirroring Policy 

There are three conditions from which you can infer the location of the mirrored traffic related to 

the intranet DNS server. 

Case 1：Check the DNS logs in CC platform. If the intranet DNS server IP is both the source and 

the destination in logs, it means that the traffic before and after the DNS server are all  mirrored. 

You have to add  DNS server  into security whitelist as the source address and it is necessary to 

modify the traffic policy. 

Case 2：Check the DNS logs in CC platform. If the intranet DNS server IP is only the destination 

address, it means that the mirrored traffic is the traffic before the DNS server, and the mirroring is 

correct. There is nothing to modify. 

Case 3：Check the DNS logs in CC platform. If the the intranet DNS server is only the source address, 

it means that the mirrored traffic is only after the DNS  server,  in which condition you can not tell 

the real problematic terminals . In this case, you need to mirror the right traffic by changing the 

location of observation port.  

7 Scanner/SNMP/OMS Scenario 
These typical devices will lead to some misjudgement in CC if you do 

not intervene. We recommend that you should add them into whitelists 
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during the period of deployment. 

 

8 Encrypted Traffic Consideration 
Currently, the vast majority of important business systems communicates 

by HTTPS rather than HTTP protocal. The inbound access data will be 

invisible if the private keys of external servers are not imported in 

STA. 

【Scope of Application】 

Encryption protocol versions of TLS/SSL STA supports are:  

ssl 3.0、tls 1.0、tls 1.1、tls 1.2;  

The algorithm STA supports are: 

 Symmetric algorithm: DES, 3DES, AES are all supported; 

 Asymmetric algorithm: RSA and ECDH are supported, but ECDHE is not 

supported; 

How to distinguish what algorithm method the https traffic is?  

We can check the server hello response content by capturing the https 

traffic packet. 
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Where to import the private key in STA if it is in the scope of 

application? 

Navigate：System->Cyber Command 

 

 

Be careful, as it is a software decryption for STA, not a hardware decryption card, it will consume 

a amount of STA resources and reduce efficiency. 

 

9 Index 
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9.1 Communication Ports 

Domain Name/ 

Destination IP address Ports Function 

CC's IP address is 443, 4430, 

or 4488. 

443(TCP),4430(TCP),4488(T

CP) 

CC's 443 and 4430 ports are 

for STA to sync logs to CC.  

 

CC's 4488 port is for STA to 

send a database update 

request to CC. 

CC's IP address is 4430. 

 

NGAF IP address's 7443. 4430(TCP),7443(TCP) 

CC's 4430 port is for NGAF 

to sync log to CC. 

 

NGAF's 7443 port is for CC 

to push integration action 

to NGAF. 

CC's IP address is 7443. 

 

ES's IP address is 443. 4430(TCP), 7443(TCP) 

CC's 7443 port is for ES to 

sync log to CC. 

 

ES's 443 port is for CC to 

push integration action to 

ES. 

 

IAG's IP address is 7443 

or 9998. 

 

CC's IP address is 1775 or 

7443. 

 

7443(TCP), 9998(TCP), 

1775 (UDP) 

IAG's 7443 and 9998 ports 

are for CC to push 

integration action to IAG. 

 

IAG's 1775 port is for IAG 

to sync the user 

information to CC. 

IAG's 7443 port is for IAG 

to submit the asset to CC. 

update1.sangfor.net 80(TCP),443(TCP),53(UDP) 

Update Server 1 for database 

update. 

update2.sangfor.net 80(TCP),443(TCP),53(UDP) 

Update Server 2 for database 

update. 

update3.sangfor.net 80(TCP),443(TCP),53(UDP) 

Update Server 3 for database 

update. 
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121.46.26.221 80(TCP),443(TCP),53(UDP) 

Update Server 4 for database 

update. 

sp1.sangfor.com 

80(TCP),443(TCP),53(UDP) 

Update Server 1 for System 

patch 

sp2.sangfor.com 80(TCP),443(TCP),53(UDP) 

Update Server 2 for System 

patch 

sp3.sangfor.com 80(TCP),443(TCP),53(UDP) 

Update Server 3 for System 

patch 

DNS server on CC 53 (UDP) For Domain name resolve 

auth.sea.sangfor.com 80(TCP),443(TCP),53(UDP) Authentication 

upd.sea.sangfor.com 80(TCP),443(TCP),53(UDP) Configuration Updates 

clt.sea.sangfor.com 80(TCP),443(TCP),53(UDP) Log sync 

Ti.sea.sangfor.com 80(TCP),443(TCP),53(UDP) Threat intelligence 

Intelligence.sea.sangfor.c 

om 80(TCP),443(TCP),53(UDP) Threat intelligence 

analysis.sea.sangfor.com 80(TCP),443(TCP),53(UDP) Threat intelligence 

edrsaas.sangfor.com 8083,443,54120,80 Saas-EDR 

edragent.sangfor.com 8083,443,54120,80 C/S communication  

x.sangfor.com 80(TCP),443(TCP),53(UDP) Device management 

device.sangfor.com 80(TCP),443(TCP),53(UDP) Device Licensing Server 

device.scloud.sangfor.com 80(TCP),443(TCP),53(UDP) Device management 

partner.sangfor.com 80(TCP),443(TCP),53(UDP) Partner Portal 

remote0.scloud.sangfor.com 5000 (TCP, UDP) Device management 
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