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Chapter 1 Function Introduction

Generally applicable to the environment where users use a proxy to surf the Internet, and each user is
assigned an account of a proxy server. When using the proxy single sign-on authentication method, when
the user passes the authentication of the proxy server, the device also passes the authentication.

1.1 Application Scenarios

Generally applicable to the environment where users use a proxy to surf the Internet, and each user is
assigned an account of a proxy server. When using the proxy single sign-on authentication method, when
the user passes the authentication of the proxy server, the device also passes the authentication.

1.2 Necessary Description
1. IAM 11.0 device.

2. Lan use proxy to Internet.

1.3 Configuration Guide
1. Proxy server at Wan direction.

2. Proxy server at Lan direction.

3. Use ISA controller.

1.4 Configuration and Snapshots

1.4.1 Proxy Server at Wan Direction

Proxy single sign-on monitoring mode also completes single sign-on by monitoring login data.
The proxy server is in the direction of the external network, as shown in the figure:

| < J

& &

1.4.1.1 Data Flow Process

1. The user goes online through the proxy server, and the device monitors the interaction between the
PC and the proxy server

2. The PC is successfully authenticated by the proxy server as well as the device.

1.4.1.2 Configuration Guide

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1



IAM Configuration Guide

1. Set the Authentication policy

Set the authentication policy for the required SSO user’s IP or mac address

Authentication Policy *

Mame: Default Policy
Description:
Object: .
lleei Auth Method: Open authentication
Auth Method Password based
#* Single Sign-0On(550)
Action None (requests are rejected always)
S50 Enabled: Radius
S50 Settings

For User Fails 550
#® Open authentication

Username: ® Auto assigned Take IP address as «| ™

Obtain during self registration w

Password based

Goto Predefined webpage

CAS server ~

| Commit || Cancel |

2. Configure Proxy SSO

In the [Users] -> [Authentication] -> [Single Sign on] -> [Proxy], check on the [Enable proxy SSO] and
click for the [Obtain login profile by monitoring the data of computer logging into proxy server]

Inside the [Proxy Server], insert the proxy server IP and listening port if has lot of proxy servers, it
required add in row by row, here we insert the Proxy server and the listening port.
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Single Sign-0On(S50)

||| category < || Proxy
| M3 AD Domain lgl Enable Proxy SSOl
PPPcE

|#| Obtain login profile by monitoring the data of computer logging into proxy server®

i Radius If packets of LAM users logging into Proxy server do not go through this device, go to the Others tab and
o enable mirror interface to mirror them to the device
|_J Compatible with Kerberos authentication (only recommended if login packets go through this device)
BaES Proxy Servers: (i)
Web 192.168.1.88:808

Third-Party Server
Sangfor Appliance
Database

Others

[ Obtain legin profile by executing logen control through proxy (i)
ISA 550 ActiveX: Download

3. Login test

PC login into the Proxy server, after login success will go online.

1.4.2 Proxy Server at Lan Direction.

1.4.2.1 Data Flow Process

1. The user goes online through the proxy server, and the authentication data is not forwarded by the
IAM.

2. Set up a mirror port on the switch to mirror the data from the PC to the proxy server to the IAM

3. The PC is successfully authenticated by the proxy server as well as the device.

1.4.2.2 Configuration Guide
1. Configuration Step
Set the Authentication policy

Set the authentication policy for the required SSO user’s IP or mac address

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 3



IAM Configuration Guide

Authentication Policy *

o

Mame: Default Paolicy
Description:
» Objects o
= Auth Method: () Open authentication
» Auth Method () Password based
® Single Sign-0On{550)
* Action () None (requests are rejected always)
S50 Enabled: Radius
S50 Settings

For User Fails 550
® Open authentication

Username: ® Auto assigned Take IP address as . ¥

(' Obtain during self registration w

_) Password based

 Goto Predefined webpage

_! CAS server ~

[ Commit ][ Cancel l

2. Configure Proxy SSO

In the [Users] -> [Authentication] -> [Single Sign on] -> [Proxy], check on the [Enable proxy SSO] and
click for the [Obtain login profile by monitoring the data of computer logging into proxy server]

Inside the [Proxy Server], insert the proxy server IP and listening port if has lot of proxy servers, it
required add in row by row

ey

|| | category | proxy |
Zheadidoncas ¥ Enable Proxy SSO
» PPPOE
h ¥ Obtain login profile by monitonng the data of computer logging into proxy server (1)
> Radis ‘ If packets of LAN users logging into Proxy server do not go through this dewice, go to the Others tab and
— — nable mirror in mirrs m vice
Compatible with Kerberos authentication (only recommended f login packets go through this device)
» POP3

Proxy Servers: (i)
> Web 192.168.1.88:808
» Third-Party Server

» Sangfor Apphance

> Database

» Others

Obtain login profile by executing logon control through proxy (1)

ISA SSO ActiveX: Download

If the login data does not pass through the device, you need to set the mirror port and connect the mirror
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port to the mirror port of the switch that forwards the login data. Click other options to set the mirror

port of the device. The mirroring port needs to be set as a free network port. Do not set the network port
as a mirroring network port.

Navigation Rl | Single Sign-0n(S50)
> Status Category < || others
Uiy MS AD Domain

If S50 requires external authentication server and the packets of users logging into the external server do not

» Objects PPPoE go through this IAM device, enable mirror interface to send the packets to another port on the 1AM unit that is
not busy.
S Radius | Enable Mirror Interface
4 Authentication Proxy Mirror Interfaces (selected interface will be listened):
Authentication Policy vors [ Interface
etho
External Auth Server o
Single Sign-On
Third-Party Server L] eth2
Custom Webpage [ Tths
Internal Portal Server Sangfor Appliance
Database
[» Users

[» Self Services

Advanced

3. Login test

PC login into the Proxy server, after login success will go online.

1.4.3 Use ISA Method

The ISA control method can be used for the ISA server in the internal network. When the data logged in
to the ISA does not pass through the device, the extension plug-in is registered on the ISA server, and
the information after the PC logs in to the ISA is notified to the device through the extended plug-in.
Login on the device. as the picture shows:

P

1.4.3.1 Data Flow Process

1. PC passes HTTP proxy and PRXOY authentication of ISA;

2. The ISA sends the information that the PC is successfully logged on to the IAM device;

3. The IAM equipment automatically passes the PC authentication and releases the PC Internet data.
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1.4.3.2 Configuration Guide
1. Set the Authentication policy

Set the authentication policy for the required SSO user’s IP or mac address

Authentication Policy x

Mame: Default Policy
Description:
* Object L
fEes Auth Method: () Open authentication
% Auth Method () Password based
® Single Sign-On(5S0)
* Action () None (reguests are rejected always)
S50 Enabled: Radius
S50 Settings

For User Fails S50
® Open authentication
Us e '® Auto assigned Take IP address as | ¥

() Obtain during self registration w

! Password based

) Go to Predefined webpage

! CAS server v

| Commit || Cancel |

2. Configure Proxy SSO

In the [Users] -> [Authentication] -> [Single Sign on] -> [Proxy], check on the [Enable proxy SSO] and
click for the [Obtain login profile by executing logon control through proxy] and insert the shared key.
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et _————————————————————
Navigation PR | single sign-on(sso)
} Status Category <« || Proxy
» Prox
7 M5 AD Domain ¥ Enable Proxy SSO
» Objects EPRoE ;
Obtain login profile by monitoring the data of computer logaing into proxy server ()
~ Users Radius

If packets of LAN users logging into Proxy server do not go through this device, go to the Others tab and
enable mirror interface to mirror them to the device

(only recommended if login packets go through this device)

4 Authentication Prasy

Authentication Policy

POP3
External Auth Server
Web
Single Sign-On

Third-Party S
Custom Webpage IHEIRT SRS

Internal Portal Server Sangfor Appliance

Database
| Users
Others
I Self Services
@] obtain login profile by executing logon control through proxy (i)
1SA S50 ActiveX: Download
Shared Secret: (7)

Advanced

b Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

Commit

» System

1.4.3.3 ISA Single Sign-on Control Configuration

Download the ISA single sign-on control and example on the device, configure the ISA server, register
the plug-in, and configure SangforAC.ini.

1. The plugin MyAuthFilter.dll is placed in the ISA installation directory, such as C: \ Program Files \ ISA
Server \

2. Run the regsvr32 "C: \ Program Files \ ISA Server \ MyAuthFilter.dll" XML plugin
3. Put the sample configuration file SangforAC.ini in the root directory of drive C.
[Configuration]

IAMip = 192.168.0.1 device IP address

key = 123 The data packet encryption key for logging in to ISA, which must be the same as that set on
the device

cycle = 30 The minimum interval (unit: second) for each IP address to send login data packets. The
purpose is to prevent each IP address from sending a login data packet every time a new session is
accessed to a new website.

logpath = debug log path. If it is empty, it means that the log is turned off. If it is filled, it means that the
log is turned on. Set it to be off. Please turn it on when necessary.

maxlogsize = 1 The maximum size of the debug log file (unit: MB). When the log file reaches the
previous level, it will be automatically emptied.

charset = UTF-8 supports UTF-8, UTF-16, GB2312, GB18030, BIG5
Confirm that the "Sangfor ISA Auth Filter" plugin is enabled in the ISA plugin panel.
Login test

PC login into the Proxy server, after login success will go online.

Chapter 2 Precaution
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2.1 Proxy Server at WAN Direction

1. If the proxy server is an ISA server and the ISA server uses the "windows integrated identity
authentication" method, you need to check [Compatible with kerberos authentication method] to
complete single sign-on, and this method is only applicable to login packets passing through the AC
device In this case, it is not applicable to mirror mode, and it is not supported in bypass mode.

2. In this scenario, if [Show Disclaimer] is selected in [Authentication Policy] — [Post-Authentication
Processing] — [Advanced Options], you need to configure redirection from the DMZ port,
otherwise you will not be able to access the Internet through authentication.

2.2 Proxy Server at LAN Direction

This type of login data does not pass AC, and the monitoring method using mirrored data does not
support [compatible Kerberos authentication method]

2.3 Using the ISA Control Method

1. Every time you modify the SangforAC.ini file, you need to re-register the plugin

2. The ISA plug-in cannot enable the domain user to automatically log off the device when the domain
user logs off or shuts down the computer. However, you can set the timeout period on the device
console to let users automatically log off from the device. As shown below:

Navigation < ||| Dashboard | EENCLT: RS

1

b Status

Category << | | Authentication Options
} Proxy Authentication Options "
o
} Objects . . .
] USB Key User # Log out user who causes no flow in specified period
¥ Users Custom Attributes Period(minute): 10 @
-
Custom Webpage MAC acgquisition across L3 #| Log out all users every day
Internal Portal Server network Logout Time: 00:00 7
RADIUS Server
4 lsers o Lock user if authentication attempts reach the threshold
Managed Authentication
Local Users
User Import
User Binding

- Delete accounts inactive for toe long a time (1)
IP&MAC Binding

Wechat Binding

Auto clean up expired bindings
[ Self Services

#| Allow account to be bound with limited endpoints
Max Endpoints: 3

» Access Mgt

Address Changes and Cenflicts Handling

r Bandwidth Mgt

3. The IAM and ISA server keys must be the same, and this key must not be the same as the other
single sign-on keys.

4. The ISA server must release the data connected to the UDP port 1773 of the IAM device.

If the proxy server is in the IAM WAN area, you need to grant access to the proxy server before
user authentication.

6. How to grant permissions?

7. In [Authentication Policy]-[Action]-[Advanced], check [Before authentication, added to group] and
set a group.
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|| Before authentication, added to group s I

.

|_| Users accessing any HTTP content must be authenticated @

|_| Enable user whitelist/blacklist

C2llst JSEr DlackKlst

®) User wh

m

@ select

Specify

|_| Show Terms of Use

m

¥ | Preview

|_| Disable IP/MAC binding based auto authentication

l Commit H Cancel l

Pass the IP and port of the proxy server in this user group's Internet permission settings.
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