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Copyright © Sangfor Technologies Inc. 2023. All rights reserved.

Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter referred to as
"Sangfor") and its affiliates reserve all intellectual property rights, including but not limited
to copyrights, trademarks, patents, trade secrets, and related rights to text, images, pictures,
photographs, audio, videos, charts, colors, and layouts as presented in or concerning this
document and content therein. Without prior written consent of Sangfor, this document
and content therein must not be reproduced, forwarded, adapted, modified or displayed

or distributed by any other means for any purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part, may
be not within your purchase scope or usage scope. The products, services or features you
purchase must be subject to the commercial contract and terms as agreed by you and
Sangfor. Unless otherwise provided in the contract, Sangfor disclaims warranties of any

kind, either express or implied, for the content of this document.

Due to product version upgrades or other reasons, the content of this document will be
updated from time to time. Unless otherwise agreed, this document is used for reference
only, and all statements, information, and recommendations therein do not constitute any

express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-us/contact-

us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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Intended Audience

This document is intended for:

e Pre-sale
° FAE
Note Icons

Indicates an imminently hazardous situation which, if not avoided, will

result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided, could

result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result in

minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result in

settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

LNoTE

Calls attention to important information, best practices, and tips.

NOTE addresses information not related to personal injury or

equipment damage.

Change Log

2023-04-28 This is the first release of this document.
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1.1 Solution Description

Currently, as many projects have phrchased HCI, vCC and vSTA, compared with opponents, there
exists a mature and competitive solution to detect the attacks among VMs in HCI platform. This

solution also can be introduced by some POC projects as well.

Based on the technology of mirroring NIC of VMs, you can select any specific VMs flexiblely without
affecting business at all. Business VMs communicate with others normally, and create an mirroring
policy in HCI. It is necessary confirm the source of mirroring traffic which means specific NICs of
VMs in this HCI platform, and the destination port must select mirroring NIC of STA, and you will

see the incoming traffic immediately. Theory digarm can be viewed as below.

- o

Mirroring NIC

| o o o o

A‘ : represents real business traffic

. represents mirrored traffic by mirroring policy in HCI
Il : represents general business NIC or management NIC

: represents mirroring NIC in vSTA

1.2 Supported Version
® HCIl: musu be 6.8.0 and above version;

® VSTA: recomme 3.0.37C and above version;

® vCC: recommend 3.0.64C and above version;

1.3 Configuration Guidance

® Preconditions

You are required that vSTA and vCC have been installed and configured well (refer to configuration

checklist documents )in HCI platform before you create the mirroring policy.
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No data available

Click "New" to create a traffic mirroring policy. Fill in the necessary information in the pop-up

window
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Add Traffic Mirroring Policy

Support traffic mirroring within a virtual network, from a virtual network fo physical network, and between
physical interfaces. Configuration Guide

Mame: 20230428|

Mirror Seurce: Select

Mirror Target: Select

WVLAM 1D

Mimor Percent 100 %o

Traffic Direction [« 21} Inbound Outbound
Policy Status: 4 Enabled

“ Cancel

Select the source virtual machine NICs to Mirror Source

Select Mirror Source x
Source T)’D&iﬂ VM Interface MNFV Device Interface
Mame Q I Selected (2/1024)
B VM Interface VI Interface Cperation
B [ Era ’ = [ An
=2 E john E| jehn
E| [2 attack_vm E 2 attack_vm
E ethd E ethd m
E| 2 farget_sur E 2 target_svr
E ethd E ethd m
E| B
: n ethd

Select mirroring NIC of STA to Mirror Target.
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Select Mirror Target =
Target Type: o VM Interface MNFY Device Interface Edge-Connected Interface
Select a target interface: B } STA Q I
W Interface
= All
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i B vsTa

E| Default Group
3 Bvsta
£ =tho
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Other settings ca keep the default, click OK to complete the configuration.

Add Traffic Mirroring Policy X

Support traffic mirroring within a virtual network, from a virtual network to physical network, and between
physical inferfaces. Configuration Guide

Hame: 20230428

Mirrer Source: 2 WM Interface selected s
Mimror Target: 1 WM Interface selected ass
WLAM ID:

Mirror Percent © : 100 %o

Traffic Direction © - ) All Inbound Cuthound

Policy Status: Enabled
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mmand CEE

Logs
2023-04-28 000000 - 2023-0: All Lags « | AllTraffic Directions - E
Total Entries (633482 in Total) o Display Trerd Gray

ro.  Time og Type T ¥ sciplype ¥ scrort T ontipType X Dstport T eriptior ode ¥ Oatasouce ¥ STA
1 2230428160451 T - 21687010 - Hast 55699 MTUEILI05  Intemet 5338 - Aliow Match whiteli_. - SANGFORST_  etht
2 2230428160450 Tafe - 721687010 - 62862 TABLTIL Intemet 4120 - Aiow Match whiteli_. - SANGFORST_  ethl
3 eI Tafic . 1923681003 - sarver 45669 1921682004 Server s . Allow Match whiteli.. - SANGFOR ST athl
4 023021604 Tafic - 1071281 - 35 2127180 10951 - Aliow Match whiteli.. - SANGFOR ST ethl
T X304 Tfic . EEETE TP Server 5188 11812356183 Intemet 213 - Allow Match whitefi., - SANGFOR ST ethl
6 2030428160442 T - 10701281 - Hast 4s1s0 11222127180 Host 10051 - Allow Match whiteli. - SANGFORST_  ethi
7 BemEeNL Tafic - 192 368.100. - serve ase8z 1921682004 Server o083 - Mo Match white. - SANGFOR ST #tht
8 NB0-ZI0N0 Tafic - 10701281 - as348 722212739 Host 10051 - Miow Match white. - SANGFOR ST etht
5 WZ3O4W/IEKIT  Tafic 72687010 - Hast 62092 UTABLTIL Intemet a083 - Allow Match whiteli SANGFOR ST ethl
10 Traffc 1921681002 - Server asen 1921682004 Server s083 - Allow Match whiteli.. - SANGFOR ST etht
1 0230428160437  Trafic 10701281 . Host as320 1222127180 Host 10051 . Alow Match whiteli.. - SANGFOR ST ethl
1 2003042360436  Traffc - e - Hast sasss 108770251 Intemet s228 - Miow Match whitefi.. - SANGFOR ST ethl
13 0030428360436  Traffc - 23686018 - servee 24040 1WAT22001. Iotemet ) - Mo Match white.. - SANGFOR ST etht

2023-04-26 360436 Traffic - 10701281 - Hast 48318 722212739 Host 10051 - Miow Match whitell.. - SANGFOR ST etht

20230428 160434 Trafic 10701281 : Hast 49304 17222127180 Host. 10951 : Allow Match it SANGFOR ST ethl
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