
Sangfor Correlated Policy Practice Guidance 

Version 01 (Mar.24, 2021)                                    Confidentiality: Public in Company 1 

  

 

 

Sangfor Correlated Policy Practice 

Guidance 

 

 

Document Version v1.0 

Released on 2023-04-24 

 

 

 

 

 

 

 

 

Sangfor Technologies Inc. 



Sangfor Correlated Policy Practice Guidance 

Version 1.0 (2023-04-24) 

 

 

Copyright ©  Sangfor Technologies Inc. 2023. All rights reserved.  

Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter referred to as 

"Sangfor") and its affiliates reserve all intellectual property rights, including but not limited 

to copyrights, trademarks, patents, trade secrets, and related rights to text, images, pictures, 

photographs, audio, videos, charts, colors, and layouts as presented in or concerning this 

document and content therein. Without prior written consent of Sangfor, this document 

and content therein must not be reproduced, forwarded, adapted, modified or displayed 

or distributed by any other means for any purpose.  

Disclaimer  

Products, services or features described in this document, whether wholly or in part, may 

be not within your purchase scope or usage scope. The products, services or features you 

purchase must be subject to the commercial contract and terms as agreed by you and 

Sangfor. Unless otherwise provided in the contract, Sangfor disclaims warranties of any 

kind, either express or implied, for the content of this document.  

Due to product version upgrades or other reasons, the content of this document will be 

updated from time to time. Unless otherwise agreed, this document is used for reference 

only, and all statements, information, and recommendations therein do not constitute any 

express or implied warranties.



Sangfor Correlated Policy Practice Guidance 

Version 1.0 (2023-04-24) 

 

 

Technical Support 

For technical support, please visit:  https://www.sangfor.com/en/about-us/contact-

us/technical-support 

Send information about errors or any product related problem to 

tech.support@sangfor.com. 

 

 

 

 

 

Intended Audience 

This document is intended for: 

 Pre-sale 

 FAE 

 

Note Icons 

English Icon Description 

 

Indicates an imminently hazardous situation which, if not avoided, will 

result in death or serious injury. 

 

Indicates a potentially hazardous situation which, if not avoided, could 

result in death or serious injury. 

 

Indicates a hazardous situation, which if not avoided, could result in 

minor or moderate injury. 

 

Indicates a hazardous situation, which if not avoided, could result in 

settings failing to take effect, equipment damage, or data loss. 

NOTICE addresses practices not related to personal injury. 

 

Calls attention to important information, best practices, and tips. 

NOTE addresses information not related to personal injury or 

equipment damage. 

 

https://www.sangfor.com/en/about-us/contact-us/technical-support
https://www.sangfor.com/en/about-us/contact-us/technical-support
mailto:tech.support@sangfor.com
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1 Case 
This document aims to carry out high-frequency correlated processing between different self-

developed devices(ES/IAG/NGAF/CC) and integrate gateway, terminal, and platform products to 

achieve continuous threat detection and efficient security operations, bringing value to customers. 

According to solutions based on marketing, we provide scenario-based playbook strategies for 

different customer environments.  

No Solution Type Main Products Involved Remark 

1 XDDR ES、NGAF、CC playbook,security operations 

improvement. 

 

1.1 Scene 

1.1.1 Customer Pain Points 

The customer has invested in a range of cybersecurity solutions, including IAG, CC, ES, and NGAF 

devices, yet continues to experience numerous daily security alerts related to botnets, Trojan 

horses, and worms. These alerts occasionally occur during nighttime hours, increasing the risk to 

information security. Although the information department has been promoting the installation of 

EDR, some terminals remain unprotected, exacerbating these risks. 

To address these concerns, the customer seeks an effective integration of these security products 

through the playbook of CC, enabling timely and automated detection and resolution of potential 

threats. By reducing the burden of manual security operations, the team can more efficiently 

manage threats and control their spread, even during overnight hours when security personnel 

may not be readily available. 

1.1.2  Implementation Method Analysis 

The IAG solution can control user access to the Internet, while the ES solution scans and eliminates 

malicious processes on terminals, enabling the identification of the root cause of these threats. 

The NGAF can block communication between malicious processes and known Internet malicious 

websites, preventing further infection. The CC solution can set playbook policies that integrate and 

streamline the use of these devices. 

For clients, threats often occur when accessing the Internet, as they unknowingly come into 

contact with malicious servers and other harmful elements. However, by utilizing these automation 

playbook policies, the risk of such threats can be effectively mitigated and controlled, ensuring that 

the system remains secure and protected against potential cyber risks. 
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Based on the above ideas, we can draw the following flow chart: 

 

 Step 1： Once alerts are triggered, they hit the predefined policy settings, initiating the first 

step in the process of assessing and addressing potential threats. 

 Step2： If the attack results belong to attempted or failed, this suggests that there has been 

no adverse impact, and the alerts may be safely ignored. However, if the attack results belong 

to compromised or successful, immediate action must be taken to mitigate the risk. 

 Step 3： If the attacker's IP does not exist, the system will proceed to make a subsequent 

judgment regarding whether it is an Internet address. If the IP does exist, the next step is to 

consider whether the ES client has been installed on the relevant asset.  

 

 Step 4： In general, the NGAF solution will block Internet malicious addresses rather than 

asset addresses. As a result, it is necessary to determine whether the attacker’s IP belongs to 

the Internet, enabling the exclusion of lateral and outbound access attacks. 
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 Step 5： Thus, you can ascertain that the attackers’s IP address is associated with malicious 

internet activity and subsequently initiate a blocking action, which is then executed by the 

NGAF. 

 Step 6： It is essential to determine if the target assets have the ES client installed. If not, you 

can change the status to “suspended” as a reminder for the administrator to install the ES 

client and perform additional checks. If the ES client is already installed, you can directly 

initiave a virus scan task. 

 Step 7： It is unrealistic to expect every virus scan task to identify the primary virus program. 

In some situations, if a virus scan does not detect any malicious software, isolating the host 

may still be necessary to prevent potential spreading. However, if a virus is detected and 

addressed promptly, you can update the status to 'fixed,' signifying the successful mitigation 

of the threat. 

1.2 Network Toplogy  

 Based on the topology provided, the customer has implemented the Security Threat Analytics 

(STA), Cyber Command (CC), Endpoint Security (ES), and Next-Generation Application Firewall 

(NGAF) solutions. However, it is evident that some hosts have not yet installed the ES client, which 

may leave them vulnerable to potential threats. 
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1.3 Configuration Process 

1.3.1 Policy Settings 

Select security alert types, primarily encompassing  worms, trojans and virus 

 

1.3.2 Creating playbook policy 
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(1)、Firstly, you need to add internal assets' address range , along with as well as 0.0.0.0, into a 

constant, as  you will need it for decision later. 

 

 

(2)、You can define if an effective attack by seeing the attack result marked as  "succeeded" and 

"compromised" . 

 

(3)、Determine whether an attacker exist by quoting null constant 

 

(4)、Judge if the attacker’ address belongs to the internet or internal assets. 
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(5)、Initiate  correlated block to NGAF  

 

(6)、Prior to proceeding with subsequent steps, it is crucial to evaluate scenarios in which the 

attacker is identified as an internal asset, as well as situations where the attack’s originating 

address is nonexisten. 
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(7)、Query whether target assets have been installed ES clients. 

 

(7)、 If the necessary components are installed, you can proceed with further operations. However, 

if they are not, the status of these alerts will be modified to 'suspended,' 

 

(8)、 Initiate virus scan tasks for those hosts that have ES client installed 
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（9）、 Given that virus scan tasks may take several minutes to complete, it is important to verify 

the completion of these tasks before proceeding. 

 

（10）、 When making a decision, there will be three possible outcomes: scan exception, scanning, 

and completed. Each of these results requires a distinct approach. Notably, if the task is not yet 

finished and remains in the scanning stage, the process will loop back to the previous action 

  

（11）、You  have different methods regarding to the results of virus scan task.  



Sangfor Correlated Policy Practice Guidance 

Version 1.0 (2023-04-24) 

 

 

 

（12）、 Upon making a decision, you will isolate the hosts if the virus scan task did not detect any 

viruses, and remind the security administrator to conduct further analysis. However, if the scan 

detects viruses and automatically disposes of them, you can update the security alerts to ‘fixed’. 

  

1.4 Strategy Effect Verification 

1.4.1 Test Terminal-A (without ES client) 

 The test terminal simulates an attack by pinging malicious domain names (jincpay.com, 

eth.f2pool.com). When the STA analyzes this malicious traffic, it will generate security alerts.
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 Within seconds, you will observe the anticipated alerts, and simultaneously, these alerts will 

trigger the predefined automatic policy.

 

 Next, you can view the execution process of the automatic policy by clicking on “Coordination  

Response Details”.  

Check the NGAF blacklist 

 

 As observed, the test terminal does not have the ES client installed.

  

 Given this situation, the appropriate course of action is to update the alert status to 'suspended'.

  

1.4.2 Test Terminal-B (with ES client) 

 The test terminal simulates an attack by pinging malicious domain names (jincpay.com, 

eth.f2pool.com). When the STA analyzes this malicious traffic, it will generate security alerts.
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 Within seconds, you will observe the anticipated alerts, and simultaneously, these alerts will 

trigger the predefined automatic policy.

 

 Next, you can view the execution process of the automatic policy by clicking on “Coordination 

Response Details”.

 

 As there is no identifiable attack IP, the system will execute the "Query Information About Endpoint 

Secure Installation of Assets".  

 Following that, initiate a virus scan task targeted at the Endpoint Security (ES) client.
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 A few minutes later, it becomes evident that the task has been completed.

  

 Upon examining the results of the virus scan task, we can observe that it has detected some 

malicious virus files on the desktop, as they were placed there beforehand for testing purposes.

  

 You can also view the scan results in the Endpoint Security (ES) client or the Endpoint Security  

Manager (ES Mgr). 

 

 

 The final step in the process is to update the disposal status. 
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1.5 Conclusion 

 From the above example, it is evident that playbook policies can significantly reduce manual 

intervention for specific types of threats. On the other hand, these policies can also be relied upon 

in certain scenarios to control the spread of an attack, such as during nighttime hours when 

security engineers may not typically be on duty. This demonstrates the value of automated policies 

in maintaining a secure environment and efficiently addressing potential threats, even in the 

absence of manual oversight. 
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