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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-us/contact-

us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.

Intended Audience

This document is intended for:

e Pre-sale
° FAE
Note Icons

Indicates an imminently hazardous situation which, if not avoided, will

result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided, could

result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result in

minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result in

settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

[l.!_!l NOTE Calls attention to important information, best practices, and tips.

NOTE addresses information not related to personal injury or

equipment damage.
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1 Case

This document aims to carry out high-frequency correlated processing between different self-
developed devices(ES/IAG/NGAF/CC) and integrate gateway, terminal, and platform products to

achieve continuous threat detection and efficient security operations, bringing value to customers.

According to solutions based on marketing, we provide scenario-based playbook strategies for

different customer environments.

1 XDDR ES. NGAF. CC playbook,security  operations
improvement.

1.1 Scene

1.1.1 Customer Pain Points

The customer has invested in a range of cybersecurity solutions, including IAG, CC, ES, and NGAF
devices, yet continues to experience numerous daily security alerts related to botnets, Trojan
horses, and worms. These alerts occasionally occur during nighttime hours, increasing the risk to
information security. Although the information department has been promoting the installation of

EDR, some terminals remain unprotected, exacerbating these risks.

To address these concerns, the customer seeks an effective integration of these security products
through the playbook of CC, enabling timely and automated detection and resolution of potential
threats. By reducing the burden of manual security operations, the team can more efficiently
manage threats and control their spread, even during overnight hours when security personnel

may not be readily available.

1.1.2 Implementation Method Analysis

The IAG solution can control user access to the Internet, while the ES solution scans and eliminates
malicious processes on terminals, enabling the identification of the root cause of these threats.
The NGAF can block communication between malicious processes and known Internet malicious
websites, preventing further infection. The CC solution can set playbook policies that integrate and

streamline the use of these devices.

For clients, threats often occur when accessing the Internet, as they unknowingly come into
contact with malicious servers and other harmful elements. However, by utilizing these automation
playbook policies, the risk of such threats can be effectively mitigated and controlled, ensuring that

the system remains secure and protected against potential cyber risks.
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Based on the above ideas, we can draw the following flow chart:

modify status into
suspended

A 4
=
“ [2
modify status into YES
fixed by CC

® Step1l: Once alerts are triggered, they hit the predefined policy settings, initiating the first

step in the process of assessing and addressing potential threats.

® Step2: If the attack results belong to attempted or failed, this suggests that there has been
no adverse impact, and the alerts may be safely ignored. However, if the attack results belong

to compromised or successful, immediate action must be taken to mitigate the risk.

® Step 3: If the attacker's IP does not exist, the system will proceed to make a subsequent
judgment regarding whether it is an Internet address. If the IP does exist, the next step is to

consider whether the ES client has been installed on the relevant asset.

Security Alerts
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e -

® Step 4. In general, the NGAF solution will block Internet malicious addresses rather than
asset addresses. As a result, it is necessary to determine whether the attacker’s IP belongs to

the Internet, enabling the exclusion of lateral and outbound access attacks.
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Security Alerts

® Step 5: Thus, you can ascertain that the attackers’s IP address is associated with malicious
internet activity and subsequently initiate a blocking action, which is then executed by the
NGAF.

® Step6:. Itisessential to determine if the target assets have the ES client installed. If not, you
can change the status to “suspended” as a reminder for the administrator to install the ES
client and perform additional checks. If the ES client is already installed, you can directly

initiave a virus scan task.

® Step 7: Itisunrealistic to expect every virus scan task to identify the primary virus program.
In some situations, if a virus scan does not detect any malicious software, isolating the host
may still be necessary to prevent potential spreading. However, if a virus is detected and
addressed promptly, you can update the status to 'fixed,' signifying the successful mitigation
of the threat.

1.2 Network Toplogy

Based on the topology provided, the customer has implemented the Security Threat Analytics
(STA), Cyber Command (CC), Endpoint Security (ES), and Next-Generation Application Firewall
(NGAF) solutions. However, it is evident that some hosts have not yet installed the ES client, which

may leave them vulnerable to potential threats.
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DMZ Servers

EoET BoED

Department A Department B

1.3 Configuration Process

1.3.1 Policy Settings

Select security alert types, primarily encompassing worms, trojans and virus

4r Policy Settings

Policy Settings =
o BasicInfo

* Policy Name: Automatic Disposition Policy-0413

Policy Description: It can adept some scenarios, such as unattended at nights
5774096

* Policy Type: Cloned -
Execution Methed: © Execute Automatically Execute Manually
Trigger Type: Security Incident @ Security Alert

Conditions for Execution

Condition 1: in - Remote Control Toel ... ™

A condition that contains multiple walues is met when on 1B Malicious File Inf
= playbock that contains multiple conditions is executed v ot
Tl
Worm

Cryptomining
Ransomware
DGA Domain
Hard Code D
Malicious Dyt

Mahvertising

1.3.2 Creating playbook policy
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(1). Firstly, you need to add internal assets' address range , along with as well as 0.0.0.0, into a

constant, as you will need it for decision later.

Automatic Disposition Policy-0419

WTT-CER Corstants <|
2 Constants Add
internal —_—
172.16.0.1-172.16.255.254,192.168.0.1...
v
O
null umn Elze
O

0.0.0.0 \

(2). You can define if an effective attack by seeing the attack result marked as "succeeded" and

"compromised" .

Parameter Settings *
o
| “Node Narne: attack result
= Filter Rule
2 attack result (R
o
- A “Name:  effective attack

b1 1 * Rule:
_ I - o .

P \ \

(€ effective att. O ) | Else @)

\! i ) & Bl )

—
Failed L]
Qe \ Atternpted
Succeeded

Loophack Configuration Compromised

(3). Determine whether an attacker exist by quoting null constant

Automatic Disposition Palley-5419 o

Mo m a § Pavameder Seftings

(4). Judge if the attacker’ address belongs to the internet or internal assets.
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Parameter Sellings

or
[ o - S
| |
¢ ;
@ rotout Else
| Loopback Configuration
& attacker addr
Qinteme) azs © Eise @
(5). Initiate correlated block to NGAF
Parameter Settings ®
@ et Node Name: Add Correlated Black
Ation: Aiddd Correlsted Block
Block Direction: Souree and Destination B
S, attacker exist
i
Object to Blocks
@ rotedst Eiss

Block Duration: 1 B
Block Duration Unit: Day 3

| 8

&% AGUMacker ador Device 18

Eise @irtemat ata

v

% | Agd Correlat

}

£ | Query inform

(6). Prior to proceeding with subsequent steps, it is crucial to evaluate scenarios in which the
attacker is identified as an internal asset, as well as situations where the attack’s originating

address is nonexisten.
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¥

% atacker est

\ 1 1 5

not exist Else

v
&% attacker addr...
5
\ Else Intemet atta
v

% | Add Correlat

!

Z» | Query Inform.

4
& ESclientinst.

(7). Query whether target assets have been installed ES clients.

Else Internet atta. Parameter Settings

“Node Name: Query Information About Endlpoint Secure Installation of Assets
v

2 Add Correlat * Action: Query Information About Endpoint Secure Installation of Assets

fsset ID:

1 “ Device 17 Cyber Command x -
4» | Query Inform.
Advanced

4

2, ESclientinst

i

v

been installed

(7).

If the necessary components are installed, you can proceed with further operations. However,
if they are not, the status of these alerts will be modified to 'suspended,’

Parameter Settings

Node Names ES dient installatio

Filter Rule

Loopback Contiguration

(8). Initiate virus scan tasks for those hosts that have ES client installed
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2 Query infom

(9) . Given that virus scan tasks may take several minutes to complete, it is important to verify

the completion of these tasks before proceeding.

arar
Elsg e 11310 Parameter Settings
Mot Narn Query Task Sean Sean
‘‘‘‘‘‘‘ Query Task Scan San
n Do
HostD:
Teskn
Task Typa: i
2] Query Task S -
Deice &
2 sk status
cent e
e s

(10) . When making a decision, there will be three possible outcomes: scan exception, scanning,
and completed. Each of these results requires a distinct approach. Notably, if the task is not yet

finished and remains in the scanning stage, the process will loop back to the previous action

Filter Rule

4 Push Doen V.

Shosk2iactonResst @ in = Sean Completed

OFseli  OEse

A Vs seanned

Loopback Conflguration @D

<) Isolated Hasts < Crange Sec

(11) . You have different methods regarding to the results of virus scan task.
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Parameter Settings

Nade Name:

(12) . Upon making a decision, you will isolate the hosts if the virus scan task did not detect any
viruses, and remind the security administrator to conduct further analysis. However, if the scan

detects viruses and automatically disposes of them, you can update the security alerts to ‘fixed’.

A taskstatus

Loopback Configuration

Change Sec

1.4 Strategy Effect Verification

1.4.1 Test Terminal-A (without ES client)

The test terminal simulates an attack by pinging malicious domain names (jincpay.com,

eth.f2pool.com). When the STA analyzes this malicious traffic, it will generate security alerts.

5 AT
5 KA.

. 1
% , Ek = 344 (100% EK),

acker>ping jincpay.com -t
attacker>ping eth. f2pool. com -t

v.com [154.22°%21. 18] B 3

sel-ethw-fw-00™5794876bccalc30. elb. ap-southeast-1. amazo

devicelpcap) EDR3!5:30 8%
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Within seconds, you will observe the anticipated alerts, and simultaneously, these alerts will

trigger the predefined automatic policy.

Security Alerts

EEEID Bseins & Refresh Refiesh Intsral: Digabied ~ Indude Noncompliant Code Alerts  Last 24 howrs

m“. “

Critical Assats Threat Rankings  Display Critical Alerts Only

e Now Trojan Coyptomining Ransormware

%
B copy ~ R sulk operation * B wark v i ot W] Open Mondtor

B No. LestDetected Threat Theest Type ¥ Attack Stage T Targetlp ¥ tacker 0 ¥ X DY Result ¥ Status Con.  URL \ Status T Operati. -

L MBOLI  wfected with blackmoon (1. Trojan @ cac w5453 sazzimnaen Compr.. - Tiepay o " | suspended

190704

iy

Coondination L

m @ wsmaa nfected with minepos Cryptomining & ca |:I Compras - ensparkposl.com, ethiZposi-.. | Suspended
19:06:34 oerdin

iy

Next, you can view the execution process of the automatic policy by clicking on “Coordination
Response Details”.

Check the NGAF blacklist

Global Blacklist

@ o e whirost g Eaot | C e

As observed, the test terminal does not have the ES client installed.

x
P) . Polic Palcy-a419 © Eecoed
© Automtically Pacuted Polcie: it Dsposiien Py 0613 Oorcird v © cand
oot i Sucire Il o Avses gy o
-
At 10 Endpot 1D Whether AssetIs . Whether Endpcint... Whether Endpain.
© Automticaly Becuted Policies: Asornsi Dispasiion Sali-0218 Otuecend >
- [ Ne |

Given this situation, the appropriate course of action is to update the alert status to 'suspended'.

x

© Automatically Exscuted Polices: sutarsic Gzpastian Falic- 0418 [T

@ Automlieally Bxacuted Polkles uormaic isposiion Py 3415 [T >

1.4.2 Test Terminal-B (with ES client)

The test terminal simulates an attack by pinging malicious domain names (jincpay.com,

eth.f2pool.com). When the STA analyzes this malicious traffic, it will generate security alerts.
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:sUserssjohn.giaoX IC:~Userssjohn.giao?ping jh.Bllm.com —t

Ping request could not find host jh.@llm.com. Please check the name and try agai
sUserssjohn.giao>pingace .sewdin .
pingace.sewace.tk’ is not recq
pperahle program or batch file QC:s\Userssjohn.giao>ping jincpay.com -t

Ping request could not find host jincpay.com. Please check the name and try agai
isUserssjohn.giao>ping cn.spaifgn.

ing reguest could not find hog
again. IC:~Userssjohn.giao>ping jincpay.com —t
Ping request could not find host jincpay.com. Please check the name and try agai
:sUserssjohn.giao>ping cn.spaiffn.
ing request could not find hog
again. E(::\Users\john.q:i.an)p:i.ng Jincpay.com -t
:slzerssjohn _giao>ping cn._spaifC:slUserssjohn._giao>
ing_request could not find hoy

Within seconds, you will observe the anticipated alerts, and simultaneously, these alerts will

trigger the predefined automatic policy.
Security Alerts
Bssne  CPotesh | Raeoheral Disokod - Include Noncompliant code Alets

Kl Sk peration = B e o Ergort ) oo beror

o LastDetocted Threst Threat Type ¥ sttack stage 7 Target 7 T sttacker P ¥ T Result T Satuscade. UL sttue T Operstion

1 coomoss Infected with riinepool (mining) Crypiomining Ecac 1921601022 compro. ensparkpesizom =~
202832 ination L

2+ 2omodis Infected with biackmosn trojn)  Trojan @cac 1921681028 . . Compran. - [r— i pobc - Taled 1 1o
20a7sn

3 cxomors Inkeeted it susy hrojon Trojn @cac 121681023 Compra... jh0Lmzam Toalpolices evecate
200.0°30 sordinstio * T &

4 mnoras <yptomining & : - - ompra - h fipacicom, o sparkpool com  Suspends S

193538

Next, you can view the execution process of the automatic policy by clicking on “Coordination

H ”
Response Details”.
Coordinated Response Details *
2023-04-19 L | Bl o .
202427 Aut y Pol Automatic Disposition Policy-0419 ° Executed W
systernExecuted Action: Queny Information About Endpeoint Secure Installation of Assets @ txecuted
systernExecuted Action: Push Down Virus Scan Task © Erecuted
systernExecuted Action: Queny Task Scan Status © Erecuted
systemExecuted Action: View Wirus Scan Results @ Executed
systernExecuted Action: Change Security Alert Status & Executed
2023-04-19 o R T )
202251 Aut y Py Automatic Disposition Policy-0419 @ Eecuted >

As there is no identifiable attack IP, the system will execute the "Query Information About Endpoint

Secure Installation of Assets".

Following that, initiate a virus scan task targeted at the Endpoint Security (ES) client.
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%

Caardinated Respanse Detals x  Coandinsted Respanse Detis

/ pa—
@ brecued v e [+ ] ipr - @ eeeeuted v
v

T e
/'

, 0 - s gy o : Information About Endpoint ot anes g
+ (@) stombencuted Action: Push Down Virus Sean Task (Before St © Executed = () symemEsasted Agtion: Push Down Vinus Sean Task (1cicr © excoutes
b () sytemtxecuted Action; Query Task Sean Status ©efore © Bcated cson rgut | Reaut st

4 Devicets @ essauted
» () systemexecuted Action: view Virus Scan Results (14761 © Exeated

TakD HestID Task Pushed Down or .. Retum Message fior Tas,
b () systemtxecuted Action: Change Securty Alet Stabus ©cfce 1 e © Looated
b TEeEIGMeEI.  SEETT
o2z ae1s @
" [ Secatel >

e

A few minutes later, it becomes evident that the task has been completed.

cordinated Response Detals o
Coordinsted Respon se Details X
wnos ®
waear ° Brcauted v
o
/ » 9 A @ Euacuted
) - O taoted v
/ » @ symemExacuted Action: Push Down Virus Scan Task © teecuted

, 0 . Quesy s g
o fre v ) spstenacited Adion: Guery Task Scan Ratus © executed

» ) systemBxecuted Action Bmmw% ora fin @ Exocuted rra gy yor=—g]
b () systemExecuted Action: Query Task Scan Status e = @ Exccuted 4 Deicets \ @ executed
b ) spstemExecuted Action: View Vinus Sean Resulte o it © Exccutmd i i R | e bt

b () spstemExecuted Action: Change Securty Alert Satue <1« © Executed

Upon examining the results of the virus scan task, we can observe that it has detected some

malicious virus files on the desktop, as they were placed there beforehand for testing purposes.

Coomtingied Response et

Codinated Responss Dtas x
Y T ———— @ et
° e ) .
0230415 ® . " S
el Y poices O tcied v
@ b 1O et Action: ush Oomm ieunScan Tk (o @ toan
‘systemExecuted Action: Query Iformation About Endpaint Secure Instalielion of Assets
» 0 o " © beated b ) spsmesmaned acim: Quey To st @ e
» () spstembeecuted Action: ush Do Vieus Scan Tak 1 crc @ teatsd = ommante s e S S 11 @ ot
» () sptemeecated Acion: Query Task Sean Satus 5 © xecuted pry— \ ® et
» @) sysemexacutsd Acion: Vi vinusscan Rasu et ® cansd uan Hoxn rorina W A vanie sk
ot monm s = o

» () sysemexecuted Action: change Securty Aler Satus: e/ @ executed

You can also view the scan results in the Endpoint Security (ES) client or the Endpoint Security

Manager (ES Mgr).

G Endpoint Secure} @ 0 = - x
IS C.  Quick scan finish, 1 threat detected
Security - Scanned Files: 4740  Time Taken: 00:00:55
’ 9 Critical System Files 1 fles &
Virus Scan
1488b5 116274318806

bus Tron | (D) Virus Name : Trojan Generic. 3093636

8 Vuin Remediafion

Detection =

@ Virus Scen : 16 mins since the fast scan
@ Mlaanabiio e 1 pending endpoint(s) in the last 7 days

 Securty Comellance

The final step in the process is to update the disposal status.
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seed e +
D nuomaticaly Bwcuted Bolicies: Automatic Dispostion Palicy-0419 @ erecuted v
ted Response Dt systenEnected Achon: Quaty formation About Endpaint Secure nstalltion of Assts gy
systemEpcited Action: Push Down Virus Sean Tesk @ Executed
systemEsecuted Action: Query Task Scan Status © Eeccured
@ automatiealy Exveuted Policies: Autemstic Dispasiion Pelicy-0419 @ bcccuted v
‘systemEsvecuted Action: View Vinus Sean Results © Evecuted
sstenexecuted Action. ey nfexmation Aboit Endpaind Securenstallben of Asels gy ¢ g
systemEsecuted Achon: Change Secuity Alet Stabus © Ececuted
systemxecated Action: Push Dese Vius Sean Task © Ececuted

spstomExecuted Action: Query Task Scan Tatus © Exccutod 4 Devicetyber Command © ecutes
spstemteecated Acton; Viewe Virus Scan e © becuted Rematks acution Sutus o Mow Status

spstemExecuted Action Chnge Security Alent Tatus © Eoxcuted e fixed suromatically  Suce

1.5 Conclusion

From the above example, it is evident that playbook policies can significantly reduce manual
intervention for specific types of threats. On the other hand, these policies can also be relied upon
in certain scenarios to control the spread of an attack, such as during nighttime hours when
security engineers may not typically be on duty. This demonstrates the value of automated policies
in maintaining a secure environment and efficiently addressing potential threats, even in the

absence of manual oversight.
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