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1. How to understand the difference between Cyber Command Aop Detals

correlation response function and SOAR? . Sangfor NGAF (v8.08 to
b v8.0.50)

SOAR emphasizes more on sense of technology, policy orchestration Vendor sangfor
and security incident response, emphasizing the realization of ARl vemen 1038
security incident (automated) disposal through orchestration; Resource Configuration

The response function of Cyber Command (starting from version No. Resource Description

3.0.60 of Cyber Command) takes SOAR technology in principle, which
support the correlation response of both self-developed products
and various third-party devices, and can be programmed in playbook,
for security incidents or security alerts. The execution method
can be either automatic or manual

2. How to understand the ability of a certain type App?

On Cyber Command [System Settings/Device Management/correlation

Device IP

Description

Device Port Usernar

Category

Response] page, select a certain type of App, and we can see the Response Action
action sorts. Response action can reveal the ability of such App, No. Name

for example, The Sangfor NGAF (v8.0.50 and above) app contains two T Add Acoees Contro
sorts capabilities: Access Control and Block. Same methods as other 2 Remove Access Control
devices. st Accees contal

Add access control. Cyber Com...

Remaove access control. Batch r...

Edit access contral: Cyber Com...

Access

Undo

Update

4 Add Comrelated Block

Remove Correlated Block

Elock multiple IP addresses, do...

Delete multiple blocked IP addr...

Access

Undo
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3. Some new high—frequency words related to correlation response

App: represents a certain type of device, such as: IAG, NGAF, ES or other third-party devices.

Resource: represents a specific device added under app, for example: there are 3 NGAFs configured in NGAF app,
probably means 3 devices distributed in Internet zone. terminal access zone and public servers zone. Notice:
some apps due to different versions can be split into two or more apps, such as NGAF and IAG, which have 2 apps
and can be directly seen on the [System Settings/Device Management/correlation Response] page.

playbook lolicy: On the [Response/Auto Response] page, the list shows current playbook policies, and these
policies include manual type and automatic type. All policies’ effect scope is targeted for security incidents

and security alerts, rather than logs.

Response Apps App Details
& Import App C Refresh App \ App name, action, resource na
| Sangfor Devices v, Sangfor NGAF (v8.0.8 to
Sangfor Cyb e ey 3 Sangfor NGAF ™ Sangfor Network X, Sangfor NGAF £ v8.0.50)
angfor Cyber = e . 0‘ = b Sangfor NGAF 4™ Sangfor Networl angfor NG
&/ command Tl &y oM SengionHc] # (v8.0.50 and above) = controller # (v8.0.8 to v8.0.50) Vendar: Sangfor
Vendor Sangfor Vender. Sangfor Vendor Sangfor Vvenc Sangfor Vendor Sangfor Vendor Sangfor Vendor Sangfor ) i o o
Application Version: 1.0.59
Resources: 1 Resources: 0 Resources: 0 Resources Resources: o | | Resources 0
Resource Configuration
f=. SaaS Endpoint f=. Sangfor Endpoint
& Secure & Secure
Response = P . .
Vendor  Sangfor Vendor  Sangfor onse Policy Templates Mo.  Resource Description Device IP Device Port Usernan
Resources: 0 Resources: 0 R Policy Type New <I © nes c
S 1 DC-AF - 1111 - test
| Third-Party Correlate Devices Socuiky i ——— No. Name Associated Threst Type Exscution Method 1P Address Status Time Updated
o T 2 Internet-AF = 1.1.101 = test
Auto Response. I Alert n le
lsly Cisco ASA Firewall W Macmon NAC A yoor Com 2 -
o o i = ‘ R 3 | Internal-AF - 1.1.20.1 - test
Vender - Eseo e Macmen 2 lsockAsckerip-NDws, At Manua Comer Command (12700, @Enabied 2230803 17uner B

Resources: 0 Resources: 0
S e Command (12100 @ erais ssosr s ‘\3 resources under

'ﬂ’ WatchGuard a Bitdefender N GA F A p Fj

Cyber Command (127.0.0. bled 2023-03-03 17:47:47
Vendor WatchGuard Vendor: bitdefender .
© New 3in al
....... @ Eravied 2023-03-03 174747 B

Resources: 0 Resources. O
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4. How we evaluate whether certain third party devices has been adapted by Cyber Command?
Stepl: Check product page in latest version;

Step2: If it does not occur in product page, contact with product design manager (Kevin Hu/41214)
for further confirmation. In some scenarios, to some third party devices which have not been
adapted, project manager has to apply R&D team devotion in advance, otherwise it may become a

risky point to PoC test or implementation.

Notice: correlation response API document of third party device is necessary and should be

achieved in advance and then PM submit it to R&D team.

Kevin Hu

K H Cyber Command R&D Operation

Security BG
IR bk AT AR

M & O & M
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5. Which pages in Cyber Command can trigger response policies?

Since security incidents and alerts are the two types of effect scope of response policies, some relevant pages

are included as below:

® risky asset level:[Response/Risky Assets], select certain item and click “&" ;

® security incidents level:[Response/Security Incidents], select certain alert item and click “ 2 ;

® security alerts level:

@D [Response/Security Alerts], By Details mode, select certain item and click “&"

@ [Detection/Threats], On sub-pages of Ransomware, Cryptomining, and File Threats, select certain items and
click "&" ;

Of course, above mentioned is about how to execute
in manual policies, auto policies can be triggered in
these same pages.

Add Policy
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6. What are the key points of correlation response policy
settings?

When configuring policies, it is necessary to grasp some
overall factors.

(1 Execution method: Execute automatically and execute
manually, are very different, especially in automatic sinarios,
some inaccurate policies can lead to considerable unexpected
blocks;

Extended questions:

1. What level of importance assets are recommended to execute
automatically?

2. Shall we configure auto policies directly and execute them

in a large scale without a period of verification?

Policy Settings

Basic Info

* Policy Mame:

Policy Description:

* Policy Type:

Execution Method:

Trigger Type:

(%)

Unnamed Policy

Q) Execute Automatically Execute Manually

Security Incident ) Security Alert

Conditions for Execution

SANGFOR

Condition 1: in \d -

© Add Condition
A condition that contains multiple values is met when one of the values is matched. A
playbook that contains multiple conditions is executed when all the conditions are met.

Copyright © 2023 Sangfor Technology Co., Ltd.
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@) Trigger Type: Cyber Command contains several types of threaten data, that are logs, alerts, and
incidents(equal to risky asset), but only alerts or incidents can be selected to be configured playbook
policies. They have different effect scope, but one suggestion recommended is that the level we selected
should be consistent with daily security operation disposal unit(for example, small companies may concern

more on sercurity incidents and do not have sufficient human resources to handle security alerts).
Policy Settings X

Basic Info

N . . . * Policy Name: Unnamed Policy
Security incidents “ Risky assets
Policy Description:

0/4096

-

* Policy Type: Select

“ Execution Method: © Execute Automatically Execute Manually
Trigger Type: Q) Security Incident Security Alert I
f Conditions for Execution
in - -

Condition 1:

Logs
© Add Condition

~ A condition that contains multiple values is met when one of the values is matched. A
*  playbook that contains multiple conditions is executed when all the conditions are met.
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7. Default product logic related to disposal status of security incidents
[Status Priority order]: “fixed” < “fixing” < “suspended” < “pending”
How do we understand this priority order?
The overall disposal status of a certain incident depends on every single corresponding risky
asset, we can include that as below:
@ Pending status:. represents at least one corresponding risky asset is pending status;
@ Suspended status: represents at least one corresponding risky asset is suspended
status, others are ether fixing or fixed;
® Fixing status :represents at least one corresponding risky is fixing, others are fixed;
@ Fixed status: all corresponding risky assets are fixed, no other status displays for every

single risky asset;

Notice: risky assets has the same principal with security incidents presented above.
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Last Detected

2023-03-09 14:39:58

Fio PO

_—

2023-03-09 14:42:53

2023-03-09 14:42:54

Last Detected

2023-03-09 14:46:07

MNo.  Threat 0O r|g INna I Risky Assets Severity Attack Stage Threat Type
1 Malicious file downloaded - & Propagation Malicious File ...
2 General system command injection att... 3 @High @ Propagation System Comm...
3 Infected with a common virus 0 High @ cac Bots
4 Cobalt Strike backdoor 3 0 High @ Propagation CobaltStrike
No.  Threat 1 J Attack Stage Threat Type
Pending--> Subperidet ? e
1 Malicious file downloaded 7 @ High @ Propagation Malicious File ...
2 General system command injection att... @ Propagation )
3 Infected with a common virus & cac Bots
4 Cobalt Strike backdoor @ Propagation CobaltStrike

% Export -
Suspended-->Fixing
No.  Threat Risky Assets Sewverity Attack Stage
1 Malicious file downloaded @ Propagation
2 General system command injection att... 3 @ High @ Propagation
3 Infected with a common virus @ High & cac
4 Cobalt Strike backdoor 3 0 High @ Propagation
=2 Export .. .
Fixing-->Fixed
No.  Threat Risky Assets Severity Attack Stage
1 Malicious file downloaded & Propagation
2 General system command injection att... 3 @ High @ Propagation
3 Infected with a common virus & cac

4 Cobalt Strike backdoor @ Propagation

Threat Type

Malicious File ...

Systel

2023-03-09 14:45:53

Status

Fixing

Suspended

Fixing

Status

Fixing

Suspended

—
2023-03-09 14:52:15

2023-03-09 14:52:42

Last Detected

2023-03-09 14:46:07

2023-03-09 14:45:53

l Suspended l

Fixing

Status
Fixing

Suspended

Bots

CobaltStrike

Threat Type

Malicious File ...

yS

Bots

CobaltStrike
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2023-03-09 14:55:32

2023-03-09 14:57:05

Last Detected

2023-03-09 14:55:44

3-03-09 14:45:53

2023-03-09 14:55:32

2023-03-09 14:57:05

S
I Fixing l

Fixing

Status

Fixing

Suspended

Fixing

Operation

e ne

=
e ne
=

Operation

Operation

Operation

—)
—)
—)
—)

Threats

Mo,

Threats

No.

Threats

No.

HitRules  Aftacker Analysis
& Export

Risky Assets

Intermal IP Range (10.5.2.101
Internal IP Range

Internal IP Range (192.168.149.15

Internal IP Range

Internal IP Range (10.1.27.101)
Intemal IP Range

Jeremiah.rogan (10.1.11.10
Intermal IP Range

Internal IP Range (10.12.29.101)
Intemal IF Range

Hit Rutes Attacker Analysis

¥ Export
Risky Assets

Internal IP Rangs (10.5.2.101
Internal IP Range

Internal IP Range (152
Internal IP Range

Internal IP Range (10.

Intemal IF Range

10111101

Intemal IP Range

Internal IP &
Internal P Rang

HitRules  Attacker Analysis Rk

& Export
Risky Assels

internal IP Range
Internal I Range

12.168.149.156)

Internal IP Range

internal IP Range (10.1.27.10
Intemal IP Range

Internal IF Range

Intermal IP Range

Hit Rules Attacker Analysis
& Export
Risky Assets

Intemal IP Range (10.5.2.10
Interal IP Range

mal IP Range (192.168.149.156)
al

Internal IP Range (10.1.27.101)

Internal IP Range

rogan (10.1.11.101)
Internal IP Range

Internal IP Range (10.12.29.101
Intermal IP Range

Assets

@SANGFOR

Recommendations

Al Statuses
Type glions  Last Detected Status Qperation
Host Suspendsd B -
Host 181521 2023-03-08 145215 Suspended B -
Hest 1 2023-02-21 133107 Suspended B
Host 2 2023-02-21 133041 Suspended B -
Recommendations
Al Statuses
Type Threat Detections Last Detected Status Operatior
Host 2023-03-09 145215 Fixing B -
Host 181521 2023-03-09 145215 Fixing B -
Host Fixing B
Hast -02- Fixing B -
Host 1 2023-02-2113:2930 B -
Recommendations
All Statuses.
Type Threat Detections Last Detected Status Operation
Host a2
Host 181535  2023-03-09 14:55:32 a
Host a
Host 2 2023-02-21 13" a
Host 1 2023-02-211328:30 B -
ts Recommendations

Al Statuses

Type Threat Detections Last Detected

Status

2023-03-09 14:55:32

181535

z
g

2023-02-21 133107

F
g

2023-02-21 13:3041

F3
S

2023-02-21 13:29:30
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8. Default product logic related to disposal status of risky assets

SANGFOR

SN—

Risky assets follow the similar logic principle with security incidents presented above.

Response .
P Risky Assets
B Risky Assets
¥ status: Risk Level: Endpoint Secure:  Period: IP, IP range, tag, hostname:
Select v || Select ~ || Select v Last 30 days =]

) Security Incidents

My Concerns £¥

All Risky Assets
0 56
— e v

L3 Auto Fix

0

Critical Assets

©) Security Alerts

[ Auto Response

=] Response Histor
E P Yy B Bulk Operation ~ & Export +
Hostname Type Risk Level @ Security Incidents Last Detected

B N

Malicious file

2023-03-13 03:09:39

. Internal IP Range (172.16.197.140) Host PANGoe anee] CobaltStrike
Internal IP Range
Internal IP Range (10.100.18.20) ) =
CobaltStrike _03- -00:
2 Internal IP Range Host A\ Compromised Dl S 2023-03-12 02:09:30
Inte | IP R (192.168.16.13; . B
3 Internal ange ( ) Host A Compromised & Ramnit | ramnit | worm 2023-03-13 03:07:05
Internal IP Range
Inte | IP R i i
n nemal IPRang & Risk Details
Internal IP Rang
X Internal IP Rang u Internal IP Range (172.16.197.140)
Internal IP Rang Endpoint Secure: @) Not installed  Risk Level: Compromised  Type: Host | Status: Pending
Internal IP Rang
s Internal IPRang 4 Timeline
Internal IP Rang Compromised '
7 Internal IP Rang {
|
High {
Internal IP Rang |
|
8 Internal IP Rang 20230215 |
o Low Normal |
/
. Internal P Rang — [ ]
1 2 02-16 02-18 02-20 02-22 02-24 02-26 02-28 03-02 03-04 03-0 03-08
Incidents
No. Threat Direction Severity
1 Cobalt Strike backdoor Source a High
2 Malicious file downloaded Source ® High

Endpeint Secure Status
© Notinstalled Pending
© Notinstalled Pending
© Notinstalled Pending
03-10  03-12
A
Attack Stage

@ Propagation

@ Propagation

B ©

Operation

EES

Last 30 days
Coordinated Response GoldenEye Traceback

+ Stages of Attack
2]

e 14

@ D>

Weaknesses Reconnaissance Exploitation cac Propagation Impact
Threat Q
Detected By Last Detected Status Operation
SANGFOR STA(192.168.20.189) 2023-03-13 03:09:38 Pending & e
SANGFOR STA(192.168.20.189) 2023-03-1203:11:28 Pending 2| -
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9. Differences with security alerts
In by details mode, once a security alert is turned into fixed status, the disposal status will not

change until next morning (the default cycle of status aggregation is one day),while the attribute

of last detected in the security alert will refresh.

Security Alerts
By Details . B8 Settings (* Refresh Refresh Interval: Disabled - Include Noncompliant Code Alerts  Last 24 hours =]
Click to select field Reset | Add to Bookmarks
Select v Select v Select v Select v v Select v Select v Select v Select v e
Critical Assets refreSh as New ShOtS Threat Rankings Display Critical Alerts Only
No critical assets configured. Configure Now Trajan 18 Malicious File Download 14 DS Kernel Exploit
v will not change until next morning when new shots
% Export W) Open Monitor
No. Last Detected Threat Threat Type T Attack Stage T Target IP T Attacker IP ¥ XFF@Q Y Result T Status Co... Status Y Operati...
1 * 2023-03-1 Communication via DNS tunnel DNS Tunneling & c&cC 10.1.1.1 - - Compr... Pending & e
03:11:45,
bed 202 - Cobalt Strike backdoor CobaltStrike @ Propagation 172.16.197.133 172.16.197.140 - Compr... 200 172.16.197.140:12345 Pending =
a
E] 2023-03-13 Cobalt Strike backdoor CobaltStrike @ Propagation 192.168.1.5 10.100.18.20 - Compr... 403 26788.server.dnssec.sangforsec... | Fixed = B
03:00:39
4 * 2023-03-13 General System Command Inj... System Comman... > Exploitation 10.100.19.194 2.0.1.19(France) - Failed - 10.100.19.194:8080/48972f4... Pending =
03:09:39
5 * 2023-03-13 Apache Log4j2 RCE Vulnerabi... Open-Sourceand... @ Propagation 172.20.64.50 10.251.0.93 against - 200 172.20.64.50:8080/struts2-sh... Pending =
03:09:39
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10. How do we understand the relationship between correlation response and disposal closed loop in

daily cybersecurity operation?

For example, how we design auto response policy to solve unencrypted web traffic alerts?

In fact, correlation response can deal with particular attack types instead of all the attacks. The

rest sorts have to consider other measures, such as, whitelists may be alternative.

As a result in daily operation, it is common and necessary to make incidents and alerts fixed by

hands rather than playbook policies.

Security Alerts
By Details (@) & Settings C* Refresh Refresh Interval: Disabled ~ Include Noncompliant Code Alerts  Last 24 hours B
Security Incidents Reset | Add to Bookma:
Groups Q € ¢ Tuse  Severte  Attack Stage:
Al Select Select Last 30 day
_ Critical Assets Threat Rankings || Display Critical Alerts Only
B |nternal P Range Incidents (58 in Total) o Comfiome Mo
. ured. Contigure Now Trojan 8 Malicious File Download 14 0S Kernel Exploit
= from SaaS ES Stages of Attack
5 from HCI 2 Export ) Open Monitor
- _>9 m_@ e® No. Last Detected Threat Threat Type ¥ Attack Stage ¥ TargetIP ¥ Attacker IP T XFFQY Result ¥ Status C URL Status T Operati..
13 = B
1+ 20230513 Communication via DNS tunnel  DNS Tunneling @ cac 10111 Compr... - - Pending = -
03:11:45
Rec Exploitation cac Propagati
2 2023-03-13 Cobalt Strike backdoor CobaltStrike @ Propagation 172.16.197.133 172.16.197.140 Compr. 200 172.16.197.140:12345/submitp...  Pending a
o 03:09:39 @ @ [} @
% Export
3 20230313 Cobalt Strike backdoor Cobaltstrike @ Propagation 19216815 10.100.1820 Compr.. 403 26788 serverdnssecsangforsec...  F
03:09:39
= No.  Threat Risky Assets  Severity Attack Stage Threat Type Last Detected Status
4 *2023-05-13 General System Command Inj... ~ System Comman... 3> Exploitation 10.100.19.194 2.0.1.19France) - Failed 10.100.19.194:8080/48972f4...  F
1 General system command injection attacl 8 @ High @ Propagation System Comman... 2023-03-13 02:15:57 Pending 03:00:39
2 [Behinder|Godzilla] JSP communication 6 @ High @ Propagation WebShell Access  2023-03-13 02:48:15 ding = I
3 Malicious file downloaded 5 @ High = Exploitation Malicious File Do..  2023-03-13 02:16:10 BB Mark as Fixed
B Mark as Fixing
4 Cobalt Strike backdoor 4 @ High @ Propagation Cobaltstrike 2023-03-13 02:08:30
Q) susp
- . — :

Copyright © 2023 Sangfor Technology Co., Ltd.
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11. What attributes should concern more or how to quickly distinguish the key points in

response policy lists?

[Primary concern]

® Execution Method: it is very important especially when there
exists a few auto response policies and make sure these policies
have been well verified before they formally come into effect in
a large scale;

@ Status: check the status and make sure switch is on when you
want to perform some policies;

® Associated threat type: distinguish whether it is targeted for
incidents or alerts, it matters a lot since it would have impact on

different pages and objectives;

O New

 Refresh

Name | Associated Threat Typ] | Execution Methaod [ Device IP Address

Threat Scan - Predefined Sangfor Endpoint Secure
Start a full/quick scan and All Incide Manual Sangft and Cyber Command (127.0.0....
block/trust detected...

Block Source IP - Predefined p r'i ma ry concern Sangfor NGAF (v8.0.50 an...  Cyber Command (127.0.0....
; o r Manual

All Alef

Block Attacker IP - N Days. Sangfor NGAF (v8.0.8 to v... Internal-AF (1.1.20.1)

Access Control - Predefined Sangfor NGAF (v8.0.50 an... Cyber Command (127.0.0...

Prevent an endpeint fram All Incident Manual Sangfor Endpoint Secure Internal-AF (1.1.20.1)
accessing specified IP...

Endpoint Lockout - Predef...
If you use a Sundray AP or All Incident Manual
Sundray switch for...

Sangfor Network Controller
Sangfor Cyber Command

Browsing Risk Notification...

Users will be notified of All Incident Manual Sangfor IAM
P Sangfor IAG
endpoint risks when they...
Account Lockout - Predefi... Sangfor IAM
Block communication All Incident Manual Sangfor IAG Cyber Command (127.0.0....

between infected endpoin...
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Cyber Command (127.0.0....

@ Enabled

@ Enabled

" @ )Enabled

@ Enabled

@ Enabled

@ Enabled

Time Updated

2023

2023-

2023

2023-

2023-

2023

Pagel14

-03-02 1e:42:12

01-10 11:12:44

-01-10 11:12:44

01-10 11:12:44

01-10 11:12:44

-01-10 11:12:44
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12. Cyber Command has dozens of built—-in playbook policies by default. These policies have covered most
disposal scenarios. For most customers,built—in policies should be given priority in daily operations

to avoid a large amount of self-defined workload.

13. What is general procedure of self-defined playbook policies?

® Stepl Evaluate the possiblity: decompose it based on the correlation requirement scenario, and
determine whether it can be customized. For example, a customer wants to lock a specific type of
security log by playbook policy which is obviously impossible....

® Step2 Policy formulation: there are several methodologies and precautions in the process:

Sort out key actions of the entire policy and arrange them in logical order;

Be good at using the process filtering, logical judgements will be conducted by filtering rules

@O 6

Some actions should be paid attention as they may include delayed execution or cyclic execution
cooperated with process filtering;
Some specific data(such as ip address. blacklist or writelist) try to summarize in constants for

flexible call;

®
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14. There is a sheet explaining parameters in details and it can help us to create playbook policies.

We should recognize that what sorts are used with high—frequency, even though there

parameters.

are so many action

w0

Security Incidents

Security Incidents

Security Incidents

Security Incidents

Security Incidents

Security Incidents

Security Incidents

Revision History | | Security Incident Field Desc |[Security Alert Field Desc | @

${incident.oid}

${incident.asset_id}

${incident.ip}

${incident branch_id}

${incident linkage_recommend.common.

src_ip}

${incident linkage_recommend.comman.

dst_ip}

${incident linkage_recommend.common.

e nort)

Incident ID

Asset 1D

Asset IP

Asset Group 1D

SrcIP

Dst IP

Src Port

event62d00102a29¢c152193
8022

46

1.1.1.1

i ——
——

0D

——
-

et e e e e —
03

[443]

str

int

int

Array

Array

Array

When the Coordinated

Response is clicked, an

oid will be generated

based on the clicked data

Asset ID

Asset IP

Asset Group ID

Src IP

Dst IP

Src Port

Cyber Command

Cyber Command

Cyber Command

Cyber Command

Integrated
Device

Integrated
Device

Integrated
Device

Send Notification
Check File Status
Change Security
Incident Status

Change Security Alert
Status

Change Risky Endpoint
Status

Obtain Asset Scan
Information

Obtain Asset Virus
Status in Endpoint
Secure

Tips

Query Information
About Endpoint Secure
Installation of Assets
Obtain Malicious
Processes of Incidents
Isolate Malicious
Processes

Query Isolation Status
of Malicious Processes
Obtain Isolation

Actions of Integrated
Devices

e even
details page. In fIAGt, it is useless for the
front end, and the "rule ID of the security
event” is more used

2. This ID is only used for data screening
and maintenance in the bIAGkground, and has

mm mFFant mam tha Timlrams atsmnd o

The ID of the latest asset where the current
security incident occurred, vou can query the
unique asset by entering the asset table of
the database through this ID

IP address of the latest asset where the
current security incident occurred

The asset group ID of the latest asset where
the current security incident occurred

UNUer NOrmal CLlUCUmSs LANCes, Le dggregalion
of the source IP in the relevant securitv log
is taken

//Unavailable, when the linkage blockade
of security events is called directly, it
vndér normal ¢lrdund tances, le aggregiuion
of the destination IP in the relevant

security log is taken

//Unavailable, when the linkage blockade of
ine poty 1s réau trom’ lnd donuiglravion ille
//In Cyber Command3.0.69 and earlier
versions, only individual security events can
be matched. which is basicallv unavailable:

Copyright © 2023 Sangfor Technology Co., Ltd.
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[Background]
One of Sangfor customers have purchased more than 10 NGAF and Cyber Command. The customer wants to
configure a blacklist to all devices once;

[ Method to Achieve] - Method 1

create correlation response policy, fill the blacklist addresses in a constant, and then select all NGAF devices;

Parameter Settings X
: dd lated Block .
Node Name: Add Correlated Bloc Temporary BIaCkllst
* Action: Add Correlated Block
© Add w Clear Al

Block Direction:

Address Type + Address + DstPort

Edit Constant * Object Type to Block:

Src IP 20.10.0.39

Name: test * Object to Block:

. . 20.10.0.39
Parameter: * Block Duration: 1 k

* Block Duration Unit:

Device IP: 192.168.20.130 X -

pyright © 2023 Sangfor Technology Co., Ltd. Page18
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[ Method to Achieve] - Method 2 ~~—

create correlation response policy directly fill blacklist addresses in the area of “Object to Block” , and then

push down the policy to all NGAF devices;

Parameter Settings X
Temporary Blacklist
Node Name: Add Correlated Block
o ~
Action: Add Correlated Block v o Add w Clear All
§ Address Type + Address + DstPort
“ Block Direction: Source ®
Src P 20.10.0.39
Obiject Type to Block: IP ®
20.10.0.39
Object to Block: S
,5

Block Duration: 1 0)

Block Duration Unit: Day ®
Device IP: 192.168.20.130 X -

Advanced
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Jl

~SANGFOR

(|

[Background]
A branch of customer, as a defender, is participating external offensive and defensive drills. Due to the shortage of
security analysts, it is necessary to adopt the "black-and-white" mode for blocking attacks from Internet, that is to say,
any global ip addresses not in whitelists issued by HQ should be blocked in time when those access to intranet;

[ Method to Achieve]
According to the requirement, firstly, we have the common concept that this policy should be oriented to security
alerts and be automatic,and then define a constant including all ip addresses. The key action is blocking by NGAF, but
we should consider some necessary check before it performs, for example, whether the attacker ip address exists,
whether the attacker ip address belongs to whitelists and whether the attacker ip is an intranet asset. After we exclude
such conditions it will be appropriate to perform block action in all NGAF devices and change the status of alerts

automatically by following action.
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[Method to Achieve] i
® Stepl: Policy setting, execute automatically, security alert, all attack ) whether aic..
types;(/n reality, we should not set auto execution directly, manual , J
execution is recommended at the begining) :,, 3

5 | whether belo...

® Step2:Create a constant and fill in whitelist ip addresses, create another

constant and fill in intranet assets ip addresses range; _ |
b4 +

® Step3: Decision, excludes the case where the attacker ip is empty in vt eorg

security alerts; l
2 whether belo...
address in security alerts; *‘

L) ]
Else not balong

® Step4: Decision, excludes the case where the attacker ip is an intranet

® Step5: Decision, excludes the situation that the attacker ip is in the
white list address ; 2) dd CoeiaL..
Step6: Action, block the attacker's ip address;

Step7: Action, modify the disposal status of corresponding security alert; _ ) Change soc..
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P ‘@ SANGFOR

Step1: Policy setting, execute automatically, security alert, all attack types;

Policy Settings X

Basic Info

“ Policy Name: White and Black 0313

Policy Description:

* Policy Type: Cloned -
Execution Method: © Execute Automatically Execute Manually
Trigger Type: Security Incident @ Security Alert

Conditions for Execution
Condition 1: in - All v

& Add Condition

A condition that contains multiple values is met when one of the values is matched. A
playbook that contains multiple conditions is executed when all the conditions are met.
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Step2:Create a constant and fill in whitelist ip addresses, create another constant and fill in intranet

assets ip addresses range;

Edit Constant

MName: whitelist

20211.1.5-202.11.1.10
197.13.1.16-197.13.1.40
130.24.23.2
45.16.11.2-45.16.11.2

Farameter:
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Step3: Decision, excludes the case where the attacker ip is an intranet address in security alerts;

X Policy Settings B Save as Draft « Save and Enable Cancel

I Parameter Settings X
“MNode Name: whether attacker ip is empty
*.  whether attac...
* Filter Rule
o i
]
E:iSE
;[ “MName: empty
“Rule:
&% whether belo. .
S{alertattack_ip} is em... ¥ +or
4 ¥
O O
e o "DTW +and
- Else
&% | whether belo... m
I © Else If
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P @ SANGFOR

Step4: Decision, excludes the case where the attacker ip is an intranet address in security alerts;

%2 whether atfac...

5 Parameter Settings X
- *Node Mame: whether belongs asset

Eise .

@ * Filter Rule

O i

& whether belo...

,{ “MName: not belong
c* 5 “ Rule:
Else €) notbelong
o l\
C Slalert.attack_ip} notin ¥  ${assets} +or
o  whether belo...
I +and
¥ ¥
O o) Else
Eise ) notbelong m
o) o
1 O Else If
“» | Add Correlat . Loopback Configuration
If enabled, the system will loop back to a previous node if the following conditions are met. Loops
in the playbook are executed preferentially, and loopback will be performed up to 10 times.
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P ‘@ SANGFOR

Step5: Decision, excludes the situation that the attacker ip is in the white list address in security

s  whether attac. ..

alertS; I Parameter Settings X
* *MNode Name: whether belong whitelist
Eise ]
I “ Filter Rule

O

2%  whether belo. .

,] “Name; not belong
C+ ,.*3 “ Rule:
Elzs ) notbelong
5) ‘“
. ${alert.attack_ip} notin - S{whitelist) +or
2  whether belo...
- +and
¥ ¥
0 O Else
Elza ) not belong m
Q o
] O Else If
“7 | Add Correlat... Loopback Configuration
If enabled, the system will loop back to a previous node if the following conditions are met. Loops
in the playbook are executed preferentially, and loopback will be performed up to 10 times.
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Step6: Action, block the attacker's ip address;

I Parameter Settings X
¥ ¥
Ig-l)se not ?e! on
5 ©  not belong * Node Name: Add Correlated Block
l 1 * Action: Add Correlated Block -
<+ | Add Correlat... ‘l
‘ | * Block Direction: Source and Destination B @
|
l “ Object Type to Block: IP @®
#» | Change Secu...
" Object to Block: @
X y
) * Block Duration: -1 @
J;’ " Block Duration Unit: Day @ @
* Device IP; ngaf X v

Advanced ™
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Step7: Action, modify the disposal status of corresponding security alert;

&% whether belo...

T Parameter Settings X
; X -
Eise € not bslong *Node Name: Change Security Alert Status
] e
‘[ * Action: Change Security Alert Status -
i | whether belo... 1D @
I "Time Detected: @
X X
Else @ not belong * Status: Fixing @
8] 0
] Remarks: @®
< | AddC lat. ..
’ orreis * Device IP: Cyber Command X -

o)
l Advanced ¥

<+ | Change Secu...

Cr—
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Security Alerts

No. Last Detected Threat

1 2023-03-13
19:48:20

Cobalt Strike backdoor

2 20230312
23:59:25

Cobalt Strike backdoor

3+ 2023-03-13
19:45:46

Weak SMTP password

4 0 2023-03-13
19:40:54

Weak Web password

5+ 2023-03-13

WebShell file upload

Response

E Risky Assets

@ Security Incidents
&) Security Alerts

QI Auto Response

[E] Response History

Risky Assets

Threat Type ¥ Attack Stage T Target IP ¥
CobaltStrike @ Propagation 192.168.1.5
CobaltStrike @ Propagation 192.168.1.5
SMTP W Weaknesses 777.21
WEB Fk Weaknesses 10.100.4.248

WebShell Upload

Coordinated Action

Change Security Alert ...

Add Correlated Block

Change Security Alert ...

Add Correlated Block

Change Security Alert ...

Add Correlated Block

Change Security Alert ...

B Exploitation

Security Incidents

192.168.100.200

Asset IP

192.168.1.10

192.168.1.10

7772877721

7772877721

10.100.4.248

10.100.4.248

T7.7.287.7.7.21

Security Alerts

Execution results

Attacker IP ¥ XFF ( Result ¥ Status Co... URL Status 7 -
10.100.18.20 Compr... 403 26788 serverdnssec.sangforse...  Fixed
10.100.18.20 Compr... 26788 serverdnssec.sangfor... Fixed

7.7.7.28 against th -

2.0.1.12(Franc...

128.125.161.1...

Action Parameter

Sangfor Cyber Command.,...

Sangfor NGAF (w8.0.8 to v...

Sangfor Cyber Command.,...

Sangfor NGAF (v8.0.8 to v...

Sangfor Cyl

Sangfor NG

Sangfor Cyl

Succeed

Succeed -

Auto Response History

E3 NGAF Platform =

- http://10.100.12.6:8008/

Application

Sangfor Cyber Comma...

Sangfor NGAF (v8.0.8 t...

Sangfor Cyber Comma...

Sangfor NGAF (v8.0.8 t...

10.100.4.248/ shopex/

@ Add

Fixing
Coordinatiol
Fixing

Coordinatiof

Fixing

Resource

Cyber Command

ngaf

Cyber Command

ngaf

Global Blacklist

No. IP Address

1 92.68.1.11
2 77.7.21
3 77728

4 128125161167

5 20112

6 48.147.198 108

7 106.225 216.190

o Clear Al

End Time

2023-03-13 19:59:51

2023-03-13 19:59:50

2023-03-13 19:59:50

2023-03-13 19:59:50

Monitor

Policies

Executed By

Trigger Policy

Trigger Policy

Trigger Policy

Trigger Policy

Triager Policy

Objects

Execution Result
Q Executed
o Executed
o Executed

o Executed

-

@ update successtul

stem

—

-

Details
View

View Undo
View

View Undo

Menu name

& Authorized User: Authorized User: test Expiration Date: 2023-09-13. Sangfor only provides technical support for authorized users.

¥ Import

Description

&% Export

From Cyber Command
From Cyber Command
From Cyber Command
From Cyber Command
From Cyber Command
From Cyber Command

From Cyber Command

 Refresh
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Time Added

2023-03-13 19:54.05

2023-03-13 19:54:04

2023-03-13 19:48:18

2023-03-13 19:43:04

2023-03-13 19:43:03

2023-03-13 19:43:02

2023-03-13 19:43:02

S

Status

v

v

SANGFOR

a a0 6:

earch Q

Operation

Ed

Edit

Edi Delete

Ed Delete

Ed Delete

Ed

Edi




Example 3 2
SANGFOR

("

[Background]
A customer found that TOP5 security incidents mainly include bots, trojans and worms through daily intranet
operation. The fact is that most intranet assets have been installed ES , customer hopes to implement correlation
processing through Cyber Command and ES device. When a security incidentsuch as zombies and worms is detected,
it will be disposed by auto response policies . After the disposal is completed, security incidents status will be
modified.

[Method to Achieve]
Firstly, the policy setting delimits the threat classification of bots, trojans and worms. In the process of policy
orchestration, it is necessary to judge whether ES is installed. if it is not installed, it will end directly. The assets
installed ES will receive virus scan task by Cyber Command. When the task is completed, the disposal status will be

turned into fixing or fixed.
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[ Method to Achieve]
® Stepl: Policy setting, automatic execution for security events,select relevant threat ¥
classfication; A
Step2: Action,query whether the terminal is installed ES client by Cyber Command; Dedsifm
Step3: Decision,the decision ends directly for assets that are not installed ES client, Ji
for those installed perform a quick virus scan task; 8, ."d -

Step4: Action, push down vircus scan action ;

X

< | Push Down V...

Step5:Action,since virus scan task last minutes, it is necessary to configure delayed

execution time. [

@® Step6: Decision,there are mainly 3 types of outcomes, they are running, execution 7) Qyeny Tasks...

o]

exception and execution completed. It will go forward next node when it matches

Decisilt.:;'lm
: . ] i \
For running status, it will perform loopback till the task ends; |

.4 4
)

execution completed. It will ends directly when it matches execution exception.

e:&ec,l:l_iicn ... col?i.}lete @ |'ui%§1ing
® Step7:Action, modify disposal status of this incident into fixing 1

b4
o

#» | Change Secu...
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® Step1: Policy setting, auto policy for security events,select relevant incident

threat classfication

Policy Settings

Basic Info

" Policy Name:

Policy Description:

* Policy Type:
Execution Method:

Trigger Type:

3333

Sophisticated_Control

© Execute Automatically

Execute Manually

Q Security Incident

Conditions for Execution

Condition 1:

@ Add Condition

in

Security Alert

¥ Trojan,Worm,Infectiou... =
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® Step2: Action,query whether the terminal is installed ES client by Cyber

Command
Parameter Settings
*Node Name: Query Information About Endpoint Secure Installation of Assets
o, /
] * Action: CQuery Information About Endpoint Secure Installation of Assets
" ¥
“ | Query Inform... Asset ID:
* Devyice P Cyber Command X
&
&% | Decision10 nvanced

!
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S
® Step3: Decision,the filter rule ends directly for assets that are not installed ES
client, for those installed perform a quick virus scan task;
Parameter Settings
"MNode Name: Decision10
Y - Filter Rule
5 If
“» | Query Inform...
‘Name: Installed ES
- _——
&% | Decision10 ‘Rule:
f
¥ 3 ${task.11.actionResult[y) == T | Yes +or
I.Ecl:se Instaﬁled ES
¢ Q +and
2| Push ﬁme V... Else 1]
}— © Else If
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® Step4: Action, push down vircus scan action ;

3 My
“E("'

Parameter Settings

\

2| Query Inform *MNode Name: Push Down Virus Scan Task
{
[ * Action: Push Down Virus Scan Task
O

& Decision10 " Host 1D:
‘T " Scan Type:

O

el

<+ | Push Down V...

* Device IP: Auto X
bl
t Advanced
o

<o | Query Task S...

:

Copyright © 2023 Sangfor Technology Co., Ltd.

) Instalied ES / * CPU Speed Control Mode:
* Fixing Method:

)

("

Quick Scan

Balanced Scan

Report but Mot lsolate

'SANGFOR
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® Stepb5:Action,since virus scan task last minutes, it is necessary to configure
delayed execution time.

s | Luery intorm...

Parameter Settings

X
X
2~ Decision10 "Node Name: Query Task Scan Status
r * Action: Query Task Scan Status -
¥
o . .
[ Instacll_ed ES Host ID: .
¥ " Task ID: @
.
) e poum v * Task Type: Antivirus Task @
[ * Device IP: All X -

<. | Query Task S... \

Delayed Execution: @

2 Decision1s Execute after 150 seconds
' [ '\.
¥ ¥ l

Y
o]

o 8] O
executicn e... ) complete @ running
O (8] )
1\ L
5

<» | Change Secu...

&)
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® Step6:Decision,there are mainly 3
types of outcomes, they are running,
execution exception and execution
completed. It will go forward next
node when it matches execution
completed. It will ends directly when
it matches execution exception. For
running type, it will perform

loopback till the end of action.
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LE L

— O 5O L
2
5

:

<» | Query Task S...

o

/

“Name: execution exception
“Rule:

Decision16

r
1

il
O
complete

#» | Change Secu...

A=
‘! SANGFOR

Parameter Settings

Page37

r__..-—_,.._d
${task.15.actionResult conta.. ¥ Scan Error,Scan Cance +or
+and
© Else If © Else
Loopback Configuration @)
t back ious t it
u referenti d lo: k 1
MName: running
“Rule:
${task.15.actionResult == v Scanning (Antivirus)
or
${task.15.actionResult == - Pushing Down Scan T +or
+and



Example 3

® Step7: Action, modify disposal status of this incident into fixing;

Q

{

0

< | Query Task S..

8]

¥
o

2% | Decision18

: T

1 Parameter Settings

*MNode Mame: Change Security Incident Status

* Action: Change Security Incident Status

"1D:

X e
execution e... €) complete
'a C

-

"Time Detected:

" Status: Fixing

+» | Change Secu...

Remarks:

Cyber Command X

" Device IP:
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&

How we distinguish from auto and manual playbook policies in response history?

The difference is that executed role in the colum of executed by, as it displays below:

Response

] Risky Assets

= Security Incidents
= Security Alerts

QI Auto Response

[E] Response History

Risky Assets

Running Policy

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

White and Black 0...

Security Incidents

Asset IP

10.100.17.224

192.168.1.10

7.0.7.21,7.7.7.28

10.251.0.160,10.2...

7.7.7.287.0.7.21

192.168.1.10

10.37.64.30

7.7.7.21,7.7.7.28

10.100.19.19,20.1...

10.251.0.160,10.2...

Security Alerts

Policy Type
Cloned
Cloned
Cloned
Cloned
Cloned
Cloned
Cloned
Cloned
Cloned

Cloned

Auto Response History

Application

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Sangfor NGAF (v8...

Security Incidents

Alert-Database Ex...

Alert-Phishing Em...

Alert-Phishing Em...

Alert-Malicious Fil...

Alert-SMTP

Alert-Phishing Em...

Alert-Brute-Force ...

Alert-Phishing Em...

Alert-Brute-Force ...

Alert-Malicious Fil...

Coordinated Actions

o

End Time

2023-03-

2023-03-

2023-03-

2023-03-

2023-03-

2023-03-

2023-03-

2023-03-

2023-03-

13 20:06:40

13 20:06:39

13 20:06:10

13 20:06:39

13 20:05:37

13 20:05:11

13 20:05:37

13 20:05:11

13 20:05:11

manual
v A Asset IP, policy name, security inciden
Exec Execution Status Coordinated Action  Remarks Qperation
In Progress aUto -
system o Execu = Delete
system o Executed View - Delete
system o Executed View = Delete
system o Executed View - Delete
system o Executed View = Delete
system o Executed View - Delete
system o Executed View - Delete
system o Executed View - Delete
system o Executed View = Delete
Page39
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Where we can see the disposal history by hands rather than correlation response?

Here is the page:

Response = -
Risky Assets Security Incidents Security Alerts Auto Response History Coordinated Actions Last 30 days || C
B Risky Assets ¥ .
Asset Group Q « .1 Export Response Report Hostname, IP, description, fixed by A

@ Security Incidents All No. Threat Hostname Severity Fixed By Time Fixed Status Operation

B5° Internal IP Range

@ Security Alerts 1 Malicious file downloaded Internal IP Range (10.33.36.22) @ High admin(192.200.19...  2023-03-14 10:46:23 Fixed E
= from HCI
2 Malicious file downloaded Internal IP Range (192.168.1.25) @ High admin(192.200.19...  2023-03-14 10:46:23 Fixed a
O Auto Response & from SaaS ES
=]

3 Malicious file downloaded Internal IP Range (172.16.197.140) @ High admin(192.200.19... 2023-03-14 10:46:23 Fixed
Response History
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Thank you

Copyright © 2023 Sangfor Technology Co., Ltd. Page41



