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1 Application Scenario

In order to improve management, only the users added by the administrator in the local users are
allowed to access the Internet, and users who are not in the local users are not allowed to authenticate.

Requirements:
1. A device with IAM 12.0.18.

2. Two PC, two testing users are Zhang San and Li Si, IP address are 10.10.10.87 and 10.10.10.88,
Zhang San added to the local users, Li Si did not.

2 Configuration and Screenshots
Create a user Zhang San in the local users and bind 10.10.10.87. Do not configure Li Si.

In [Users]--[Users]---[Local Users], select the test group, [Add] a user Zhang San, and bind the user's IP
address in the user attribute.
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Click "Commit", you can see Zhang San and the attribute is "Created by administrator".
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Configure user whitelist/blacklist

Add [Authentication Policy] and write intranet network segment to the [I[P/MAC Address], in this case
we will write testing IP addresses 10.10.10.87 and 10.10.10.88.

—_

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



IAM Configuration Guide
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[Auth method] can be selected according to the intranet environment. Here, we will choose open
authentication.

[Action] Click [Advanced]---[Enable user whitelist/blacklist], select [User whitelist], and you will be
redirected to the [Group/User] interface to select users who have already existed locally which is “Zhang
San", click "OK".
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After confirming, you will see the user "Zhang San" in [User whitelist].
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Change the default policy to disabled.
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According to the order of matching from top to bottom, Zhang San and Li Si will match the “test”
policy, but because the user whitelist/blacklist is configured, only Zhang San can be authenticated
normally, Li Si cannot authenticate, and online user only can see the address of 10.10.10.87. Any other IP
addresses other than these two will match the default policy, directly disable authentication and all the
requirements are configured.

3 Testing Result

Zhang San can access Internet normally, Li Si cannot access the Internet, online user can only see Zhang
San this user, as shown below:
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4 Precautions
1. The matching order of the policies start matching from the top to bottom.

2. User whitelist/blacklist can select one or more groups at the same time, allowing authentication or
not allowing authentication.
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3.  When the authentication method is [open authentication] and the IP address of the intranet user is
dynamic, we cannot bind the user's IP address, instead we will bind the user's mac address. If the
intranet is a layer three environment, the MAC acquisition across L3 network has to be configured.
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