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4. DKEY Authentication

Users adopting DKEY authentication has to submit their user information for records which will be saved in
DKEY (SANGFOR DKEY pendrive). The DKEY will then identify user according to DKEY authentication

information. Among the four authentication, DKEY authentication, DKEY authentication has the highest priority.

If you insert a DKEY into a computer that has already been authenticated using other method, the identity of the

computer will be changed to DKEY user automatically with its corresponding privileges.

There are two types of DKEY. One is authentication DKEY and the other is audit-free DKEY. The audit-free
DKEY has not only authentication function, but also the privilege to exempt from being audited by [AG. The

device will not monitor nor record user behaviors with audit-free DKEY.
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Auth Key

Green: For DKEY authentication
Purple: Can be supported without policy control or audit-free.
Brown: For Data Center query
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