
 

Guide to Identify Infected Files  
 

 



 

 

Change Log 

Date Change Description 

December 27, 2019 Version 1document release. 

  

 

  



 

 

Contents 

Understanding Malware Information ..................................................................................... 1 

Judge with Threat Intelligence ............................................................................................... 2 

Ransomware Engine Reports Maliciousness (Suspicious.Win32.Ransom.rsm) ................................... 5 

Infectious Virus ................................................................................................................................. 6 
Endpoint Secure Support Report Infectious Viruses (Common) ....................................................................6 
Infectious virus Handling Step .....................................................................................................................6 

Macro Virus ...................................................................................................................................... 7 
Introduction .................................................................................................................................................7 
Macro virus disposal ideas ...........................................................................................................................7 

Common Situation ................................................................................................................ 8 

Example 1: Eternal Blue related virus files ........................................................................................ 8 

Example 2: File server reports a large number of viruses.................................................................... 8 

 

 

  



Guide to Identify Infected File 

 

1 

 

 

 

 

Note: Do not upload customer’s files or folder to external web especially document file. 

Understanding Malware Information 

Malware Type Description Threat Degree 

Trojan Trojan High 

Backdoor Backdoor High 

Virus Virus (Generally infectious virus) High 

Worm Worm (Including a part of infectious virus) High 

Ransom Ransom High 

W97M/VBA/MSWord/X2000M Macro Virus (All are Document Files) High 

Exploit Exploit High 

ACAD/CAD CAD Virus High 

HackTool HackTool Medium 

Suspicious.Win32.Ransom.rsm Ransomware engine reports poison Subject to the 

file 
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Suspicious Suspicious Files Low 

Adware Adware Low 

Application/PUP/PUA Application/PUP/PUA Low 

Judge with Threat Intelligence 

Search file threats: https://www.virustotal.com  

Search traffic threats: https://x.threatbook.cn/  

Online sandbox: https://habo.qq.com/  https://any.run/  

When customers’ business service software and normal applications are reported as malware or virus. Visit 

https://www.virustotal.com to do checking. 

1. Use the MD5 value to do checking in VT (https://www.virustotal.com), as figure shown below: 

 

 

 

 

 

 

 

 

https://www.virustotal.com/
https://x.threatbook.cn/
https://habo.qq.com/
https://any.run/
https://www.virustotal.com/
https://www.virustotal.com/
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2. You can get corresponding report after VT done checking. 
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Whitelist file criteria can be obtained from the above information. (Below rules can as a reference to whitelist 

a file. It require to meet multiple rules in order to whitelist a file. In uncertain situation do not whitelist the 

file.) 

1. Digitally signed, VT did not report malicious, can be directly judged as safe. 

2. There is a digital signature, but the VT has a malicious report from the manufacturer. In this case, 

it should be judged whether it is a false positive report. Generally less than 5 reports, you need to 
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check the types of malicious reports and malicious families. Besides that, if those digital signed 

are from well-known companies, file can be judged as safe. 

3. If there is an invalid digital signature and the signature from well known companies. The file can 

judge as safe. 

4. If there is an invalid digital signature, the first and last submission time are longer than 2 weeks. 

The file can judge as safe. 

5. If there is no digital signature, VT does not reported the file as virus, and the last analysis date is 

more than 30 days from the current time. In this case can recognize as multiple submissions. (The 

meaning of multiple submissions: the time of the first submission and the last submission are not 

the same). If it is not multiple submissions, it is recommended to analyze and update the analysis 

report again to make a judgment. (Without a digital signature, no VT report virus. The file cannot 

be judge as safe.) 

Ransomware Engine Reports Maliciousness 

(Suspicious.Win32.Ransom.rsm) 

The reason is usually that the process wrote or deleted the ransomware bait file; 

If you find reports of programs that have junk file cleaning functions such as 360 and Tencent Computer 

Manager (installation path is 360, tencent, qqpcmgr, etc.), you need to feedback the corresponding files to 

the RnD, and then ignore: 

 

 

At the same time, you need to take two files in the Endpoint Secure installation directory: 

\Sangfor\EDR\agent\bin\frep\local_certificate\readme.txt 

C:\ProgramData\Sangfor\EDR\log\ sfavsvc.log 
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Infectious Virus 

Endpoint Secure Support Report Infectious Viruses (Common) 

Almanahe 

Chir 

Expiro 

Floxif 

Jadtre 

Neshta 

Parite 

Ramnit 

Sality 

Virut 

 

Infectious virus Handling Step 

1. Do a full scan in PC, check virus supported repair by Endpoint Secure (Eg Virus / Ramnit.a, 

Virus.Win32.Save.a are usually infectious viruses); 

2. If it is in the repair list, perform one-click processing (The process corresponding to the file may be 

stopped during the repair, and this process should carry out during non business hour); 

3. If it is not in the repair list, or the infection type reported by the SAVE engine does not have a family 

(such as Virus.Win32.Save.a), first select one of the two unimportant files for fix. Then see whether it is 

repaired or isolated. If it can be repaired then can proceed to one click process; if it is isolated, then select 

a part of the exe files, compress them with password, and feed back to the RnD together with the scan 

log; 

4. If you want to scan the entire network, it is recommended to separate the business server from the 

ordinary office PC. You can first check the important servers individually and check whether the infection 

can be repaired. 
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Macro Virus 

Introduction 

A macro virus is a computer virus that resides in a macro of a document or template. Once the macro function 

is enabled for such a document, the macro code in it will be executed. Common macro viruses are currently 

divided into template macro viruses or download macro viruses. If a template macro virus is infected, all 

automatically saved documents on the host will be “infected” with this macro virus; download macro viruses 

are mainly used to download and execute other malicious files. 

 

Macro virus disposal ideas 

There are some macro viruses that can be repaired, especially template macro viruses. When Endpoint Secure 

detects and kills a large number of macro viruses: 

1. One-click fix after backup. If the files can be repaired, they will be repaired, and those that cannot be 

repaired will be isolated; 

2. Choose non business hour to do the repair process, if it is found that it cannot be repaired, you can 

recover from the quarantine area; 

3. For the macro virus that cannot be repaired, you should feedback to RnD with the log and compress 

the file with password. 

4. The macro virus repair scenarios is complicated. Due to the different repair technologies of each 

manufacturer, some repaired file still be reported by Endpoint Secure after repair by other manufacture, 

but because the complete macro code is damaged, it cannot be repaired. If you encounter such a situation, 

you can ignore or trust the files, product improvements will be made for these situations. 
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Common Situation 

The host scans a large number of threat files and the threat names are all the same (Virus type), it may be 

infected virus or macro virus, please refer to the corresponding disposal ideas; 

Example 1: Eternal Blue related virus files 

If there are hundreds of files with "EternalBlue" and "ShadowBrokers", it is an eternal blue exploit kit, 

indicating that the host may have a mining Trojan. You need to apply the corresponding patch first, and then 

check and kill: 

 

 

Example 2: File server reports a large number of viruses 

The file server scanned for a large number of viruses: 
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First remove the virus name column separately and duplicate it. Then you can see the several types circled 

in the figure below. They are adware, installers, and hacking tools. If it is a useless file, it is recommended 

to isolate it. If it is needed Programs that can be ignored or trusted: 

 

 

As shown in the figure below, ACAD can be found in the virus information report form. It is a CAD virus. 

Usually it is not misreported and can be disposed directly. W97M and X2000M are disposed according to 

the macro virus disposal idea: 
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For some other virus names, it is hard to judge whether it is malicious according to the name. Therefore, 

observe the path. For example, most of the files corresponding to Trojan.Win32.Agent.nil appear to be stored 

by the user. For analysis, it is a non-standard exe program, and no signature causes a virus report. This type 

can be handled as needed: 
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