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Chapter 1 Function Introduction

IAM11.0 database authentication refers to the sequence of authentication information stored in a client's
existing database system. IAM11.0 configures SQL query statements on the interface to actively query
the user list and authenticated users in the database system. , And synchronize to the IAM's
organizational structure and online user list, so that when the user passes the database authentication,
that is, the user authentication of the IAM, the user is replaced from the database authentication system,
and the replacement on the IAM is also automatically completed. Single sign-on / expected)

Currently supported database types are oracle, ms sql server, db2 and mysql.

Chapter 2 Application Scenario

When the user has his own authentication system for authentication, the background database is oracle,
ms sql server, db2, and mysql, etc., and there is an online user table in the database, IAM can be used in
conjunction with the database for single sign-on.

Chapter 3 Necessary Conditions

1. To determine whether the client can use the database authentication method, you can refer to the
following conditions:

2. Users have a database system used to manage user information, such as oracle, ms sql server, db2 or
mysql.

3. An online user can be queried from the database with a select statement, and the extracted result set
contains two columns: "user name" and "ip address".

4. If you need to synchronize users and organizational structure, you can use a select statement to query
all users from the database and query the groups to which the users belong (if you do not need to
synchronize groups, you do not need to query the groups to which users belong).

5. The customer is required to provide an account in a database, which can have select permission on the
above data table tables or views.

6. IAM can communicate with the server normally (the IAM actively connects to the corresponding port
of the database server to trigger synchronization, and does not require that the user's authentication data
to the database server must pass through the IAM).

Chapter 4 Configuration Ideas

4.1 Before the Configuration Preparation

Before configuring, please refer to the "Requirements" section above to obtain some information from
the customer, such as database type, database server code, data table structure, key column names, etc.,
and ask the customer to provide a database account.

These customers generally understand the database themselves and can provide it directly. If we need to
find it ourselves, we can refer to the following examples.

This chapter simulates a client environment. Assume that the client database server IP address is
193.168.1.124, the database type is MS SQL, and the database for managing user information is named
Imjtest. It is learned that the customer's online user information is stored in the table onlineuser, and the
organizational structure information is stored. In table ou, the structure of the two tables is as follows:
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:m'_i& “onliecuser” PHINE ., AT “lajtest™ P, "121.0.0.1".1'. a .lnlﬂ
ip
193.168.1.138 ct1
| /
Ou table structure for storing organizational structure information:
in & “ou” PHOME . HHE =1 ] =10l
ct:
1tt ULL> cti=pro
1xf GULL> cti-test
| | /

Obtain a database account. In this example, the sa account is used directly. In fact, only users who have
query permissions on the data table can be used. (If MS SQL needs to enable mixed authentication)

Get the database encoding. Different database types get different database encodings. For example,
mysql can obtain the database encoding type by entering the status command.

4.2 Configuring Single Sign-On for Database
Authentication (Synchronizing Online Users)

"o

Define an external authentication server, "User and Policy Management"-"User Authentication"-
"External Authentication Server", add a database type external authentication server and configure it,
pay special attention to the configuration of "database encoding" and the encoding used by the database
is consistent. The "timeout" may need to be adjusted according to the number of users. The default is 60s,
as follows:
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SMS Based Authentication

WeChat Based Authentication

QR Code Based Approved Login

LDAP Server

RADIUS Server

POP3 Server

OA Account Based Authentication p

Social Media Account 3

Database Server

H3C CAMS Server

} QR Code Registered Login
|

Third-Party Auth System b
¥ Enable 8.19.89
Server Name: Imjtest

Remote Database Server

Type: MS SQL |

Server Address: | 193.168.1.124

This |encoding is
Port: 1433 folldw with the
Encoding: UTF-8 'v || datafjase, else it will
- . come |out the error, if

e aie: — not jure for the

Password: oo dataljase encoding, you
. may e and test

Database Name: | |mjtest

Timeout(sec): 60 Datgbase name for

usef management

| Test Validity l [ Commit ] [ Cancel ]

4.2.1 Enable Single Sign-on for Database Authentication

select "Single sign-on"-"Database"-select "Enable Database SSO" and select the external authentication
server lmjtest just defined.
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Navigation Y Il single sign-on(sso) *

* Radius

4 Authentication
» Authentication Policy

» External Auth Server

» Custom Webpage

Internal Portal Server

b Users

Self Services

» Proxy

» POP3

» Web

» Third-Party Server

» Sangfor Appliance

» Database I

» Others

» Status Category <([ t Database l
» Pro: »
Y. MS'AD Domain # Enable Database SSO
» Objects » PPPOE B
Databa rver: / Select the Database Server
¥ Users

Imjtest v

SQL Statement: (i)

I select username], ip from onlineuser; I

Sync Interval(sec):

30

» Advanced

Click "Test validity" to see the execution result of the SQL statement, and click "Submit" to complete the

configuration.
Test Validity X

Connect to database successfully
Execute SQL statement successfully
Total users: 1, details of the first 1:
Username IP Address
Imj 192.168.1.139
SQL execution takes 0 seconds

Cancel

At this time, the IAM will automatically synchronize the online user list immediately. The database
single sign-on configuration is completed at this step. At this time, the online user list is viewed. The
user lmj is already in the IAM online user list. The authentication method is single sign-on:

© Aot Ratrest 5 secondls} © S Rakesh | S rter D lock Dueiock Biogout  Popert Search by Overname + | earch

Stotus: AN Endpoet Devicer AL Objects: mone
e e
0 i 30 somets |

Time Losaed InVLocked -

2020-03-4) 0911818090
2025-039) 08750450
2020-08-20 08:3115809n

An ey
Vertreg 550
Coen authertcaton

Cpen sutherccation

12 Address
192.164.1.099
1925601999
19236009319

26 mntes 45 seconds

5.@.5.5-

28 mastes 39 saconds

Note:

1. IAM only supports two columns of username and ip address for online users, and in the extracted
result set, the first column is the user name and the second column is ip. If the sql statement in the figure
above is select ip, username form onlineuser, In this way, the validity of the test is successful, but the
synchronization of the online user list is unsuccessful.

2. The upper limit of the online user list that JAM obtains from the database is 20w. If the number of
users exceeds 20w, even if limit 200000 is not added after the sql statement, IAM only synchronizes the
first 20w results to the online user list.

3.  The recommended interval for obtaining the list of authenticated users is 30s. If the interval is too
small, IAM performance will be affected. If the interval is too large, the user experience will be affected.
(If the user has been authenticated by the customer database system, but the IAM has not been
synchronized, the authentication box may pop up or become a temporary user according to different
settings of the user authentication policy.)
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4.3 Configuring Automatic User Synchronization
(Synchronization Organization Structure)

4.3.1 Synchronize the Organizational Structure

Add a "Sync User account from Database" in "User import", fill in the user's sql statement and group path
separator, the group path separator refers to the customer's data If there are multiple groups in the table,
what symbol is used to separate groups and subgroups, as in the above example, they are separated by
dashes:

Click "Test Validity" to list the available information:

Sync User Accounts from Database X

FN

Name: Imjtestmssq|
Description:
| Automatic User Sync (i)

Every : 24 hours v

Remote Database

Database Server:

Imjtest v
SQL Statement for Obtaining User: (i) Swnciusernzme Gl ‘kroms
select username, groupname from ou; name column

the group is / by default, if user
is ot using / to seperator; if
need-to-use-the correct separator
then can complete the sync.

Local Group Path

Import and Add To:

v

S8/ L |

| Test Validity || Commit || Cancel |

Test Validity X

Connect to database successfully
Execute SQL statement successfully
Total users: 3, details of the first 3:

Username Group
Imj /cti

lltt /cti-pro
Ixf /cti-test

SQL execution takes 0 seconds

| Cancel |
This will list the SQL execution time, this time can be used as a reference to define the timeout time of
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the external authentication server (timeout time is generally recommended to be slightly larger than this
value, such as 10s), after the synchronization, you can see the organizational structure information as

follows:
Navigation S | [ Deployment | | Dashboard *|| Single Sign-On(SS0) *| Rt I0L ke ["Online Users X| | Auth Server X|| User Sync *
) Status User Group < Member and Policy
Libroxy Sesrch term 21| Group Path: / Edit
» Objects 8%/ Description: Root
-5 peny_ALL Members: Sub-groups: 4, immediate users: 0, total users: 3
¥ Users ‘é e Associated Policy: Ingress test,SSL,Various Internet activities and traffic
= cti

4 Authentication
Authentication Policy
External Auth Server
Single Sign-On
Custom Webpage

Internal Portal Server

4 Users
Local Users
User Import
User Binding
» IP&MAC Binding

» Access Mgt

L O mmdiideh aaas

Members | Polices

| #addy X

k Select » | ®Import/Export + | T 1

» Search: Search

No. Name «
1 a Deny_ALL

ol

Policies User Binding
Ingress test,SSL,V. -

2 Rt Ingress test,SSL,V.

3 B cti-pro Ingress test,SSL,V. -

4  Dacti-test Ingress test,SSL,V.

Expires on Attribute

Created by ad
Created by ad
Imported/add

Imported/add

The above is the case where a customer's organizational structure and online users are stored in two
tables. If the information of the two is in the same table, as long as there is a select statement, it is
supported. For example: the structure of the customer's ou table is A logon field is used to identify
whether the user is online. If logon = 0, the user is online, and then there is no need to provide the
onlieuser table to implement the function of extracting online users, as shown in the figure below:

.
16 SQL Server Enterprise Banager

H XF@

BO®W #ho

[ “on” PORE ., QN2 “lajtest™ P,

*127.0.0.1" k]

. =l8lX
=l8] x|

B 2O P &% LUK ES

1aj

193.183.1.139 cu 0
1t 1931681 140 cti=pro 0
1xf 193.163.1.123  cti-test 1

Status

Navigation Online Users *|| Auth Server User Sync *|
» Status C «| [ patabase
» P'oxv -
2 (LSBT ¥ Enable Database SSO
» Objects > PPPOE i
Database Server:
¥ Users » Radius 8
Imjtest ~
4 Authentication = » Proxy
s (7Y
» Authentication Policy SQL Statement: (3)
» POP3 [eohect oy R — —
» External Auth Server select usemame, p from ou € logon=0;
» Web

» Single Sign-On
» Custom Webpage

* Internal Portal Server

4 Users.
» Local Users
* User Import
* User Binding
» IP&MAC Binding

» Access Mgt

» Third-Party Server
» Sangfor Appliance
» Database

» Others

» Bandwidth Mgt

» Endpoint Device

» Security

F System

Sync Interval(sec):

30

Test Validity Commit
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Connect to database successfully
Execute SQL statement successfully
Total users: 2, details of the first 2:

Username IP Address
Imj 192.168.1.139
litt 192.168.1.138

SQL execution takes 0 seconds

Cancel

Chapter 5 Precaution

1. This document only lists the configuration of the database single sign-on. Other configurations are the
same as other authentication methods. For example, the authentication policy needs to be configured
according to customer requirements.

2. You can only synchronize online users without synchronizing the organizational structure. If the user
is not in the organizational structure, follow the new user authentication process, but it can only be
added to the specified group, which cannot reflect the organizational structure. If synchronization is
configured later, as long as the user attributes are not changed to self-built users, they can still be
synchronized to the corresponding structure.

3. The online user list only supports two columns of "user name" and "ip" address. If the user has more
attributes, such as identifying whether the user is disabled, etc., synchronization is currently not
supported. Users synced by default are enabled and never expire.

4. The process of logging out of the user from the IAM is similar to the process of logging in. When there
is no user in the result returned by the select statement, the IAM removes the user from the online user
list. This process is transparent to the user. I will not go into details.

5. Other configurations related to database authentication can be understood literally, without
explaining them one by one, you can refer to the user manual later.

6. This implementation method is that the IAM periodically obtains online users from the database
server, instead of the IAM server real-time perception of each user authenticated by the database server,
so there will be a little delay in IAM authentication.
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