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IAM Troubleshooting Guide

1 Flow Quota Troubleshooting

1. InFlow Quota, the daily quota and the monthly quota exceed the limit at the same time, and only
take effect once / prompt 1 time. When the daily quota and the monthly quota conflict, the daily
quota is preferred.

2. If the traffic in the report center is not exceeded and the user is locked, please check the audit policy
finds that some traffic is not audited. The report center does not count this part of the traffic, and
the quota policy will count.

Audit Policy b

| Enabled

Name: @

Description:

Options H Object ” Advanced

Audit Policy Flow/Online Duration
Application .
¢ Flow/Online Duratid «| Log application traffic based on user group

Webpage Content #| Log application traffic for each user as well

«| Log online duration for each user based on application
| «| Ignore the traffic caused by the system rather than by user, such as system update.

Excluded Applications

| URL access traffic
| URL access duration

The option Log application traffic based on user is not recommended if number of user is over 20,000, for numerous logs will be generated, and logs search and
statistics making may also become slow. Better log traffic based on group only or on specific users.

| Commit || Cancel |

2 Online Duration Quota Troubleshooting

1. If the computer does not reach the Online Duration limit and is locked, check if the user has not
been logged out.
PELEVLETGE Online Users %

% Auto Refresh: 5 second(s) = | 2 Refresh Z Filter : a> @ Logout E Export Search by Username - | Search

1

Status: All  Endpoint Device: All Objects: none

User Group < || Members
Search term P[] No. Username(Alias) Group IP Address Endpoint ... Auth Method Time Logged In/Locked ~ | Online Duration Operati...
E‘.l.'g’,: 6 Users [0 1 192.168.19.253 / 192.168.19.253 Verifying... Open authe . 2019-08-15 12:00:43Lo.. 2 hours 18 minute &2
E|-|_1 Domain User ousd|[] 2 192.168.19.227 / 102.168.19.227 Verifying... Open authe.. 2019-08-15 11:28:47Lo... 2 hours 50 minute. &
= SCCORPlocal 0[] 23 192.168.19.210 / 192.168.19.210 Verifying... Open authe.. 2019-08-15 11:28:46L0.. 2 hours 50 minute. p-8
("2 Local Users 6 Useri|[7] 4 102.168.19.204  / 182.168.19.204 Verifying... Open authe.. 2019-08-1511:26:58L0.. 2 hours 52 minute. &
:EZ“:Z;:;T:'?L;: [0 s 192.168.19.90 / 192.168.19.89 Verifying... Open authe.. 2019-08-1511:26:32Lo.. 2 hours 53 minute 8
] ;15 [0 & 192.168.19.207 / 162.168.19.207 Verifying... Open authe.. 2018-08-15 11:26:10Lo... 2 hours 53 minute. &
L test 0 Users
2. "Application duration" refers to the accumulation of user-generated application traffic through the

device. It takes 5 minutes for the user to use 3 applications at the same time; then the application
duration is 5 minutes instead of 15 minutes. The user uses 3 applications, each for 5 minutes; then
the application duration is 15 minutes.

3. When selecting an application, please select according to the actual usage. For example, if Microsoft
Update is selected, when the computer is turned on and not used, the background may be updated,
and the update time is longer, which may exceed the maximum limit.
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Select Application b4

Tag Application |Micr050ft upc|>< |P| Selected(0) Clear
I All[5861) Select: All - Deselect All
& 5aas(432) Sal
o = all known applications
7 Security Risk{1... 3 Soft-update
&? Disclosure Risk(... [ 1@ Microsoft update

£? High Bandwidth. ..
& Reduce the Effic...
<? Forum and Micr...
<? Send Email(32)

Details

l OK ] I Cancel

3 Concurrent connections Troubleshooting

Please note that there are programs running in the background in the operating system. In addition, if
you use P2P to download files or watch web videos, the number of connections will be higher in these
cases and may exceed the maximum limit.
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€ chrome.exe:5276 Properties - O >
Environment Job Strings
Image Performance Performance Graph Disk and Metwork GPU Graph Threads TCP/IP Security

[] Resolve addresses

Local Address Remote Address State ~

192 200. 19. B0:8717  121.46. 130. 30:8880  SYN_SENT
182, 200, 19. B0:BVh5  1T7Z. Z17. 166. 146:443 ESTABLISHED
182. 200. 19. B0:B756  216. 58. 203. B2:443 ESTABLISHED
192 200. 19. B0:875%  121.46. 130. 30:8880  SYN_SENT

3REE ™

TCF . . 18. B0:12347 74, 125. 200. 188:

TCP 192. 200. 19. B0- 44464 13. 228 166. 175:B899 ESTABLISHED
TCF 1852 200. 19. B0:44502 13. 228. 166. 178: 8899 ESTABLISHED
UDF 0. 0. 0. 0:-43800 E:E

UDF 0.0.0.0:450948 L]

UDP 0.0.0.0:50576 E:E

UDF 0.0.0.0:50578 L3

upF 0. 0. 0. 0:50580 EiE

UCF 0.0.0.0:50581 L3

UDE 0. 0. 0. 0:50582 L]

upF 0.0.0.0:50585 E:F

UDE 0. 0.0.0:527582 L]

UDF 0.0.0.0:53155 E:E

UDF 0.0.0.0:53581 L3

UDF 0.0.0.0:53738 E:E

UDF 0.0.0.0:53740 L3

UDE 0. 0.0.0:53741 L]

UDF 0.0.0.0:54477 L3

UDE 0. 0. 0. 0:55008 L]

UpF 0. 0.0.0:55009 E:E

UDF 0. 0.0.0:55010 L]

UDP 0. 0.0.0:56210 E:E
e v

[ ok ] cancel

4 Online Endpoints Troubleshooting

Please check whether the account is a public account first, and the private account itself does not allow
multiple terminals to go online at the same time.
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Add User ¥

|#| Enabled

Usermame:
Description:
Alias:

Mobile
Mumber:

Email example@sangfor.com
Address:

Group: ! ‘o

User Attribute ” Policies || Advanced

[ Show Logout page upon login success

[« Allow multiple users to log in with an account concurrently
(for users required to be authenticated)

[#| Allow to change local password

[ Login IP Addresses (i)

Commit || Cancel

5 Other

1. The start date in multiple traffic quota policies is a global variable, a traffic quota policy is changed,
and other traffic quota policies are also changed together.

Quota Control x

|#| Enabled
Name: @
Description:
Options || Object || Advanced
Quota Control Flow Quota
¥ Flow Quota Start Date of Month: |1 ~ (i) (e.g., 8 could mean May 8th - June 8th) -
|_| Online Duration Quota 1 N
[ Bandwidth Flow Quota Per 2
|_| Concurrent Connections period: 3 v
[l Online Endpoints )
Application: 4 =
5
] Daily Quota: 6 MB -
[ Menthly Quota: 7 MB -
g
9
Action If Thresk 19
11 .
|| Send alert mes y email
[ Remind user
If flow quota u 1 %
14 - o
Every(min}: Preview
|| Other action -

| Commit || Cancel |

2. If the policy targets the user name and multiple IPs are online with the same user, the quota usage
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of these multiple IP address will be calculated on this user.

Members

[] MNo. Username(Alias)
O 1 sangfor

[0 2 sangfor

[ 3 sangfor

[ 4 1902.168.10.204
O s 192.168.19.207

IP Address
192.168.19.89

192,168.19.210
192.168.19.227
192.168.19.204
192.168.19.207

Endpoint ..
Verifying...
Verifying...
Verifying...
Verifying...
Verifying...

Auth Method

Auto authen...
Auto authen...
Auto authen...
Open authe...
Open authe..

Time Logged In/Locked ~

2019-08-15 15:05:18Lo...
2019-08-15 15:05:17Lo...
2019-08-15 15:05:03Lo0...
2019-08-15 11:26:58L0...
2019-08-15 11:26:10Lo...

Online Duration

03 minutes 34 sec..
03 minutes 35 sec...
03 minutes 49 sec...
3 hours 41 minute...

3 hours 42 minute...
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