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Chapter 1 Confirm the environment
deployment

1. The web server is in the internal network area of the IAM. Because the data does not pass through the
IAM device when accessing the web server, the traffic needs to be mirrored to the IAM.

2. The web server is on the external network of IAM. At this time, the web login data passes through
IAM. You only need to confirm that you can catch the correct login keywords.

3. Some data streams are going to special scenarios, such as when a PC accesses data from a web single
sign-on server, first go to the exit router, and then return to the web single sign-on server. In this case,
web single sign-on is unsuccessful.

Chapter 2 Common problem

1. The IP address of the Web authentication server cannot be filled in the global exclusion list of the IAM
device. Adding IAM will not process the data of the Web authentication server.

2. If the web server address is in the form of IP or IP: port, you must also select " Before authentication,
added to group(Users accessing any HTTP content must be authenticated)” in other authentication
options, and confirm the policy permissions of the root group. Pass the data of this IP and port.

single sion-on(ss0) |

Category < || Web
MS AD Domain # Enable Web 550
PPPOE

If packets of LAN users logaing into Web authentication server do not go through this device, go to the
Radius Others tab and enable mirror interface to mirrer them to the device
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# Authentication success keywords

success

Authentication failure keywords

3. The user form name needs to be completed. Through packet capture analysis, the fields before the user
name are taken until the ampersand, and the user name field is looked forward to the ampersand. As
shown below:
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rStream Content

POST /web/wzct/Togin.seam HTTP/1.1

x-reguested-with: XMLHLTpRequestT

BCCcept-Language: zh-cn

Referer: http://120.193.35.247 18001 fweb /wzct/login. seam

AsCcept: application/xml, text/xml, */%

IContent-Type: application/x-wew-form-urlencoded

sBCcept-Encoding: gzip, deflate

User-agent: Mozillas4.0 (compatible; MSIE 8.0; windows NT 5.1; Trident/4.0; .NET CLR
2.0.50727; InfoPath.3)

Host: 120.193.35.247:8001

Content-Length: 172

IConnection: Keep-Alive

iCache-Control: no-cache

ICookie: JSESSIONID=43666A7B4C7DIA9060BCEEIEIECACFEE  Form1%3AtxtUserName is User Form

[Forml=Forml&Forml%3atxtUseriameladmin&F orml%3AtxtPwd=wz12 34&javax.|faces . viewState=3_
A T dIBEprimeT acesFart1a Reques t=truekt rame lype=arorml : J_1db_ajax=Forml:j_id6_ajaxH
200 oK

Server: Apache-Coyote/1.1

| -Powered-By: Servlet 2.4; JBoss-4.2.3.GA (build: sWNTag=JBoss_4_2_3_GA date=2008071

| JBossweb-2.0
-Powered-By

! i T e O = L e e e L Il _— A

4. The authentication method using WEB single sign-on is used, but the obtained user name is abnormal,
as shown below:

Members

[] Mo. Username(Alias) Group
Tl 1 testzu; jsessiond d=eS0246bachdeed?92b6a331 eaf9fdchh username=testzu—[temp] i

Capture the authenticated data packet and view the contents of the post data packet. The data packet
screenshot is as follows:

POST / HTTP/1.1

accept: text/html, application/xhtml+xm], =/*

Referer: http://10.10.10. 88/

Accept-Language: zh-Hans,en-us;g=0.7,en;g=0.3

User-agent: Mozilla/5.0 (MSIE 8.0; Windows NT 6.3; WOWG4; Trident,/7.0; rv:11.0) like Gecko
content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: 10.10.10. 88

Content-Length: 48

DNT: 1

connection: Keep-alive

cache-canrral: no-cache .
cookie: username=testgu; JSESSIONID=315345FAEETE433AB16F5AB2CEFEZEZ5E

username=testguidpassword=2tol23456immE&checkbox=1HTTP/1.1 200 OK
Server: apache-Coyote /1.1

content-Typa: text/html;charset=UTF-8

Transfer-Encoding: chunked

Content-Encoding: gzip

vary: Accept-Encoding

pate: Thu, 21 Aug 2014 09:55:00 aMT]

The theory of WEB single sign-on to obtain a user name is:

After detecting the user form name (username in this example), the content behind the form name will
be intercepted as the user name, and the detected ampersand will end.

The user name will not only detect the content of the http post data packet, but also the cookie content
when the data packet contains a cookie.

Through the data package, you can see that the upload has a cookie, and the cookie has the username
form name, but the form name does not end with an ampersand, but ends with a semicolon. Because the
device cannot recognize the end character, continue to the next until the ampersand in the post content
is matched. So we see that long list of usernames in the online user list.

[Solution]: This problem is that the client's web server does not meet our standards. It is recommended
that the client change the terminator of the form name in the cookie to an ampersand.

3. if encounter unsuccessful web single sign-on and confirm that there are no problems with successful
keywords and configuration. You can test with: symbols and; symbols as keywords to test, because
general web page posts will be included, if it still does not work, you can type debug logs and Capture

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2



IAM Troubleshooting Guide

and analyze the data packets, and confirm that there is no problem, if the problem still exist, you can
feedback to the R&D there.
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