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Chapter 1 Troubleshooting

Summary of troubleshooting methods

Analysis from the data interaction process of the authentication process

1. The PC requests to join the domain

2. Successfully joined the domain data exchange after domain authentication successful.

3. PC runs logon.exe

1 The PC requests to join the domain

When using scripted SSO, the PC itself needs to join the AD domain first, and usually no problem
occurs. However, if the PC joins the AD domain offline or the PC has a connection to the public network
before joining the AD domain, single sign-on may fail.

In this case, it is recommended to enable the domain group policy "Always wait for network when
computer starts or logs on." Use the command "gpupdate.exe / force" on the AD domain server to update

the group policy.
= Group Policy Management = | =] -
13 File Action View Window Help
o5 H@E X G
I3, Group Policy Management Default Domain Controllers Policy
4 _ﬁ F?re;t: SCCORP.local Scope |DE{a\|s ISeﬂmgs | Delegation ‘
4 54 Domains .
4 £ SCCORPJocal tinks _
s Default Domain Policy Display links in this location |SCCORP local v
b E11 The following sites, domains, and OUs are linked to this GPO:
=] 3
E o AGrou Location - Enforced Link Enabled Path
- .p |51 Domain Controllers No Yes SCCORP local/Dorm
4 |[2| Domain Controllers

;| Default Domain Controllers Policy

I [ 5 Group Policy Objects
b [ WMI Filters
I L] Starter GPOs
I L@ Sites
s Group Policy Modeling
1« Group Policy Results

< m

>

Security Fltering
The settings in this GPO can only apply to the following groups. users, and computers:

-
Name

82 Authenticated Users

| Add... ‘ ‘ Remove Properties
1
WMI Filtering
This GPO is linked to the following WM fiter:
<none> ] Open
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8 Group Policy Management Editor I;lil
File Action View Help
&
= Default Domain Centrollers Polic ~ =1 Logon
“ t C.or;:::ieer;nnﬁgurat\on Select an itern to view its description. Setting Stéte
— . liz| Allow users to select when a password is required when resuming from ... Mot configured
- | Software Settings . A
b ] Windows Settings Turn on PIN sign-in o Mot cunf!gured
4 ] Administrative Templ 12| Turn off picture password sign-in Mot configured
» 5 Control Panel |i=| Assign a default domain for logon Mot configured
b 7 Network |i£] Exclude credential providers Mot configured
" Printers 12| Do not process the legacy run list Mot configured
: Server 1i] Do not process the run once list Mot configured
~| Start Menu and Tz 12| Turn off app notifications on the lock screen Mot configured
a [ System = [i2] Tumn off Windows Startup seund Mot configured
| Access-Deniec - 1i=| Do not display network selection Ul Mot configured
| Audit Process 1i| Do not enumerate connected users on domain-joined computers Mot configured
~| Credentials De i=| Show first sign-in animation Mot configured
I [ Device Installa \i=| Enumerate local users on domain-joined computers Mot configured
| Disk NV Cache |i=| Hide entry points for Fast User Switching Mot configured
| Disk Quotas |i=] Always use classic logon Mot configured
v (O Distributed CG 1i£] Do not display the Getting Started welcome screen at logon Mot configured
| Driver Installat i=| Run these programs at user logon Mot configured
- E.aﬂ)fLEUITIfh.ﬂ. Always wait for the network at computer startup and logon Mot configured ]
: ::: ;a::f;:tcl |i=] Always use custom logon background Mot configured
I || Filesystem
| Folder Redirec
- | Group Policy
B [ Internet Comn
1= 2] i5CSI
| KDC
| Kerberos
~| Locale Service:
| Legon

2 Data interaction after PC joins the domain

After the PC successfully joins the AD domain, the logon.exe script is executed. The following factors
can cause domain single sign-on to fail during this process:

Is the single sign-on script on the AD domain server added and configured correctly?
Whether the domain group policy is successfully distributed to the PC?
After the PC obtains the group policy, is it authorized to execute the logon.exe script?

1. Check the group policy settings on the domain server, if there is a corresponding domain account, use
dsa.msc to view the user, and then see which ou the user belongs to; use gpme.msc to view the entire
domain or a group under one Policy, and then check its basic configuration.
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Remote cortrol |  Remote Deskiop Services Profile | COM=+
General | Address | Account | Profle | Telephones | Organization
Member Of |  Digin |  Envionment |  Sessions

Member of

MName Active Directory Domain Services Folder
Administrators SCCORP local /Buittin
Domain Adming SCCORP local/Users
Domain Users SCCORP local/Users
Enterprise Admins  SCCORP local/Users
Group Policy Cre...  SCCORP local/Users
MNetmon Users SCCORP local/Users
Schema Admins SCCORF local/Users
WaelnvisibleToD... SCCORP local/Users

||Hﬂnr.r'.m

Primarny group: Domain Users

) There is no need to change Primany group unless
Set Primary Group you have Macintosh clients or POSI¥-compliant
applications.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



IAM Troubleshooting Guide

Group Policy Management Editor o ||E] =
File | Action View Help
REEEEL T -
- = H Logon Properties ?
Default Domain Pol.lcy[S(_:CORF =) SC[ip‘tS : :
4 (& Computer Configuration Scripts | PowerShell Scripts
| Policies Logon
(| Prefer?nces. Display Propel Logon Scripts for Defautt Domain Policy
4 g%, User Configuration
4[] Policies Description:
- || Software Settings Contains user Mame Parameters
| Windows Settings
2| Scripts (Logon/Le
I Sy Security Settings
[ [_] Folder Redirectic
I ulli Policy-based Qo! _Add
[ || Administrative Temg
|| Preferences
Ta view the script files stored in this Group Policy Object, press
the button below.
Show Files...
| oK | | Cancel
<[ m > |\ Extended / Standard /

2. Run the command "gpresult" or "rsop.msc" on the test PC to check whether the group policy matched
by the PC is consistent with the configuration on the AD domain server. (gpresult is displayed on the
command line, rsop.msc is displayed graphically)

B Sdministrator C\Windows\systemn32hcmd exe == @
System Mandatory Level

USER SETTINGS

CH=zangforiam,CH=Uszers  DC=SCCORF . DC=local

Last time Group Policy was applied: 12-12-2019 at 1:41:86 PH
Group Folicy was applied from- SLcorpserver.sCUCURF . Tocal
Group Policy slow link threshold: 588 khps

Domain Mame: SCCORP

Domain Type: Windows 2888
Applied Group Policy Ohjects

Default Domain Policy

The following GFOs were not applied bhecause they were filtered out

Local Group Policy
Filtering: Mot Applied (Emptyl

To confirm whether the current domain policy distribution is normal, you can use the rsop command to
obtain the domain policy from the domain under normal circumstances, as shown below:
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%5 Resultant Set of =
File  Action  View  Favorites  Window  Help ||T||?||?|
== xE =@

5] sangforiam on DoMaINPC1 -RsoP | [T iagan

a &% Computer Configuration o i o it descrio " . . ]
b |j Software Settings ect an item to view its description. arme arameters a

b ] Windows Settings =] lagom.exe 192,168.19.88 1775 123456 12
a %, User Configuration
1+ 7] Software Settings
a [ Windows Settings
4 =] Scripts iLogen/Lagoff)
|71 Logon |
[7] Logoff
[ i Security Settings

4 LI} L3

Extended ){Standard/

If there is a problem with the parameter check, you need to modify the parameters such as the IAM IP,
default port, and shared key in the login script in the group policy. The shared key and the shared key
configured on the IAM must be consistent.

3. The group policy cannot be obtained using the rsop command. You need to check whether the group
policy is lost.

Unable to generate RSoP Data. In logging mode,

& lilkkely causes are Group Policy has never
successfully processed for the computer or user,
RSoP logging was never enabled, or data is comupt.
In planning mode, verfy that the selected domain
controller supports RSoP.

Details:

Invalid namespace

4. When using the rsop command to prompt insufficient permissions, you need to add a domain user to
the administratortoe group.
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[

Group Policy Error

ou do not have pemission to perform this
operation.

Details:
Access is denied.

5.Manually execute the logon.exe script on the test PC, fill in the relevant parameters, and check
whether the execution is successful.

BN Administratar: ChWYindowshsystem3hemd. exe === @

Microsoft Windows [Uersion 6.1.766811
Copyright C(c> 2807 Microsoft Corporation. All rights reserved.

C:sUzeprsipapericd ci™
c:~>logon.exe 172.168.17.88 1775 123456

CoIN

3 PC runs logon.exe

1. After the PC successfully runs logon.exe, it generates a logon.txt log file (execute %appdata%/.logon)
in the shared directory of the C drive of the PC (C: \ Documents and Settings \), and reports a successful
login domain to IAM device (UDP1775).

F - "'-;_I | | i
,\__jv b paper b AppData » Roaming » logon
Organize = Include in library - Share with - Mew folder
¢ Favorites _|login
Bl Desktop __loginB
4 Dowenloads

i Recent Flaces

Corresponding log error parameters:

reply: 401 magic error Shared Key error
reply: 402 Invalid ip IP or source IP is AC's IP
reply: 403 The user login on other ip IAM
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reply: 404 The user is disabled

reply: 405 The user is expired

reply: 407 Dkey use The current user is a Dkey user

reply: 408 bind ip error The IP / MAC of the logged-in PC is bound by another user
reply: 500 Service stopped authd

reply: 500 (user, ip) is exis

reply: 501 Not allow new user

reply: IP or mac not in restrict range

During this process, the following factors can cause domain single sign-on to fail:

The domain account used by the PC to log in to the domain does not have write permission on the C
drive shared directory

IAM single sign-on IP, port, and key set by domain group policy
The PC itself and the IAM cannot communicate with each other.

Based on the above factors that may cause SSO failure, the troubleshooting work we need to do is as
follows:

1) Check that the domain account has read and write permissions to the C drive shared directory. You
can manually create a file verification in the C drive shared directory.

2) Check if the logon.txt file is generated under %appdata% path

If you have read-write permissions but no logon.txt file is generated, you need to check whether the PC's
local firewall or anti-virus software protects and prevents writing to the log file. You can turn off the
local anti-virus software or firewall, and then log in to the domain to see if the logon.txt file is generated.

If the logon.txt file is generated and the domain single sign-on is unsuccessful, you can check the
contents of the logon.txt file to see if the single sign-on is not successful due to a configuration problem,
or if the PC sends a request to IAM without response

3) If the logon.txt file shows that the PC sends a message that the domain is successfully logged in to
IAM, but IAM does not respond, you need to check whether the communication between the PC and
IAM is normal and whether other network devices have intercepted the data packets. The most direct
way is to grab the packet on IAM and see if the device can receive the single sign-on data packet sent
from the PC.

4) In the same intranet environment, some PC single sign-on is successful and some PC single sign-on
is unsuccessful, you can directly place the login script logon.exe locally on the computer that failed to
log in, taking the C drive as an example , Execute in cmd : c:\ logon.exe IAM ’s ip port key; if the test is
successful, the network between PC and IAM is normal.

2. Open the %appdata% directory manually, check the log in the .logon file, and see the latest time
processing.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 7
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b papet b AppData » Roaming » logon - ‘+7|| Search . logon

@'\J’l

Organize « J Open = Share with Print Mew folder BE
¢ Favorites ___login
" login - Notepad [E=8[E=h 5
File Edit Format \iew Help
2019.11.2 15:34:32 1000] pelete the pC configure file sinforip -
2019.11 15:34:32 1000] pelete "CiywUsershpaperiaAppDatadroamingy,. TogonisinforIp” failed

verify config argument A
Domain user detectignssss=========

.2

.2

.2

.2
2019.11.2 15:34:32 1000] GetuserInfo successed
20019.11.2 15:34:32  1000] userdomain = "SCCORP.Tocal”
2019.11.2 15:34:32 1000 wwwwwwwwwwwkwhomain user to Joginkewwwsusseauns
2019.17.2 15:34:32  1000] =====Process only detection and protection=====
2019.11.2 15:34:32 1000] Mo other same process is running
2016.11.2 15:34:32 1000] ======save the configuration and process=======
2019.11.2 15:34:32 1000] Save to PC loginopt.ini successed
2019.11.2 15:34:32 1000] save config to configure file "Ci\usershpapersapppatasroamings, TogonyJoginopt.ini" successed
2019.11.2 15:34:32 1000] enable copy program to startup

2019.11.
2019.11.
2019.11.

1000
1000
1000

Login ok! aCIP: 192.168.19.88, port: 1775, key: 123456, bResponse:l
WHE R HHHERRR S an ] 1Dg‘in Anfo. and, ¥ewsRRER KRR

========Permanent memory and detection=s=======

2019.11.2 15:34:32  1000] Copy "c:Mlogon.exe" to "Ci\UsershpaperhappPbatasrRoamingymicrosoftiwindowsh\start menuPrograms
“Startuphlogon. exe" successed
2019.11.2 15:34:32 1000] ===============5ingle login AC ================
2019.11.2 15:34:32  100Q] wewwwwwwewwwsand Jogin info. heg"ln:““““""““““““
2019.11.2 15:34:32 1000] Login AC IP[1] - "152.168.19.88"7 <-——— USER IP[1] - "152.168.1%9.%0"
SOL0.00L. 2 L15:24532  LQOQT Frbteoms it b bededssobebesesoiedevete T Py B bbbt d b bl bededete e e o e
2019.11.2 15:34:32 1000] Togin [1] time. bresponse=l E
201%.11.2 15:34:32 1000] rrrecetrom{) ok ,recv_size=15, select_ret=1
2019.11.2 15:34:32 1000] >>Reply:000 100000 1.0
2019.11.2 15:34:32 1000] SendLogonMsgToAcC() out. normal
2
2
2

The relevant error log is explained as follows:

Error Code Reason

logon.exe uses the command line method, and

=ERR: Wrong number of parameters.=

=ERR: can not get the module path=

=ERR: bad param format=

=ERR: can not get the startup path or module
path, Errorcode:

=ERR: can not get the PC sinforlP path=

=ERR: can not get the domain sinforIP or PC
sinforIP path=

=ERR: can not get the loginopt.ini path=

=ERR: Can not load

=ERR: %s - %d=

%s represents the parameter, and %d represents
the error code, which is generally 87, indicating
that the parameter is illegal.

W.: www.sangfor.com | W.: community.sangfor.com

the number of parameters exceeds the
maximum number of parameters

Failed to get absolute path of logon.exe
Parameters added after logon.exe are missing

Usually because the domain user logs in for
the first time, the user's environment
directory is not ready, and the startup
directory cannot be found

Failed to get the configuration file sinforIP
path

Failed to get the path of the configuration file
sinforIP on the domain or on the local PC

Failed to obtain the loginopt.ini path,
indicating that logon.exe is a command line
execution mode and is offline

Loading configuration file failed

Illegal parameter, need to check the validity
of the parameter

| E.:tech.support@sangfor.com
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=ERR: %s - %d, use default value %d= Failed to get parameters, adopt default value
=ERR: prepare data failed, ERR_Line: Failed to obtain IAM IP or local IP

=ERR: Login Failed! ACIP: %s, port: %d, key: %s, .

bResponse:%d= Logon Failed

DD, . ) Failed to encrypt sent data (login or logout or
=ERR: Encrypt message failed, ret: heartbeat)

=ERR: Send heart beat to AC \"%s\" failed: %d= Failed to send heartbeat packet

=ERR: >>Login Failed! port: %d, key: %s= Failed to send login package

=ERR: >>Logoff failed: %d= Failed to send logout packet

=ERR: SockInit() failed: Failed to initialize the socket.

No reply packet is received, the IP of the IAM
=ERR: Timeout= that may be sent does not exist, and the
firewall may be enabled under win7

=ERR: CreateDirectoryW failed: Failed to create log directory

Failed to get digital signature. In this case,

=ERR: CryptQueryObject failed: logon.exe enables digital signature detection.

Failed to obtain the signing certificate. In this

=ERR: CertFindCertificateInStore failed: case, logon.exe enables digital signature
detection.

=ERR: CreateThread for IP detection failed: IP change detection thread creation failed

=ERR: to OpenProcess %d terminate: %d= System error, try to log in again

=ERR: to terminate process: Failed to kill the specified process

Failed to open token handle while getting

=ERR: OpenProcessToken failed: . .
user information

=ERR: GetTokenInformation failed: or=ERR:

LookupAccountSid failed: or=ERR: Failed to open token handle while getting
GetTokenInformation failed: or=ERR: user information
GetUserName failed:

Chapter 2 Common issue

2.1 Users intermittently go online and offline on IAM
1. The network between PC and IAM is unstable

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Troubleshooting steps

Open the console on IAM and enter ping X.X.X.X -t (X.X.X.X is the IP of IJAM)
If packet loss occurs, implement the solution

Solution:

Reduce the repeated login interval (depending on the situation, this problem cannot be solved
fundamentally, it can only reduce the probability of its occurrence)

2.The TAM timeout without traffic logout time is less than the repeated login cycle time
Troubleshooting steps

View the timeout period of no logout on the IAM a

View the repeated login cycle b in the logon configuration file

Solution

Modify the timeout of no timeout to a larger point to make it longer than the repeated login time period
or close the timeout of no timeout

2.2 Domain users go online in IAM but cannot access the
Internet

1. IAM cannot connect to the Internet
Troubleshooting steps

First check whether it is a problem other than IAM. Open the pass-through on IAM. If you are online, go
to the next step.

Enter the IAM background through the background

Run the ping command, ping 8.8.8.8 or ping www.baidu.com, if the ping fails, implement the solution
solution

Solving IAM Network Problems

2. The specified user or group cannot be connected to the Internet in the IAM Internet policy
Troubleshooting steps

First check whether it is a problem other than IAM. Open the pass-through on IAM. If you are online, go
to the next step

Check the IAM Internet access strategy and check whether the Internet access restriction policy includes
users who have failed to access the Internet.

solution

Modify Access Control management.

3.0nline user's IP non-communication IP

Troubleshooting steps

Check that the IP of the online user and the IP of the IAM are not on the same network segment

logon allows multiple IPs to go online, and IAM is configured to log off old IPs when authentication
conflicts

After the above two conditions are met, implement the solution
solution
Modification method 1: Logon configuration allows only single IP to go online

Modification method 2: IAM configuration does not log off the old IP when authentication conflicts

2.3 Domain users are not online on IAM but the logon
process is running on the PC

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 10
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1. PC and IAM cannot communicate directly
Troubleshooting steps

Ping IAM on the PC. If the ping fails, implement the solution.
Solution:

It may be that the IAM has disabled the user’s DNS function. On the IAM interface, enable access to the
DNS service.

Make the PC have an IP and IAM IP on the same network segment, and the gateway configured IP is the
IAM IP

2. The configuration file has errors
Troubleshooting steps

Check the configuration file information. Check whether the IP of IAM and the IP of DNS match the real
ones. If not, implement the solution.

Check the logs to see if there are 87 error codes, and if so, implement the solution

Check the log, if the last IAM IP sent is 3.4.5.6, the configuration file is wrong, then implement the
solution

Solution:
Modification method 1: Write the real IAM IP or DNS IP
Modification method 2: Go through the configuration file again and remove the extra spaces

Modification method 3: reconfigure and deploy the default configuration file according to the desired
configuration

3. The new logon was not successfully deployed and the new sinforIP did not take effect.
Troubleshooting steps

Compare the sinforIP on the domain, the local sinforIP and the final backup configuration file
loginopt.ini. If there are differences, implement the solution.

Solution:

Compare the sinforIP on the domain, the local sinforIP and the final backup configuration file
loginopt.ini. If there are differences, implement the solution.

4. The network is not good and the duplicate login function is not enabled.
Troubleshooting steps

Ping the IP of IAM on the PC

If the result is intermittent, then implement the solution

Solution:

In this case, the network is generally not good. After the timeout and no traffic logout, the user does not
go online in time.

Enable the repeated login function in the logon configuration. Set the repeated login period as small as
possible.

2.4 Domain users are not online on IAM and no logon
process is running on the PC

1. Non-domain user login
Troubleshooting steps

Under the XP system, before the user logs in, you will be asked to choose whether to log in locally or in
the domain. If you log in locally, you will implement the solution.

Under win7 system, the user is logged in as a local user by default. If you want to log in to the domain,
write the domain name in front of the user name, separated by "\"

Solution:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 11
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Under xp system, please select the domain and login with username

Under Win7 system, you should also add the domain name in front of the user name. If the local user
name is the same as the domain user name, it will be entered as a local user by default.

2. Domain user login failed

Troubleshooting steps

Domain and PC did not update Group Policy

Multiple group policies are configured on the domain and interfere with each other

TCP / IP NetBIOS Helper service on the domain or PC is not enabled or set to manually enabled
Solution:

Just execute gpupdate and gpupdate / force on the domain and log in to the domain again
Interference in multiple policies, delete unnecessary group policies

Start the service TCP / IP NetBIOS Helper and set the startup mode to automatic startup. Enter
services.msc in the command line to view the system service startup status and start the service TCP / IP
NetBIOS Help.

Chapter 3 Precautions
1. The default authentication port used by version 6 before IAM 11.0 is 1773, and 11.X is 1775

2. Go back to Logon Properties window, click Add to add logon.exe script into script list and specify
script name and parameters. If Script Parameters field is null or configured with only one parameter,
the configuration file sinforlp is required to be added to script list; otherwise, it is not required. The
following introduces four formats of script parameters:

Without parameter (recommended)
Add a Script Ed

Script Mame:

II:::gu:un.e:-:el Browse. .. |

Scrpt Parameters:

| 2k I Cancel

Figure 7 Without Script Parameter

3. With parameter -a

If the parameter is set to -a, user can use the configuration file pushed from the domain controller. -a
indicates that number of attempts that login profile is sent is default. Therefore, login profile will be sent
to the IAM device specified times without need to wait response packets from that device when user logs
in to the domain.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 12
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Add a Script |

Script M ame;

II-::gu:-n.e:-:e Browse... |

Script Parameters:

|-d

(] I Cancel |

With parameter -a

4. With parameters in format of Valuel Value 2 Value 3 (separated with space).
Value 1: Indicates the IP address of IAM unit
Value 2: Indicates the listened port on IAM unit(1775, unchangeable)

Value 3: Indicates the communication key which should be the same as the shared key specified on Web

admin console of the IAM unit, as shown in Figure 10.

Add a Script

Script M ame:

II:::gu:un. EE Browse... |

Script Parameters:

|1 92.188.222.15 1775 abd|

Parameter in the third format

Navigation Bl | Single Sign-On(SS0)
> System Category </ MS AD Domain
» Objects MS AD Domain Enable Domain S50
@;_—) Radius
4 Authentication Proxy
Authentication Policy Download Domain SSO Program
POP3

External Auth Server

Web

Third-Party S < -
Custom Webpage DALY SEE Leok up logs on the AD server for user credentials
Sangfor Appliance

4 Users +add X

Datab: . - -
Local Users atabase []| Domain Contr... | Excluded URL Last Obtained Recent Users Status

User Import e
User Binding

IP&MAC Binding Mo data available

Advanced

» Access Mgt

» Bandwidth Mgt

Shared Key on IAM Unit

5. With parameters in format of Titlel=valuel Title 2=value2... Title15=value15 (up to 15 parameters

separated with space), as shown in Figure 11.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Add a Script | x|

Script Mame:

II:::gu:un.e:-:e

Script Parameters:

Iau:_ip='| 52 168,222 15 key=abc en_mund1=1|

Browse. .. |

ITI Cancel
Parameters in the fouth format
The table below introduces the available parameters:
Script Parameters
CMD Line | Parameters | Value U| Default Range | Remarks
Parameter | in Config n
File i
t
en_runAl EnableRun | 0,1 -1 0,1 It it is set to 1, it indicates
Always - logon.exe program is always

- running after startup;
otherwise, it will exit after
being executed once.

en_ckSign | EnableSign | 0, 1 -0 0,1 Decides whether to enable
ature - digital signature verification

- (for checking process).

en_repeatL | EnableRep | 0,1 -0 0,1 Decides whether to send login
eatLogon - profile repeatedly(if enabled,

- IAM unit will not log off user
automatically when internal
network connection error
occurs).

en_copySta | EnableCop | 0,1 1 0,1 Decides whether to copy
rt yStartup logon.exe program to Startup
folder
baklogP BaklogPath | Null Null Null or | If default path %appdata% has
orvalid |- valid no write permission, logs will
path - path be stored in given path (it can

- only have level-one folder). If
specified path has no write
permission, default path will be
used to store logs.

en_heartB EnableHea | 0, 1 -10 0,1 Determines whether to send
rtBeat - heartbeats to IJAM unit(If

- enabled, IAM unit logs off user
if no heartbeat is received even
though logoff script fails to be
executed).

en_respons | EnableRes | 0,1, 2 -1 2 0,1,2 Check if user logs in to IAM
e ponse - unit based on response packet.
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en_logon_ | LogonALLI | 0,1 -10 0,1 Decides whether to enable user
AIP P - to log in to IAM unit on
- different IP addresses (it applies
to the situation that one PC
owns multiple IP addresses).
en_logoff | LogoffOldI | 0,1 -|10 0,1 Decides whether to log off
OrIP P - logon session from current IP
- address when user logs in to
IAM unit on a new IP address.
ac_ip sinforIP ValidIP | - | 3.4.5.6 0.0.0.0~ | IP address of IAM unit
address | - 255.955
B .255.25
5
key shareKey | ASCII -| 123 Upto | Shared key (case-sensitive,
characte | - 23 special characters supported)
rs - charact
ers
port Port 1775 - | 1775 1775 Port number(fixed value)
reLogon_I RepeatLog | Positive | S| 180 [10,100 | Logon interval
onlnterval | integer | e 0]
c
heart_beatl | HeartBeatl | Positive | S| 30 [10,50] | Interval that heartbeats are
nterval integer e sent again
c
checkIP_I CheckIPInt | Positive | S| 10 [1,100] | Interval that IP address is
erval integer | e checked again.
c
timeout ResponseT | Positive | S| 5 [1,50] Timeout that logon.exe
imeOut integer e program waits response
c packets.
retry_times | RetryTime | Positive | T| 3 [1,20] | Number of attempts that login
s integer | i profile is sent.
m
e
s

Generally, process is verified through username, process name and signature. But
Logon.exe signature becomes invalid if it is downloaded via Web browser, you can
configure parameter en_ckSign to decide whether to enable digital signature
verification (Default en_ckSign indicates that digital signature verification is not

enabled)

If Script Parameters field is set to -a, login profile will be sent to IAM device three
times without need to wait response packets from that device; if that parameter is
not -a and logon.exe program is configured to not check whether user logs in to
IAM unit based on response packet, login profile will be sent to IAM device for
given times based on the value of parameter RetryTimes.

If parameter en_heartB is set to 1, login profile will be sent to IAM device
repeatedly (en_repeatL=1).

Note:
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If parameter en_heartB is set to 1, heartbeat detection feature should be enabled on
IAM unit. To enable it, add the field bAutoHeartBeat = 1 under Option field in
configuration file authoption.in of IAM unit. Restart the process authd after saving
changes to that file.

Value of parameter checkIP_I cannot be greater than that of parameter reLogon_I;
otherwise, parameter checkIP_I will be set to the maximum of parameter reLogon_I
minus 1 automatically.

Value of parameter heart_beatl cannot be greater than that of parameter reLogon_I;
otherwise, parameter heart_beat] will be set to the maximum of parameter
reLogon_I minus 1 automatically.

6. Every time you modify Group Policy or replace logon.exe on the domain, you must update the Group
Policy again. gpupdate and gpupdate /force.

7. When there are multiple IAMs, you need to configure sinforIP.

Configuration file in new format is designed to meet various scenarios and provide more complete
configuration. Domain administrator can specify relevant parameters. The configuration file as described
in table 4 is a simple example.

Configuration file in new format

[LogonCitrl]
EnableRunAlways = 1
EnableSignature = 0
EnableRepeatLogon = 0
RepeatLogonInterval = 180
BaklogPath =
EnableCopyStartup = 1

[HeartBeat]
EnableHeartBeat = 0
HeartBeatInterval = 30

[Response]
EnableResponse = 2
ResponseTimeOut = 5

RetryTimes = 3

[CheckIP]
LogonALLIP = 0
LogoffOldIP = 0
CheckIPInterval = 10

[AC]

ACMax = 200
ACCount =0
[AC1]

sinforIP = 192.168.31.190
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Port = 1775
shareKey = abc

[AC2]
sinforIP = 192.168.31.198
Port = 1775

shareKey = 123
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