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1 Application Scenario

Company employees can use VPN to connect to the company to achieve resource sharing outside the

company.

Requirements:

Prepare an IAM version 11.x.

2 Configurations and Screenshots

2.1 Topology

Branch 1

Mobile PDLAN

2.2 Configure Webagent

Configure the route deployment mode of the IAM at the headquarters and configure the webagent.

Navigation

» System

b Proxy

} Dbjects

» Users

» Access Mot

» Bandwidth Mgt
» Endpoint Device
» Security

» WiFi Access

~ Sangfor ¥PN

> Status

s

EN

Basics

Primary Webagent: |10.254 254 254:9009 | Setup webagent | Change Password

Secondary WebAgent: [ | Change Password

[est primary Webagent successtully JTeot successful means webagent format is correct and usable
Failed to test secandary WebAgent

MTU Walue(z24-2000): 00 Shared Key. . . .
If shared key is configured, then the mobile end also need to
™ e ! setup the same shared key only can establish VPN
PN Listening Port(defaulk 4009):

W  Modify MSS{only for use of UDP)

(®) Directly connects to [nternet (. Indirectly connects to Internst
When the public IP is static, webagent format: IP:4009
When the public IP is ADSL, webagent format “E‘a‘vﬁ%ﬁ“l“d from Sansfor Techinical SupDo

Test save

2.3 Configure Virtual IP Pool
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Navigation «

F System

Virtual IP Pool

IP Range

F Proxy

-

Objects

-

Users

-

Access Mgt

-

Bandwidth Mgt

-

Endpoint Device

b Security

b WiFi Access

~ Sangfor ¥YPN

Status

Basics

Local Users

Connections

Subnet Mask

A Mot secure| 192.200.19.80/tml/dlanfvip_operate.html

Note: When VPN uses mobile user to access,
then the virtual IP Pool only need to be confi

unconfigured

Save Cancel

+ Tips
Assigned Ta: Choose the type of usexs
Mobile user B
SETEUE P32  Custom IP address range, not
End IP: B3zs consist of LAN users or devi

or PN

hsing the IP address pool

E: Jthe address range cannot

rels interface IP

branch uses tunnel NAT,

murkd, otherwise it can be

2.4 Configure VPN Users

Navigation

e

b System

} Proxy

} Objects

-

Users

-

Access Mgt

-

Bandwidth Mgt

-

Endpoint Device

¥ Security

b WiFi Access

~ Sangfor YPN

Status

Basics
Procertere]

Connections

Wirtual IP Poal

Multi-line Options

Line Selection Palicy

Local Subnets

Tunnel Route

4 Third-Party Caonnection
Fhase I
Fhase II

Security Options

4 Objects
Schedule

A Not secure| 192.200.19.80/htmlfsubfrm.himl

Username and password for establishing VPN users aunthentication

Username: Authentication:
Password: Algorithm:
Confirm PWD: User Type:
Description: l:l User Group:

Hardware verification Certificate:
Enable USBE Key USBE Key:
¥ Assign virtual IP IP Address:

all day v

Expired At:

Valid Time:

Enable expiry time 0-00-00

Tick enabled

# Enable compression

Allow users ta log in concurrently

LAN Service Advanced

L 1

If the user type is mobile user, must tick assign virtual IP

# Enable My Metwork Places
Mot allow Internet access once connected

Mot allow passward change online

|L0c:a| r |
AES v
Select the user tvpe
Mobile user v

Branch user

Inherit group attributes

Cancel

2.5 Mobile Users Install PDLAN Client
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community

Download and install the
PDLAN from sangfor

After the installation,
the desktop and startup

will automatically
create Sangfor DLAN,
zdouble click to open it.

2.6 Configure PDLAN

(D  PDLAN basic config, PDLAN only support windows system.

= &% VPN Setting
11 Systern Info

Bagic Seting
£l g POLAN

g Basic config

% Main connection parameters setting
g% Connection Management

e LAN service setting

detail.

Mote: Please click the "&pply" button to save any changes,

Basic setting includes setting of webagent PN listening port, minimum
compact value and MTU value etc. Please refer to Help for setting method in

€ Tunnel Route

‘Wwiebagentl: IW [0.254.254.254:4009 I

Fill up the HQ webagent settings

Test

‘wiebagent2: I

Advanced

v Modify M5S[avalable in UDP rmode)

‘ Click to apply it

2 PDLAN main connection parameters setting

MTL Value[224-2000): |1SDD Modify
Min. Compact(33-5000]: |1 [uln} rodify
WPN Listen Port[4003): |4EIDS Modify

Privilege

£ & VPN Setting

1 SystemInfo User Setting

£l & PDLEN
Basi You can set usemame and password to connect to MOLAN here. It

1equires corect usemame and passward to connect to MOLAN,

nfig

Main connection parameters settingl

TORTECHET AT e ETen
o LAN service setting

Mate: Please click the "Apph"' buttan to save any changes.

@ Tunnel Raute

Fill in the username apd password set by HO

Usemame: Eangfoltesl I

Password: I ““““““

Suggest to choose UDP mode if high latency or loss packet envip

Trans Mode: [UDP

5

Change Onlin

Change

LOW PACKETS LOS | Packet lost rate(%]

Cross ISP Optimization
’]7 Enable

-

3 Testing result
3.1 PDLAN vpn connect successful

(eS|

Change Username and Password

You can change usemame and password here. In
case of Dikey user, anly password can be changed

ronmen

Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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[ & WPM Setting
05 ?sfz:; Infis DLAN Status
B
@ Basic config
T Main connection pararmeters setting
o4 Connection Management
= LAM sewvice setting
€ Tunnel Route

Here shows the status of DLAN, including: Funning, Stopped and Failue

Status: Runring

Connected 1

S/N | Name Type Fieal time flu.. | Flus figure(G... | Trans M... | intemet IP LaN IP Access Time Descriptio

1 MOLAN o/n uppP 192.200.13.80 101010153 2Mm3-03121543

3.2 PDLAN users can access HQ server normally

B Rernote Desktop Connection = || B || ES

| Remote Desktop
¢ Connection

-

8. Rermote Desktop Connection @

|'fq The identity of the remote computer cannat be venfied. Do you want to
connect anyway’y

The remote computer could not be authenticated due to problems with itz
gecurity certifizate. It may be unzafe to proceed.
Mame mismatch

1M Requested remate computer:
10101087

_?J Mame in the certificate from the remaote computer;
Jimy-PCINTERMAL local

= Certificate errors

The following erors were encountered while validating the remaote
computer's certificate:;

/1 The server name an the certificate iz ihcorrect.

/. The certificate iz not from a trusted certifving authonity.

Do you want ko connect despite theze certificate emors?

Dan't azk me again for connections ta thiz computer

| Yiew certificate. . fes | : Mo {

4 Precautions

1. Sangfor devices support different functions in different deployment modes. IAM devices only have
route deployment that support VPN functions.

2. The VPN versions of the devices at both ends of the VPN connection must be matched. The

corresponding pdlan version should not be wrong. For example, the dlan4.x version can be
interconnected with the dlan4.x version and the dlan5.x version, but the dlan2.x version can only be
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used. Interconnected with dlan2.x
3. PDLAN download link:

http://community.sangfor.com/plugin.php?id=service:download&action=tool
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