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Chapter 1 Content requirements

1 Product Introduction

IAM cooperate with CAS server to implement third-party password authentication.

2 Application Scenario

Client had deploy CAS server (Central authentication server) in their network, CAS server protected
internal user ID and password information. Currently the client has apply the IAM device in their
network, so the client want to enable password authentication on IAM, but using the credential data in
CAS server for third party password authentication.

3 Requirement Condition
1. IAM device with version 12.0.18 or above
2. Prepare a PC that able to communicate in the network.

3. Client had install CAS server, get a testing account from the client as well as get the CAS
authentication link, for example https://”ip”:8443/cas/login.

4 Configuration Idea
1. Configure an External Authentication Server on IAM device.

2. Configure an Authentication policy on IAM device.

5 Configuration Guide with Screenshot

5.1 Testing environment and topology

The deployment mode for this testing environment is Route mode.
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5.2 External authentication server configuration

Configure an External Authentication Server follow with the diagram below. Fill in the [URL] with CAS
server authentication link, and [Keyword] and [Version] will follow the default value.

MNavigation <« Auth Server
} Status + add ~| X Delete | v Enable @ Disable | A& LDAP Options | 5 Sync with all LDA
» Proxy |:|| Mo, | Harme
T Users ¥/ Enable
4 puthentication
Authentication Palicy Mame: cas
I External Auth Server I URL: Ihttps:L"192.ZUD.2DD.49:8443x’cas.-”IoginI
Single Sign-On Keyword: | cas:serviceResponse »cas: authenticationSuccess »cas:user
Custorn Webpage Wersion: | casz.0 v
Internal Portal Server ol dlaEamilt
[ Users Comrmnit | | Cancel

|» self Services

advanced

Note: Check version can choose cas2.0 or cas3.0. CAS server with V4.0.0 and previous version will used
cas2.0 protocol, else will used cas3.0 protocol.

5.3 Authentication policy configuration

For the authentication policy, ensure that understand the authenticate object before configure the policy,
select [Password based] as the authentication method, the [Auth Server] select the CAS server that
created previously.
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5.4 Testing result

By using an internal PC start internet browsing to redirect to CAS authentication page, insert username
and password with result login successful.
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Central Authentication Service (CAS)

For seounty ressons,. phease Log Owt and Exit your web browser when you are done sCoessing
Enter your Username and Password

Languages:
| Ersglizhy French Dederlands tahang Lrgh
| = lapanesy Caech Catalan Focl | Arh
Casuser
Password:
amanns -
] Warn me before logging me into other sites
LOGIN TEY

asg Central Suthentication Servige 40,0

Note: CAS username and password is generally defined in deploterConfigContext.xml file in the CAS
installation directory, the user account usually defined by the customer, you may ask for a testing
account from the Client.

As diagram below, we able to see the PC has login on IAM device.
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1. Route and bridge deployment mode support CAS authentication.

2. If the client’s environment CAS server is locate at external network of IAM, then the testing we
need to add the CAS server address to global exclusion list, otherwise will not redirect to the CAS
authentication page.
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