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1 Application Scenario

IAM 12.0.18 bridge deployment, password based authentication for intranet users. Want to achieve that
after the first login of the account password authentication, do not need to enter the password next time
when accessing Internet and can directly access the Internet. The mobile endpoint cannot operate well at
cookie-based authentication, and hope to achieve open authentication based on the MAC address.

Requirements:

1. OnelIAM 12.0.18.
2. One testing PC, the test IP address is 192.168.19.6.

3. After the user is authenticated for the first time by binding the user's MAC address, the user does
not need to enter the account and password for the next Internet access.

4. After the user performs the password authentication for the first time, they can directly access the
Internet regardless of whether the IP changes or the browser cache is cleared.

2 Configuration and Screenshots

Step 1: Create a new group and user, and configure the user name and password for the user.

Create a new group under [Users]-[Users]-[Local Users] and name it as “test group”.

User Group

«

Member and Policy

Search term
=k
3 default

S e st group

I3

Group Path: / Edit
Description: Root
Mernbers: Sub-groups: 2, immediate users: 0, total users: 0
Associated Policy: deny all,allow office 365 and reject outlook, 360 Ingress Policy Various Internet activities and traffic
Members Folicies
=+ add - I * k select » | (¥ Import/Expart + LN @ advanced Search
[] Mo, Mame Folicies User Binding
El 1 § default deny all,Non-working related applications... -
0 =z §0 test group deny all,allow office 365 and reject outla... -

Create a new account in the “test group”, the account and password is: test/123456.
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Group/User

|# Enabled

Username: ‘tg;t

Description: ‘

Alias: ‘

A

Group: ‘,-’test aroups/

User Attribute ” Folicies ” Advanced

¥ Local password @

Fassword:

Retype Password:

[ Password must be changed upan first login
User Binding (i)

19z.155.0.1

20010
192.1568.0.1-192,168.0,100
2001::-2001::ffff
192.168.0.1/255.255.255.0
192.168.0.1/24

2001354
£8-PE-60-88-E8-68

[Z=H=lcH =T

User account ® Never expire
expiration: (5] Epifes on

| [&]

Custorn Attributes

+ I

Step 2: Configure the authentication policy, add a new authentication policy in [Users]-[Authentication

Policy], fill in the applicable IP: 192.168.19.6, select password based authentication for the authentication
method, in the action select [Bind user account to IP and MAC address]-[MAC Address] and then check
[Apply open authentication since first successful login], and select [Valid Period] as “Never expire” here,
and click “Commit”.

Navigation Authentication Policy
» Status
» Proxy
» Objects
~ Users

4 Authentication

Authentication Policy

» External Auth Server
> Single Sign-on
» Custom Webpage

» Internal Portal Server

[ Users
» Advanced

valid Period

Schedule: (@ Never sxpirs

B

Step 3: The user goes online for the first time, enters the user name and password, and displays “User
Account” in [Online Users].
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' Identity Authentication System ¥ Download USE

Account
™~
‘ I am staff. Use account to log in
test
No need to tick ‘g vevens
I I' | Rermember mel Change Passwaord

Navigation Autd olicy || Uss ding online Users *
~ Status & Auto Refresh: 5 second(s) ~ | & Refresh | 2 Filer | 24 & @ Logout
Dashboard Status: All  Endpoint Device: All  Objects: none
Online Users User Group < || Members
Troubleshooting Center Search term P[] wo. usernams(alias) Graup 1P Address Endpoint Device Auth Method
I Traffic Statistics BB/ 1 Users O 1 test fest group 192.168.19.6 werifying... User Account

|
Internet Activities LG O UsR

T test group 1 Users

Locked Users

Step 4: Check the user binding relationship, in [Users]-[Users]-[User Binding].

Aul User Binding * = Gr -

+ add 2, advanced dvanced Search | K Select » | [H1mport Example File| []Error Reports Search by Usernam

] username Description Filter By Added Sines Open Authentication
[] test fe-fo-fe-Ba-3d-f 2018-12-06 Enable (Never expire:

It can be seen that when the user authenticates for the first time, the device will automatically bind the
user's MAC, and open authentication is also enabled.

3 Test Result

After the user goes online for the first time with password based authentication, they can access the
Internet directly after being logged out if they did not clear the browser cache.

Log out the users who have passed the authentication using “Log out all users every day” function and
go online again.

To configure “Log out all users every day” or “Log out user who causes no flow in specified period”, in
[Users]-[Advanced]-[Authentication Options]-[User Management], configure [Log out all users every
day] or [Log out user who causes no flow in specified period], and wait for the user to be logged out
before going online again.
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MNavigation

b Status

Advanced *

Category &«

} Proxy

Authentication Options

» Authentication Optians

¥ Objects

» USE Key User

* Users

» Custom Attributes

A puthentication

» Single Sign-0n

» Custom Webpage

4 sers
» Local Users
» User Irmport
» User Binding

» IPERMAC Binding

» Authentication Palicy

» External Auth Server

» Internal Portal Server

MAC acguisition across L3
nztwork

Install Server 5L
Certificate

» RADIUS Server

» Managed Authentication

User Management

|#| Log out user who causes no flow in specified period

Feriod{minute}: 120

O]

|#| Log out all users every day

Logout Time: o0:00

~

|#| Lock user if authentication attempts reach the threshold

Max Attermnpts: i0

Lockout Period {mins): 1

®
0]

|| Delete accounts inactive for too long a time 6]

Days Being Inactive: 30

|| Auto remove MAC bindings when open authentication expires

¥/ Allow account to be bound with limited endpaints

Max Endpaints: 5

Address Changes and Conflicts Handling

» Internet Activities
> Locked Users

» Security Events

T default 0 Users

W test group 1 Users

Navigation
~ Status 2 Auto Refresh: 5 second(s) » | G5 Refresh | T Filter | B Lok Bunlock | @ Logout
» Dashboard Status: All  Endpoint Device: Al Objects: nane
b @nffie Usars User Group < || Members
» Troubleshaoting Center Search term P[] No. Usernametslias) Group 1P Address Endpaint Device Auth Method Time Logged In/Locl
[ Traffic Statistics B/ 1 users | ftest group 192.168.19.6 verifying.

2019-12-06 12:03:3
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4 Precautions

1. MAC open authentication is related to the internal network environment. If the IAM is in a three-
layer environment, you need to configure the MAC acquisition across L3 network first. The location
is [Users]-[Advanced]-[MAC acquisition across L3 network], when the IAM can recognize the MAC
address of the end user of the internal network, then only you can enable the MAC address binding
in the authentication policy.

MNavigation

b Status

advanced *

Onling

» Proxy

Category £

MAC acquisition across L3 network

b Objects

- Users

4 authentication
Authentication Policy
External Auth Server
Zingle Sign-On
Custom Webpage

Internal Portal Server

[ Users

Authentication Options
USE Key User

Customn Attributes

# Enable MAC acquisition across L3 network

MAC acquisition across L3
network

Install Server SSL
Certificate

RADIUS Server

Managed Authentication

MAC address is acquired from captured ARP packets or DHCP packets@
-
SNMP Servers: ()
+add X
[ 1P Address

Acquired IP/MAC Addresses
IP QIO

MAC OID Cornrmunity

Mo data available

Excluded MAC Addressiof layer-3 switch): (i)

BEIEEIEEIRR PRIEE
EE-E8-E8-22-22-28

2. The MAC open authentication has nothing to do with the user's logout method. During the open
authentication, any of the logout methods can support the next open authentication.

3. During the open authentication period, when the IP address of the PC changes, the next time you
access the Internet, you can still access the Internet directly.
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