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1 Application Scenario 
IAM 12.0.18 bridge deployment, password based authentication for intranet users. Want to achieve that 
after the first login of the account password authentication, do not need to enter the password next time 
when accessing Internet and can directly access the Internet. The mobile endpoint cannot operate well at 
cookie-based authentication, and hope to achieve open authentication based on the MAC address. 

Requirements: 

1. One IAM 12.0.18. 

2. One testing PC, the test IP address is 192.168.19.6. 

3. After the user is authenticated for the first time by binding the user's MAC address, the user does 
not need to enter the account and password for the next Internet access. 

4. After the user performs the password authentication for the first time, they can directly access the 
Internet regardless of whether the IP changes or the browser cache is cleared. 

2 Configuration and Screenshots 
Step 1: Create a new group and user, and configure the user name and password for the user. 

Create a new group under [Users]-[Users]-[Local Users] and name it as “test group”. 

 

Create a new account in the “test group”, the account and password is: test/123456. 
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Step 2: Configure the authentication policy, add a new authentication policy in [Users]-[Authentication 
Policy], fill in the applicable IP: 192.168.19.6, select password based authentication for the authentication 
method, in the action select [Bind user account to IP and MAC address]-[MAC Address] and then check 
[Apply open authentication since first successful login], and select [Valid Period] as “Never expire” here, 
and click “Commit”. 

 

Step 3: The user goes online for the first time, enters the user name and password, and displays “User 
Account” in [Online Users]. 
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Step 4: Check the user binding relationship, in [Users]-[Users]-[User Binding]. 

 

It can be seen that when the user authenticates for the first time, the device will automatically bind the 
user's MAC, and open authentication is also enabled. 

3 Test Result 
After the user goes online for the first time with password based authentication, they can access the 
Internet directly after being logged out if they did not clear the browser cache. 

Log out the users who have passed the authentication using “Log out all users every day”  function and 
go online again. 

To configure “Log out all users every day” or “Log out user who causes no flow in specified period”, in 
[Users]-[Advanced]-[Authentication Options]-[User Management], configure [Log out all users every 
day] or [Log out user who causes no flow in specified period], and wait for the user to be logged out 
before going online again. 
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4 Precautions 
1. MAC open authentication is related to the internal network environment. If the IAM is in a three-

layer environment, you need to configure the MAC acquisition across L3 network first. The location 
is [Users]-[Advanced]-[MAC acquisition across L3 network], when the IAM can recognize the MAC 
address of the end user of the internal network, then only you can enable the MAC address binding 
in the authentication policy. 

 

2. The MAC open authentication has nothing to do with the user's logout method. During the open 
authentication, any of the logout methods can support the next open authentication. 

3. During the open authentication period, when the IP address of the PC changes, the next time you 
access the Internet, you can still access the Internet directly. 
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