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1 Features Summary

With a CSV file import, the CSV form file format is very simple. Almost all spreadsheet software
can edit CSV file and save the form file in this format. For example, the common Microsoft EXCEL
spreadsheet software can edit this type of file, and it is relatively easy to convert XLS form files to CSV
forms.

Tip: Because the csv file format is very simple, it does not support setting the column width, font,
color and other attributes. Therefore, in order to facilitate editing and management of users, you can
usually edit the user information through the ordinary xls table, and then convert it into csv format
when importing it.

2 Application scenario

1. Restrict a user name to log in only on an IP or MAC address. The bound IP or MAC can only be
used by this specified user.

2. Bind the IP address and the MAC address in both directions to prevent the user from modifying the
IP address. If the IP or MAC address is inconsistent with the binding information, the
authentication will fail.

Requirements
One TAM 12.0.18 version device.
Download the sample template for user binding and IP/MAC binding.

w oo )

Fill in the real user information according to the template.

Configuration Ideas
Download the sample template

Fill in the binding information according to the sample template.

woN

Then import to the device.

5 Configuration and Screenshots
5.1 Configure User Binding on IAM

1. [Users] — [Users] — [User Binding], click “Example File”.
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2. Set the user binding information to be imported according to the format in the sample file.

e

= Menu ~ [ e R ] @ Insert Page Layout Formulas Data
0y cur gL [calbr e - W =
paste~ [ copy Format B /] U EH' - Q' A Q- == === Merge
Pairter Cente
[ &1 v] & fx [ #Username(required)
A B C D E [F G H
1 I#Usernamarequired} [
2 #Address Type(required.IP/MAC)
3 | #Address(required. IP address, IP range, subnet and MAC address supported. IP address examg
4 '#Open Authentication(¥ means Yes; N means No. Being left blank means N)
5 |#Expiry Date(not earlier than the date imported. Example: 2015-05-01. Being left blank indicate
6 Usermame Description Address Ty|Address  Open Authi Expiry Date
7 |a test P 200.200.20. ¥ 2/13/2025
& |a test P 100.200.20. ¥ 2/13/2025
9 a test P 200.200.20.°Y 2{13/2025
10 |a test MAC 00-1C-F1-0°Y 2/13/2025
11 |a test P 200.200.20. ¥ 2{13/2025
12 |b test 1P 150.200.20. ¥
13 b test MAC 00-1C-F1-0¢ N 2/13/2025
14 b test MAC 00-1c-f1-09 N 2/13/2025
15 |b test P 192.168.0.1 N 2/13/2025
16 b test P 192.168.1.2 N 2{13/2025
17 |c test P 200.200.67. N 2/13/2025
18 |c test P 200.200.66. N 2/13/2025
19 ¢ test MAC 00-1c-f1-09 N 2/13/2025

1
1

3. Select the CSV file and click Import.
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5.2 Configure IP/MAC binding on the IAM

1. [Users] -> [Users] -> [IP&MAC Binding], click “Example File”.

Navigation il [ 1722 cincins
» status [ +add Xookte | Kselect~ | Bimport (Fecport [Bampere]
» Proxy [] IF Address

} Objects

* Users
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» Local Users
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» User Binding

» IP&MAC Binding

» Advanced

2. Set the binding information to be imported according to the format in the sample file.
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— Menu E "’P El @\ = m Insert Page Layout Formulaz Data Rt ey “Wigw Tools QC|
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&% Cut Calibri - |11 Vi e — = i
S =

Paste ™ Copy Format B ] U Eﬂ' =i Q" L- & =—Z === Merge and  Wrap @' % U?D .E'E ;9.3
Painter Center ™ Text

[ Al .] & fx [ #P Address(required. IP addrass, IP range, and subnet supported. IP address example: 200.2

A B C D E F G H | 1 K
I#IP Addres![required. IP address, IP range, and subnet supported. IP address example: 200.200.0.1, 200::ffff. IP range example: 200
#MAC Address{required. 00-00-00-00-00-00 ™ ff-ff-ff-ff-ff-ff)
#Description|Optional)
IP Address MAC Addre Description
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test
100.100.10C ac-bd-cc-11 Test

[F- - RN T, R VR R

el e e = =
(= R R S =

]
o~

3. Select the CSV file and click Import.

b Status + add ® ke Select - I_,E Impnr‘tl i Examnple File
b Prouy [] 1P Address
» Objects

Iv Users I

4 puthentication

Authentication Policy
External Auth Server
Zingle Sign-on
Customn Webpage

Internal Portal Server

Local Users
User Import

User Binding

| IP&MAC Binding |

Advanced

6 Precautions
1. The MAC address must be filled in standard, such as: 00-FF-09-37-68-8A, can not be omitted, must

"on

be separated by "-".
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2. After binding the MAC address, if the IJAM is in layer three environment, you must enable the
"MAC acquisition across L3 network" to confirm that the device can correctly identify the user's
mac address before importing the binding information.
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