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Chapter 1 Content requirements

1 Product Introduction

The main function of the Neural-X is to protect the internal user from virus and other network attack.
Besides, it able to improve the security of internal network environment. The virus that infect user
usually from these path, HTTP, FTP, SMTP, document transfer and etc. Neural-X is mainly focus on
these type of transfer method to perform anti-virus.

2 Application Scenario

Neural-X is mainly focus on these type of transfer method to perform anti-virus.
1. FIP

2. HTTP
3. SMTP
4. POP3

3 Testing environment

3.1 Topology

dial-upf/static
' IP/DHCP

1P:192,168,1,1/24

Layer 2

switch
192.168,1.0024

884

IAM device in route or bridge deployment mode.

3.2 Testing requirement
1. IAM device with the valid Neural-X license.
2. Ensure the traffic is passing through IAM.

3. The anti-virus for SMTP/POP3 protocol is implemented by device proxy, ensure the communication
between IAM and Mail server/Mail client is normal.
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4 Configuration Guide with Screenshot
4.1 SMTP anti-virus

As below will be the SMTP anti-virus progress.

1.  Configure an Access Control policy with enable the “Email® filter function as well as configure a
Audit policy to audit the email, assign to the specific user.

Access Control x

¥/ Enabled

Mame: | Anti_mail_virus @

Description:

Options ” Object ” Advanced |

Access Control Email
1= Application
Qe . Email Outgoing
| lapplication
-

|| Service Source Address
| IProxy
[ search Keyward *® Black email sent fram the following address/domain anly (D)
|_IFile Type Type here

| 1Saas Options
=43 S5L Contents

|| Contents
== Email
! Email _ only allow erail sent from the following address/dnmain@

(=T e st
| 1Qq whitelist

Destination Address

® Block ernail sent to the following address/domain (i)

Type here

Carnmit || Cancel |
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Select Item

HTTP Data Lot -
CE I File name of downloaded file
website Ermail
» Browsing
fDaownload ¥ Qutgoing ernail(SMTP) @
¥/ Incoming emnailiPOP3/IMAR) ()
» Ernail
Ful
¥ IM
1M Chats (D
» FTP
Select
" TeleR [ Other IM chats (D)
» Application
FTP
[ FTP file upload {file name and contents)
| FTP file download (file name only)
Telnet
| Commands executed via Telnet
application
[ Acoess to other applications {exclusive of contents)
| Access to unidentified applications (on which address and part. It incurs
rmassive logs)
-
Action: |,qumt |v|
Schedule: |m| Day |v|

2. If the email client has configure with a secure SMTP/POP3, we need to enable the [SSL content]
function on the Mail_filter policy. Enable the [SSL content] function is able to encrypt the email and
identify the source mail domain.

Advanced Options

|#! Filter SSL contents on SMTP part

[Filter and sudit [~]
|| Identify contents of encrypted POP3/IMAP email .

Cancel

3. 2. Ensure the Neural-X is functionable with a avilable license key.
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MNeural-X License
@ Licensed Modules:

1. APT Detection

2. Malicious URL Detection

Status: Valid

Expiry Date: 2020-01-27

4. Enable the alarm option at [System] — [Alarm option] to inform the related admin when the
virus is detected. The configuration as diagram below.

MNavigation LS8l | Alarm Options

Siatus |#| Enable Email Alarm
} Proxy i
Options Events
» Dbjects
Events
} Users Security Events

F Access Mgt

b Bandwidth Mgt

» Endpoint Device

Ernail &larm
Syslag Server

SMMP Trap

I Inside Do% attack is detected
|| ARP spoofing attack is detected
| High Awailability event @

["| Mobile endpoint related alert (i)

b Security || Botnet is detected
- System ¥ Wirus is detected
_I'Malicious URL is detected
Fi Il S o .
i e || Sensitive keyword is detected
4 General
_— IAM Status
Authorization
Administratar [ Disk error (i)

Date/Time
|» Update
Aalarm Options

=} Exclusion

Backup/Restore
Custorn Webpage
Report Center
Device Correlation

Advanced

[» Miannnstins

|| Throughput exceeds threshold
Settings |

|| Report Center related error
|| CPU usage exceeds threshald

| Settings |
|| Memory usage exceeds threshold

| Settings |
| | Give alert when MAC address is excluded automatically

|| License is about to expire or expires (i)
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Options Email Alarm

» Ewents

Qutgoing Mail Server
» Email Alarm

Sender Address:

test@grnail.com
» Syslog Server
Server Address: | smtp.gmail.com
¥ SMMP Trap
Server Port: 465

¥ Authentication required

Username: test@grnail.cam

Fassward: e |

Ernail Delivery

Recipient: testl@gmail.com )
Subject: Alert Message from Sanagfor Appliance
Interval:

® Sent immediately
| Ewery {minute) @
1

l Send Testing Erail l I Cammit ]

After finished all the setting as diagram above, by using a pc with Foxmail (mail client), send a virus
email for testing purpose.

1. Send a virus email through Foxmail as diagram below:

B samp(1) - Compose

ﬂ Send E Save & Insert Attach Huge Attach El Insert Picture ﬁ Snatch Screen xiangxianglam97@163.com ~ =

To: ‘ xiangxianglam<xiangxianglam@qg.com>;|

> Cc ‘

Subject: | Samp(1)

Segoe Ul "ﬁ'E'BIH:F = =

xiangxianglam97@163.com

5 Samp(1).7z = Samp(2).7z & Samp(3).7z

= Samp(4).7z
1.20MB B40KE

556KB 1.78ME

_\I Samp(3).7z
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Send Messages Progress

E Subject: Samp(3) T.0MT0 M

xiangxianglam97@163.com

Send Messages Progress

_ DATA Error

Error Information: 606 Mail is denied! Yirus detected!

xiangxianglamg7@163.com btnFindSlovePro | | Close

gl security Events *

D back
®  Username
= lamlam
1. Install Sangfor EDR Installer an endpaint ta perfarm virus scan and remaval, ar carrelate this Sangfor 1AM device ta EDR to perform correlated fix. Hou to Connect to Sangfor
1P Address: 192.168.13.54
eoR?
Group: /defaut

Security Rating: Medium

2. Send notifieation te user ta perform virus sean and remeval o aveid wider spread. | Netify User
EDR Correlation: -

Security Events

2

o o °

) S
12-18 12-19

——
12-20 12-21 12-22 12-23 12-24

Mo. Time Tipe Dst 1P Threat Level Action Description Dsts Packst __ Threst Intelligence _Details

4 9am oD s - o . e SR H D G B (D T R R e - .- Details

Internet Activities *

4 Auto Refresh: 5 second(s) ~ I Filter

Filter: Group (/) Objects: Search term Email IM chats Forum & Microblogging Outgoing Files Websits Browsing  Action: Reject Alert

No. Time Gecurred Username

Group 1P Address App Category Application Action Details
1 65 minutes age lamiam Jdefault 192.168.19.54 Wail SSL smip send mail Sender: "xiangxianglam97@163.com” <xiangxianglam97@163.co
Email Subject: EXERESH_54

Recipient; xiangxianglam <siangxianglam@ag com=
in3z save.a(MD

62 5

As the diagram above show the email has been block due to the content with virus file detected.

2. Alert Message from IAM that virus has been detected.
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Sort by Date (Other system related alarm)Alert Message from Sangfor Appli

ance(lAM_TEST_70D8B8E4_10.252.252.252)

¥ Today (4 message)

sengchunyap@sangfor.. 7 mintues ago

(Other system related alarm)Alert Message fr... sengchun.yap@sangfor.com e,
To sengchun.yap@sangfor.com 2019-12-24 02:39 Hide Detail

From: sengchun.yap@sangfor.com <sengchun.yap@sangfor.com>
To: sengchun.yap@sangfor.com<sengchun.yap@sangfor.com=

Time: Tuesday, December 24, 2019 (Tue) 02:39 D]

E B — - Size: 2 KB

Antivirus Alarm:

User: lamlam, Group: /default, IP address:
192.168.19.54 Virus:suspicious.Win32.save.a. Email subjectEXEFEARSX_94.

‘tues ago

Yesterday Sender address:"xiangxianglam97@163.com”
= <xiangxianglam97@163.com>. Recipient address:xiangxianglam
<xiangxianglam@gc.com=. Host URL:, time: 18:38:56
Yesterday
- B 1 alert messages in all [sent: 1]. For more messages, log in to Report

) Center.
Yesterday
. s
% 2-22
H N 2

5 Conclusion

The Neural-X module is able to detect and block the virus thorugh FTP, HTTP, SMTP/POP3, else it able
send virus alarm email to specific admin to effectively protect the security of intranet users.
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