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Chapter 1 Content requirements

1 Product Introduction

Email that send from client internal network need to be control, reject the email with sensitive content,
need to take control on the source and destination of the email as well as limit the content size and
number of attachments of each email.

2 Application Scenario

Email filtering application scenario:

1. Focus on email that send by the internal user, take control of user behavior to avoid sensitive
content from leaking.

2. Control the behavior of internal users.

3 Requirement Condition
1. IAM device with version 12.0.18 or above
2. Prepare a PC that able to communicate with public network.

3. Install any email client on the PC.

4 Configuration Idea

1. Well configure the emalil filtering policy on IAM
2. Setup a email client

3. Test send an email through client PC.

4

Test on encrypted email client whether it can send mail.

5 Configuration Guide with Screenshot

5.1 Configure Email filtering on IAM

1. Configure the email filtering at [Access Mgt] — [Policies] — [Access Control] - [Email], the

configuration must based on the requirement. In this document, we mainly focus on [Destination
Address].
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Destination Address

® Block email sent to the fallowing addrass/dorﬁam@

2. Insert the domain address that not allowed to send email at [Destination Address].

Access Control [Mail_filter]

|#| Enabled

Mame:! |Mail_filter ()

Description:

Options ” Cbject H Advanced

Access Control Email

=59 Application
| Application

1 L Service Destination Address
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3. Assign the policy to specific test user.
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Access Control [Anti_mail_virus] X
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Mare: | Mail_filter @

Description:
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5.2 Email client configuration

1.  Download Foxmail client, in this case we will used the gmail to send email. The configuration on
“Server” will use secure SMTP with 465 port number.

o ) = o

Compose Metwork Antispam Add-In Advanced

Confis Server | Advance
sr— P Server | Advance |

163(xiangxianglam&7) E-mail: | sengchun.yap@sangfor.com

Password: |m

Mame: | sangfor(sengchun.yap)

Send Mame: | sengchun.yap@sangfor.com

check mail et.rery minutes automnatically

ActiveSync Calendar

| Create || Import | | Delete |

OK || Cancel | Apply
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4‘ Config Advance li
163 (xiangxianglamd7) Type: POP3

Incoming: S5L Port:
Outgoing: S50 Port:

[} Use STARTTLS if server supports

Server Backup:  Replicas mails in svr

ithentication: Same with incoming server ~ |

(sengchun.yap)

Smtp

| Create | | Import|| Delete |

Lok || conced || sppy |

2. If the email client has configure with a secure protocol, we need to enable the [SSL content]
function on the Mail_filter policy. Enable the [SSL content] function is able to encrypt the email and
identify the source mail domain.

Advanced Options

Filter SSL contents on SMTP port

[Filter and sudit [~]
|| Identify contents of encrypted POP3/IMAP email .

Cancel

5.3 PC mail client testing result

Test send an email to gmail.com
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Send Messages Progress

= DATA Error
:-31 Error Information: 610 Mail is denied! destination address in =
deny list!
sengchun.yap@sangfor.com btnFindSIovePro| | Close

£ Auto Refre: second(s) = I Filter

Filter: Groug (/) Objects: Search tarm Email IM chats Farum & Micrablogging Outgoing Files Website Brawsing  Action: Reject Lag Alert

Mo, Time Oceurred Username Group 1P Address App Categery Application Acti
Mail

1 2 minutes ago lamlam default 192.168.19.54 SSL smip send mail

As the diagram above show the testing result that email is being filter out and block by IAM device.

6 Precaution
1. Email filter only works on email client, do not include webmail.

2. The email address that insert in [Email] filter is able to insert a complete email address, for example
xxx@abc.com. You also can insert with more than one email address, for example, @abc.com,
cde.com. Important: If two email address write in a single line, it will match both abc.com and
cde.com at the same time. Fill in the email address per line.

3. At the “Block outgoing email containing keyword® in [Email] filter, it support regular expressions,
for example insert with “key.*d*, it will identify as “keyd*,“keyword“ and etc. Recommended to fill
in one keyword per line. If fill with many keyword in single line, please separate with commas.

4. IAM device mainly focus on SMTP/SMTPS protocol mail filtering, does not work for webmail, and
make sure the traffic must pass through IAM device. The standard port number for mail sending
SMTP/SMTPS is 25/465, if sending email by using other port number, then the email filter will not f
functionable.

5. Make sure the device is able to communicate with the email server, else the email unable to send
and email filter will not functionable.
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