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Chapter 1 Content requirements

1 Product Introduction

This document mainly focus on configuring AD domain service in Windows Server, the configuration
does not related with the JAM12.0.18 device, it mainly provide the testing guide of the Single Sign-On for
everyone.

2 Application Scenario

1. Client network has used AD domain server to manage the internal PC, when the user login to the
AD domain at the same time our device will perform AD SSO authentication to allowed internet
access immediately. This login method high stability and high successful rate.

2. We need to configure group policy in the AD domain server, assign to related user after complete
the authentication configuration at JAM12.0.18 is completed. This document provide the guide that
you able to configure group policy by yourself if the client server administrator is not around.

3 Requirement Condition

A server with AD Domain service, as well as a PC that able to join AD domain.

4 Configuration Idea
1. Create a group policy in the AD Domain server and assign to user.

2. Test and observe the policy distributed result.

5 Configuration Guide with Screenshot

5.1 Configuration of AD domain Server

1. Enter [Start] - [Administrative tools] — [Active Directory Users and Computers], create three
Organization unit (OU) as A, B, C. The diagram as below.
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3.

-] Active Directory Users and Computers I;Ii-

File Action View Help

=% 2E /8 XELA2 HE 2 aE5T7a%R
| Active Directory Users and Com|| Name Type Description
b | Saved Queries
4 Fd LAM.ocal
Builtin
| Computers

There are no items to show in this view.

2 | Domain Controllers
ForeignSecurityPrincipal:
I | Managed Service Accou

By using a PC to join the AD domain with testA user, which belong to A OU in AD domain. We
able to checked the domain policy that related to user by using the command prompt, enter the
command “gpresult/r“. By now, you should able to see the user testA is associated with “Default
Domain Policy®, this policy is associated with all user. The diagram as below.

BN C:\Windows\system32icmd.exe =nR= @

Microsoft <R> Windows <R> Operating System Group Policy Result tool vZ.8
Copyright (C> Microsoft Corp. 1981-2801

Created On 12-12-20812 at 5:33:32 PM
REOF data for LAM~testA on JOHNP Logging Mode

08 Configuration:

0S5 Version:

Site Mame:

Roaming Profile:

Local Profile: C:vllsersstesti
Connected over a slow link?: No

USER SETTINGS

estA.OU=A.D ocal
2 2 applied: 12122819 at 5:32:41 PH
y was applied from: LAMServer . LAM.local
Group Policy slow link threshold: 588 khps
Domain Mame: Li
Domain Type: Windows 2808

Local Group Policy
Filtering: Mot Applied (Emptyl>

user is a part of the following security groups

Domain Users

Everyone

BUILTINSUsers

NT AUTHORITY-~IMTERACTIVUE
GONSOLE LOGOM

NI AUTHORITY“Authenticated Users
This Organization

LOCAL

Authentication authority asserted identit

Create a Group policy with name “Sangfor® at [Start] - [Administrative tools] - [Group Policy
Management]. Right click on A OU, you able to see “Create a GPO in this domain, and Link it
here..“, as diagram below.
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__g File Action

View Window Help
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5 Group Policy Management
] A Forest: LAM.local
A .ﬁ Domains
A ii LAM.local
s/ Default Domain

A
Linked Group Policy Objects |Gmup Policy Inhertance | Delegation

Link Brder GPO Erforced Link Enabled

-
=

|>.'=‘j||"

Create a GPO in this domain, and Link it here...

View

Delete
Rename
Refresh
Properties

Help

Link an Existing GPO...
Block Inheritance
Group Policy Update...

Group Policy Modeling Wizard...
MNew Organizational Unit

MNew Window from Here

GPO Status

< [ I L

Create a GPO in this domain and link it to this container

4. The next step is name the new GPO as “Sangfor” and click OK. That is the step to assign the
Sangfor group policy to A OU. The diagram as below.

A

Group Policy Management

__g File Action

View Window Help

[HEIEY

e 7=

B XE G B

5, Group Policy Management
A A Forest: LAM.local
P E Domains
4 5 LAMlocal

E=EI Default Domain
b E A
pEIB
pEC
p (2] Domain Cont
I (5} Group Policy ¢
I .:; W Filters
I .:a Starter GPOs
b [ Sites
f@ Group Policy Modeli
[ Group Policy Results

Linked Group Policy Objects |Gmup Policy Inheritance | Delegation

Link: tirder GPO Enforced Link Enabled

o

Name:

Source Startter GPO:
| {none)

GPO Status

\

5. When the configuration has complete, we need to activate the policy by right-click the OU and
choose the “Group Policy Update® option, and confirm the action in the Force Group Policy Update

dialog by clicking “Yes®.
5.2 Testing Result

After log in again to the domain, we able to see the user testA is associated with the “Sangfor” group

policy. The diagram as below.
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B C:\Windows\systermn32\cmd.exe || @

05 Configuration: Member Yorkstation
08 Uersion: 6.1.7661
i N-A
H N-A
C:slUsersstesth
Connected over a s=low link?: No

USER SETTINGS

CH=testA . 0U=A,.DC=LAM.DC=1local

TEst—time Gruup rulj.l,y Was upplied: 12-12/2019 at 5:48:33 PH
Group Policy was applied from: LAMServer.LAM. local
Group Policy slow link threshold: 588 kbps

Domain Name: LAN

Domain Type: Windows 208088

Applied Group Policy Objects

Default Domain Policy

following GPOz were not applied hecause they were filtered out

Local Group Policy
Filtering: HNot Applied (Empty>

user is a part of the following security groups

Domain Uszers

Everyone

BUILTIN-Uzers

NT AUTHORITY~INTERACTIUE
CONSOLE LOGON

NT AUTHORITY-Authenticated Users

6 Precaution
1. “gpresult” command is used to display or compute the Resultant Set of Policy (RSOP).

2. There has the difference between local group policy and domain group policy. You may use
“gdedit.msc” command to open the local group policy edit.
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