@5 SANGFOR

t4

N

WAN Optimization (WANO)

Troubleshooting guide for slow access after
Optimized



Change Log

Change Description

May 16, 2019 Troubleshooting guide for slow access after Optimized



CONTENT

1. [ To Lol 044 =T oL 0T o o1 o o S
P R Yo To 1 o1 o1 F=TRY =T £ T oS
3. o] T =T T ot =T o - T S
4.  TroubleshOOting GUILE .......cceeeiiiiiiiiiiiiiiiiiiiisisissiisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns
4.1 General Scenario TroubleShOOTING STEP .....uiiiiiiiiiiie e
4.2 SMaAll PACKET IENGLN ... s
43 INSUFFICIENT BANAWITth ... e e e s e e e e s s eanee
LT 0 1| 1= ot 4 ¥ o g 0 1 o
6. e [T =L A AN o [ OR OO



1. Document Description

The purpose of this document is to provide guidance for troubleshooting on the slow
access after Optimized.

2. Applicable Version

This document is applicable for slow access after Optimized on all WANO version.

The version included WANO 7.0 onwards to latest version.

3. Problem Scenario

Slow access after Optimized in this document is referring to the scenario that both
Server side and Branch side Sangfor WANO has already built-up Acceleration Tunnel,
has slower access to existing application or web although “Traffic Type” shows
“Optimized”.

Flow Status | Flow Rankings

w Status

&  Filter [#  Refresh Bandwidth Channel:"*" indicates that the connection is in VPN tunnel, ™-" indicates that there is no matching packet or BM is disabled.

» WAN Optimization
i Source IP Source Port Destination [P Destination Port | Bandwidth Cha... Line Protocal App Category | Application Traffic Type Details

+ Bandwidth Monitor

1 192168203 45245 192.168.102 443 1-1- tlnel jLinel  TCP Pass-through Detalls
» VPN

2 192168203 45240 192.168.103 21 t-1- tlnel |Linel  TCP FTP FTP_Downlead Detalls
» CM Status

1
» System

Slow access after Optimized mainly divided into the following scenarios:
e Small packet length

e Insufficient Bandwidth



4. Troubleshooting Guide

4.1

4.2

General Scenario Troubleshooting Step
The following basic information need to be confirmed when slow access after
Optimized:

1. Make sure both Sangfor side and Client side are able to ping to each other.

Navigate to [Maintenance] > [Web Console]
ii.  Ping to peer side device IP
iii.  Ensure it is able to Ping to each other

2. Make sure the Acceleration Tunnel is connected.

Small packet length

Sangfor WANO do not support to optimize small packet. Small packet is the
packet length below 200.

1. Capture packet between Server and a test PC. Recommend to capture at least
10 thousands packet.

2. Open the packet with Wireshark.

M frethOiLpoap =33~
Ble fdt ew G0 Copture Awbar Swimcr Tewphony Wiies Touh Help
am i@ RER===E2T743Faaan

3 Jeemmn. +

o Ta Seurce Destination erotcent Lerath Irfo

1@af (1216)  2.400000  10.2.20.216 10.50.1.18 1 &0 E3910 + 1833 [ACK] Seqel Ackel WineS3386 Lenel [1CP segrent of a resssembled FIU]
2T (131%0)  0.0088 1850116 10.2.20.218 T 656 1433 + 63910 [ACK] Seqrl Acke MIned905 Lened SLEs1 SREr2

Dt ard Teme
Apr 35, 2m3 15:49:20.45387
pr 25, 2019 15:49:20.453%

3 aus3sh (21483)  1.961233 e 6 E390@ + 1533 [AOK] S69-1 Ack-1 WN-SH1EL Len-d [TCP cegnent of & resccemsled POU] pr 25, 2019 15:49122.4353
[ = A ST, e
o E e
some en sum = L
o= i T I
e = Ehe
ssmpiam tane T ) s ot i e 0 e 5 i
o o 121 e o () s
ST e
17 GeS6Ae (27894)  4.284268 s 2214 Remate Procedure Call
sssusizm tium e S
P = LT
15 QuSES2 (27898)  4.320883 s 104 Remate Procedure Call
16 maare (13177)  &.332426 e 238 Response
T i e —
e e e
aon un s = e
) e i e
Ny e E I
e fuey i S
B u oo S e
3. Go to [Statistic] > [Packet Length]
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4. A summary of packet length will produce. 97.98% belongs to packet lengths at
80-159, which is small packet.



M Wireshark - Packet Lengths « fzeth0sl EI@

Topic / Itern Count Average Minwal Maxval Rate {ms) Percent Burstrate Burststart
4 Packet Lengths 30000 12839 54 4150 0.1646 100% 15100 23.875
0-19 0 - - - 0.0000 0.00% -
20-39 1] - - - 0.0000 0.00%% -
Al-79 15 A.A0 24 1T 000715 (.97 0.2100 33478
I 40-139 20395 12356 85 153 0.1613 9?.98%' 11300 23876
160-319 147 23891 182 314 0.0008 0,493 0.3300 4,584
320-629 48 41338 323 619 0.0003 0.16%  0.0400 4,476
640-1279 11 90395 708 1029 0.0006 0.37%  0.2800 24105
1280-2559 19 160484 1395 2214 0.0001 0.06%  0.0300 33.487

2560-5119 5 312740 2690 4150 0.0000 0.02%  0.0200 4,479
5120 and greater 0 - - 0.0000 000 - -

Display filker: Enter a display filker Apply

Copy ‘ ‘ Save as | ‘ Close |

Slow access might by caused by insufficient bandwidth as well. Therefore it is
important to ensure the Total Bandwidth and also to test during off-peak hour.

Speed test:

Place the file into the Server and a PC in order to test the maximum transmission
speed.

B\ By

conn_test_client.exe conn_test_server.exe

Server side:

Double-click the file to execute it. Result will be as below,

- |l: IIIIII

] CAUsers\Administrator\Desktop\conn_test_server.exe

listening on po
event method:w

Client side:

Execute Command Prompt, and navigate to the folder where the
conn_test_client.exe placed.

Run the file with the command: conn_test_client.exe —i Server IP



.| Command Prompk

Hicrosoft Windows [Wersion 6.1.76811
Copyright <c?» 2889 Microszoft Corporation. HAll rights resevved.

sislzerssUANO-Uzer>cd Desktop

C:slUserssHANO-UsersDesktopPconn_test_client.exe —i 192.168.18.3
eyent method:win32.

current con d zockets number:8

connection

speedi<l>:18.883295MB
speedCl}:?.971406IHB
speed(l1>:9.423267MB
speedil?18.84Z358MB
speedCld:z11 . 67891 7HE

2. Ensure sufficient bandwidth:

Before perform any testing, ensure the user environment has sufficient bandwidth.
Data transmission speed is slow could be due to the total bandwidth was
consumed by other users or servers that has higher priority. Therefore, it is
suggested to perform testing with below options:

1. Test during low user traffic/idle time

2. Configure a guarantee channel for the test server and client

If the problem still unable to be resolve through the troubleshooting steps above, you
can collect the below information and escalate the problem to Sangfor Technical
Support with the Community Open a Case feature. Technical Engineer will contact
you to provide assistance on resolving the issue.

Information need to be collect:
i.  Server Model and both sides firmware version.
ii.  Screenshot of the System Logs for both sides.
iii. ~ What troubleshooting step you had gone through.

Open a support case access link:

http://community.sangfor.com/plugin.php?id=service:case

If you have new document requirement, you can feedback to us with the feedback
link below. We will provide the troubleshooting guide document based on the

feedback.
Feedback Link
CMS: http://192.200.19.22/request-articles/

Sangfor Community: http://community.sangfor.com/plugin.php?id=service:feedback
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